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baltya

NMPABWIIA NMPEOOCTABJIEHMA YCNIYT

1 NMPABWUIIA NPEOOCTABJIEHUA YCNYT KONOKALWUU UT OBOPYIOBAHUA
11 OMNCAHWE YCNYT KONOKALIMU NT OBOPYOOBAHUA

Ycnyra konokauun WT-obopynoBaHus BkntodaeT B cebs pasmelleHve WT-obopynoBaHus 3akasuvka (CepBepoB, CETEBbIX KOMMYTaTOPOB,
MapLupyTusaTopoB 1 T.4.) B LleHTpe 06paboTku aaHHbIX Baltneta (ganee - LUOL), npegoctaBnerHve goctyna B ceTb VIHTEpHeT u obecneyenne ero
OXNaXkAeHWst U 3NeKTponMTaHus. Ycnyra Korokaumuum MOXeT BKIoYaTb B ce6sl Kak BblAEMNEHHYIO CTOWKY, T.€. CEPBEPHYIO CTOWKY, apeHOyemyi 1
ncnonb3yemyto oaHUM 3aka3uvkoM, Tak U OOLLyl CTOMKy, T.e. CEPBEPHYI0 CTOMKY, apeHOyeMmylo M WUCTOMb3yemylo MO YacTsiM HECKOIbKUMM

3akasymkamu.
1.2 OOCTYN K LLEHTPY OBPABOTKM OAHHbLIX M OTBETCTBEHHOCTbL 3AKA3YUMKA

1.2.1  YnonHoMO4YeHHble npeacTaBuTenu 3akasuyuka:

e [locTyn K pasMeLleHHOMy 0GOpy[oBaHUIO 3akasuuka MMEelT TOMbKO YMONHOMOYEHHble mpefcTaBuTeny 3akasuuka, KoTopble
NPOMHOPMUPOBaHbI O MpoLieypax, U3MOXEHHbIX B HACTOSILLLEM OOKYMEHTE, U 00513ytoTcsi cobniojate UX BO BpPeMsl MoCceLleHus
Lona.

Ecnu 3akasuvk pactopraet Tpy4osoit [orosop unu nobyto Apyryto popMy COTPYAHUYECTBA C OTBETCTBEHHLIM NULIOM, 3aKasumk

0653yeTcs kKak MOXHO ckopee coobwmTb 06 aToMm Baltneta. B npoTtvBHOM cnyyae Baltneta He HeceT oTBETCTBEHHOCTH 3a YObITKH,

NoHeceHHble 3aka3ynkoMm, CBA3aHHblE C OTBETCTBEHHBIM MULIOM.

Ecnu npu nocewwennmn LIO[ oTBeTCTBEHHbIX NL, CONPOBOXAAET TpeTbe NuU0o, 3aka3unk NprHUMaeT Ha cebs BClO OTBETCTBEHHOCTb

3a BO3MOXHble AeCTBUSA TPETbEro nuua 1 ux NocneacTsus.

1.2.2  Peructpauusi:

BapeructpupoBarbcs Ans nonyyenus goctyna k LIO[ moxHo: a) oTnpaBuB NUcbMo no agpecy patekimas@balt.net; 6) nossoHus
no TenegoHy +370 700 800 88; B) 3anonHuB peructpaumnoHHyto dopmy Ha MopTane camoobenyxmBaHus.

3anBku Ha perncTpauuio NPUHUMaOTCA TONbKO C KOHTAKTOB, NPeAoCTaBIEHHbIX YNONHOMOYEHHbIMW NpeacTaBUTenaMmm 3akasuuka.

Peructpauus gomkHa 6biTb NponsBeaeHa He MeHee YeM 3a 24 Yaca [0 3annaHMpPOBaHHOTO MNOCELLEHUSI.

Llenb Bu3uTa (Hanpumep, ycTaHoBKa HOBOro 060pyAoBaHUs, 3aMeHa AeTanei, AeMOHTaX 060pyAoBaHUsA v T.4.) yKasbiBaeTcs npu

pervcTpauuy.

1.2.3  CpouHbii goctyn. B cnyyae Bbixoga n3 ctposi T-obopyaoBaHusi 3akasumka npegocTaBnseTcs CPOYHbIA 4ocTyn. B atom criydae
3aperncTpupoBaTbcsi MOXHO no TenedoHy +370 700 800 88. AsapuiiHbii goctyn k LIO[, HeBO3MOXeH BO BpeMsi CTpouTenbcTBa

WUNn gemMoHTaxa HoBoro obopyaoBaHus.

1.2.4 Mo npubbiTum B 30Hy IO Ansi cBsian ¢ NyHKTOM KOHTpons goctyna B LIO[] AomKHO MCNonb30BaTbCst AUCTaHLMOHHOE NeperoBopHoe
ycTpoiictBo. OTBETUBLLUEMY COTPYAHMKY coobluaeTcs Lenb npubbiTus, a Takke, kakue nuua v 13 kakoi KoMnaHuy OHW NpuGkINK.
Ecnu coTtpyaHvkn nocta LIO[ He pacnonaratoT uHpopmauueid o nnaHMpyeMomM Bu3nTe, BOpoTa He oTkpbiBatoTcst. [py Bbesae Ha

TeppuTOpMIO, aBTOMODOMIN OCTaBNSIOTCS HA FOCTEBOW NapkoBKe. MonbITKM NPOHWKHOBEHWS! B ApYre 30Hbl 3anpeLueHbl.

1.2.5 [JoKymeHTbl, KOTOpble HeobxoaMmMo npeaocTaBUTb NO MpubLITUKM. Mo NpubHITUM HEOBXOAMMO MpedbsBUTL AENCTBUTENBHOE
yOOCTOBEPEHME NNYHOCTYM C choTorpadpmen.

1.2.6  KapTbl KOHTpPONS AocTyna v naponu. MNocne peructpauum, COTPYAHVK BbIAAET KapTy AOCTyna npeactaBuTento 3akasyvka, KoTopyro
Heo6Xx04MMO BEpPHYTb OXpaHe Npu Bbixode U3 nomellexus [LL. KapTa He noanexuTt nepefaye u MoXeT 6bITb MCMOMNb30BaHa TOMbKO
TEM NULOM, KOTOPOMY OHa Obina BbldaHa. Ha BBEAEHHbI B CUCTEMY HOMep MOOUrbHOro TernedoHa YnomHOMOYEHHOro

npeacTtasutensi otnpasnseTcs SMS-coobLleHre ¢ KOAoM, KOTOPbIN HE0OX0AMMO NCMOSb30BaTb COBMECTHO C KapToin AOCTyna.

1.2.7 TNpepcTtaButenu 3akasdvka paboTatoT B LeHTpe 06paboTku AaHHbIX. Ecnn dhmanyeckune paboTbl Ha cepBepe npoaoskatTcs bonee
1 (ogHoro) yaca, 3aka3uvk 0653aH Ha BpeMs NpoBefeHns paboT BbIHECTU CepBep U3 KOMHaTbl pa3MeLLeHUs cepBepa B KOMHATY

[Ns1 yCTaHOBKW CEPBEPOB U NPOAOIDKUTL PaboThl TaMm.

1.2.8 HenpaBomepHble AeNCTBUS U OTBETCTBEHHOCTb:

Baka3uuk He AormkeH nposoanTb B LIO[ paboTbl, He cBsi3aHHbIe ¢ 06opyaoBaHnem 3akasuvka (koMMmyTauus kabenen, BHEAPEHWE

anbTepHaTMBHOIO UCTOYHUKA SHepFI/II/I).

B O cTporo 3anpeLyeHbl hoTo- 1 BUOEOCHEMKA, @ TakKe HeCaHKLMOHWMPOBAaHHBIA JOCTYN K UHpacTpykType u apyromy UT-
o6opynoBaHuto 3akasuuka.

e 3aka3ymk 0b6sa3yeTcst Bo3mMecTUTb Baltneta Bce matepuanbHble yObITkM, BO3HMKWME y Baltneta B pesynbtate HenpaBOMepHbIX
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1.2.9

baltya

nencteuin npepctasutenen 3akasuuka. B aTom cnyvae 3akasunk Takke 06si3aH BO3MECTUTb BeCb yliepb Mo npeTeH3vsM,
npeabsABRSEMbIX TPETEUMU NMLIAMM.

Henoaxopsiiee obopyaosaHve. Ecnn BydeT ycTaHOBNEHO, YTO yCTaHOBMEHHOe 3aka3yvMkoM o6opydoBaHWEe MOXET yrpoxaTtb
cTabunbHow pabote nHdpacTpykTypbl LIOO unu gpyroro UT-obopyaoBaHus, To Takoe obopydoBaHWe He yCTaHaBnuBaeTcs u

BO3BpaLlaeTcst 3aKkasumky.

1.3 NHOPACTPYKTYPA LIOA

131

1.3.2

1.3.3

1.3.4

135

Mwukpoknumat. TemnepaTtypa B CepBEpHbIX MOMELLEHUSIX MOAAepXKMBaeTcs Ha ypoBHe 22-27°C. W3mepsieTcss TemnepaTtypa
BO3AYLUHOIO NOTOKa, NoAaBaemMoro Ha cepsepbl. MakcuManbHO BO3MOXHOE U3MeHeHre TemnepaTypbl B Yac coctaenset 5°C. B

CepBePHOV KOMHAaTe AOMKHA NOAAEPKMBATLCA OTHOCUTENbHASA BNAaXHOCTb Bo3ayxa 40-55%.

OnekTpoaHeprusa. [nsa obecneveHus anektponuTaHus B Baltneta peanusoBaHa pesepBupoBaHHas cuctema poseTtok, UPS,
pacnpegeneHus nutaHus u cuctema PDU. OnektpocHabxeHne obecneunsaetcs, ecnu NT-obopynoBaHue 3akasunka NoAKMOHEHO
K CeTN He MeHee YeM Yepes 2 POo3eTKU.

Moxapotywexune. Tywenune B IO ocyliecTBNSETCA C NOMOLLBI0 MHEPTHBIX rasoB. B cnyyae BO3HUKHOBEHUS noxapa BO BpPeMsi
noceleHns 3akasumkom LIOM, 3akasumk 06si3aH NOOAYMHUTBLCS YyKa3aHUsiM OTBETCTBEHHOro nepcoHana Baltneta n nokuHyTb
nometLleHve Yepes BbIXOAbl, yKa3aHHble B NnaHe 3BakyaLlun.

LLkadbl. LieHTp 06paboTku AaHHbIX OCHALLEeH cepBepHbIMK Wkadamu nponssoacTea APC u Rittal. Pasmepesl wkada: Boicota 42U,
wupwuHa 750 mm, rnybuHa 1070 mm. PasmelteHne 3aka3unmkom cOBCTBEHHbIX LKAdOB 3anpeLleHo.

CeTtb. [Ina obecneyeHns: BbICOKOW CBSI3HOCTM B Baltneta passepHyTbl pe3epBHble ceTu cBsid3n, 06opyaoBaHNe pacnpedeneHns un

MapLupyT13auumn Tpaduka. locTynHocTb noaknoveHus obecnevnsaeTtcsi npu nogknoveHnn UT-o6opyaosanns 3akasuvka k ceTv

CBSI31 C UCMOMb30BaHNEM HE MeHee 2 NMopToB (ports) KOMMYTaLUOHHOrO 06OPyA0BaHNS.

14 JOCTYMNHOCTb MHO®PACTPYKTYPbI LIEHTPA OBEPABOTKW JAHHbIX:

14.1

1.4.2

143

1.4.4

1.45
1.4.6

O6waa [AoCTYNHOCTb MHMPaCTPYKTYpbl MOCTOSAHHOTO TOKa BKMOYaeT B cebsA nokanbHoe W MexayHapodHOe MNOoAKMioYeHue K
VIHTepHeTy, anekTponuTaHvne 1 TemnepaTypHyto NOAAEPXKKY.

[locTynHocTk nokanbHoro VIHTepHeT-coeanHeHVs onpegenseTcs nyTem oTnpaBku kKoMaHAbl ping Ha cnepytowwme |IP-agpeca delfi.lt,
plius.lt, skelbiu.lt. Ecnn Bce agpeca He oTBe4valoT, TO UKCUPYETCA noKarnbHas HELOCTYMHOCTb CBA3W. [OCTYynHOCTb
MeXAyHapoAHbIX COeAMHEHWI onpeaenseTca nyTeMm OTNpaBKM KOMaHAbl ping Ha cnegywoowme agpeca: bbc.co.uk, yahoo.com,
google.com.

Ecnu Temnepatypa BO3ayLLHOrO NOTOKa, NoAaBaeMoro k cepeepaM, nogHumaetcs Boiwe 30°C, uHdpactpykrypa LIO[ HaunHaeT
cunTaTbCcs HepaboTaroLen.

Cb6on nutaHust obHapyxmBaeTcs, korga oba bnoka pacnpefeneHys nutaHus no posetkam (PDU), ycTaHOBNEHHbIe B CEpBEPHOM
wkadyy, nepectatoT pabotaTb. B cnyyae ecnu UT-o6opygoBaHne 3akasyvka NOAKIOYEHO K OOHOMY pO3eTOMHOMY OroKy u 3ToT
PO3ETOYHbIN BNOK BbileN M3 CTPOSA BO BPeMSA NpeAocTaBneHns Ycnyru, aTo He 6yaeT cunTaTbCs HapyLleHneM npeaocTaBneHns
Yenyra.

O6Las [OCTYNHOCTb ONpeaenseTcs AOCTYMHOCTLIO TON YacTh MHAPACTPYKTYPbl, KOTOpas UMeeT HaMeHbLLIYIO JOCTYMHOCTb.

Tier 3 LIO nmeeT exeMecsuHbIN NPOLEHT NpeaocTaBneHus Ycnyr pasHbii 99,982% unu 8 MMHYT BO3MOXHOro 6e3eicTeus B

Mecau,.

15 HAOEXHOCTb MH®PACTPYKTYPbI LLOJ

151

MakcumansHoe konuyectso oTkasoB LIO[ Tier 3 B Mecsiy, cocTaBnsieT He 6onee 1 pasa.

1.6 OBBEM YCNyr

1.6.1
°

1.6.2

MonyyeHne/noctaBka o6opyAOBaHNSA:

Mpuem UT-o6opynoBaHus 3akasdvka ocyLecTBnsieTcst no agpecy yn. Liepkalnio a. 160c B r. BunbHtoc.

Mpu Nnpruemke obopyaoBaHNsS NOANMUCLIBAETCS akT npuemMa-nepeaayn. OHa Takke BKtoYaeT CTOMMOCTb 06opyaoBaHus. CTOMMOCTb
obopynoBaHua Heobxoduma Ans CTpaxoBaHWs 06opyaoBaHMs OT noxapa, NOBPeXAeHUsi BOAON U (hn3NYHECKOro paspyLLEHust.
[Ons onpenenenuns ctoumocT OBopyaoBaHusi 3akasunk AOMMKEH NPefoCTaBUTh 3akynoudHyto LeHy O6opyaoBaHust unu niobble
Opyrue [OKyMEHTbI, MO3BONsAOLLME OGBEKTUBHO OLEHUTL CTOMMOCTL OBopyaoBaHuS.

BbIBO3 060pyaoBaHust huKCUMpyeTCs B XXypHarne yuyeTta o06opyaoBaHust U NOANUCHIBAETCS akT npuema-nepegayn. Jliobble npeteHsum
Nno NoBoAY NOBpEeXAEeHUst v HepaboTocnocobHOCTN 06opyaoBaHMs Nocne noanMcaHusl akta 6osblue He NPUHUMALOTCS.
XpaHeHne o6opynoBaHus

[ns xpaHeHus UT-ob6opyaoBaHUsi Unn KOMNOHEHTOB 3aka3ynka OH MOXET apeHA0BaTh 3aKpbIThble U OTKPbITbIE LUKadbl B CKIIAACcKOM

nomelleHunn. B crniydae apeHabl 3akpbITOro Lkada K4 XxpaHuTes B cnyxbe TexHuyeckon nogaepxku LIOA.
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1.6.3

1.6.4

1.6.5

1.6.6

balt i=a

Bes pononHuTenbHoW onnatbl 3akasuuMk MOXET MWCMonb3oBaTb OTKpbITblEe LIJKa(be B nomelleHnn Ons XxXpaHeHus HOBOro

obopyaoBaHusi 4O MOMEHTA ero yCTaHOBKU, HO He 6onee 1 Hepenu.

PacnakoBka o6opyfnoBaHusi

PacnakoBka o6opyaoBaHus paspellaeTcsl TOMbKO B MOMELLUEHUN AN pacnakoBkM U MoHTaxa. PacnakoBka obopyaoBaHus B
CepBepHOl kOMHaTe 3anpelyeHa. Ecnv Heo6XxoaMMo [OCTaBWTb B CEPBEPHYK KOMHATY pasfuyHble MOHTaXHble Matepuarnbi,
kabenu, OUCKU U T.4., CNeAyeT UCMONb30BaTb NMaCTVUKOBbIN ALLYK B MOMELLEHWUW AT1S PACNaKoBKM 1 YCTAHOBKM.

[lnsi TpaHCMOPTMPOBKYM TshXenoro o6opyaoBaHus 3aka3unk MOXET UCMONb30BaTb MEXaHWYECKUIA TpaHCMopTep.

YcraHoBka o6opyaoBaHusi

B cnyyae apeHapl o6Lero wkada uHxeHepbl Baltneta 6epyT yctaHoBKy cepBepa Ha cebs.

B crnyuae apeHabl BblI€NEHHOTO LUKagha, eCrv He OFOBOPEHO MHOE, YCTaHOBKa 060py10BaHMs OCYLLECTBASETCS YNONHOMOYEHHbIMU
npeactaBuTensMU 3akasuuka.

3akasuuk gomkeH ybeanTbes, 4To BCe pasmeltaemoe UT-obopyaoBaHWe MMeeT MOHTaxHble Hanpaenstowme. bes MOHTaXHbIX
Hanpaensowmx obopyaoBaHue 3akasuvka He ycTaHaBnusaetcs. o xxenaHuno 3akasyuka Baltneta MoxeT npogate MOHTaXHbIE
HanpasnsioLLye No CornacoBaHHOM LiEHE.

Iloboe HoBoe obopypoBaHue, xpaHsiweecs B LJOM, pomkHo ObiTb ycTaHOBMEHO TakuM o6pa3om, 4TOObl ero MOXHO 6bino
yCTpaHuTb, He Hapyluas paboTy apyrux cepsepoB. Kabenu JomkHbl ObiTb NPONoXeHbl Takum 0bpasom, YToObl OHW He MeLlanu

ZOCTYny K NopTaM CEepBEPOB WS KOMMYTaTOPOB/NaHeneil.

YnaneHHble pyku

Ycnyra "YaaneHHble pykn" (TpefocTaBnsieTcs 3a JOMNOMHUTENbBHYIO NnaTy) BkIoyaeT nepesarpy3ky UT-o6opynoBaHus 3akasymka,
MOHWUTOPUHT BU3yasnbHbIX NpegynpexaeHuit NT-o6opyaoBaHns, U3MEHeHWe TOMOonornu cetu, "ropsyyro” 3aMeHy CepBepHbIX
KOMMOHEHTOB. Ycnyra He BKkrtoyaeT B cebst kakme-nnbo getanu unm matepuanslt.

Ycnyra csasaHa € BbINOSIHEHNEM KOHKPETHbIX paboT, 3anpoLleHHbIX 3aka34ynkom (Hanpyumep, 3ameHa Aucka, 3ameHa cetn). Baltneta
He HeceT OTBETCTBEHHOCTMW 3a MOCMNEeACTBUS Takux AeWCTBUM (Hanpumep, ecnn 3akasyuk NnocTaBuT He TOT AMCK, a ero 3ameHa
npveegeTt Kk cboto B paboTte cuctemsl).

CrpaxoBaHue ob6opyaoBaHus:

Bce UT-o6opynoBaHune 3akasyvka, noctaBnsiemoe B LIO[, 3acTpaxoBaHO B CTPaxoBOW KOMMaHUM OT noXapa, NoBpexaeHns BOAOW
n dusnyecknx nospexaeHuin. B cnyyae VMHumpeHTa yuwepb onpegensieTcs MCXOAA M3 PbIHOYHOW CTOMMOCTU 0GOpYyAOBaHMS.
CTpaxoBaHve He pacnpocTpaHAeTCs Ha CTOMMOCTb AaHHbIX.

CrpaxoBaHve 060pyA0BaHMA NPON3BOANTCS TOMBKO B TOM Clyyae, ecnu 3aka3unk npefocTaBnseT 4OKYMEHTbl, NOATBEPXAatoLLmne

CTOMMOCTb 060py0OBaHUSI HA MOMEHT YCTaHOBKM.

1.7 B cnyyae pasmeluerus UT-o6opynosanus B LIOL TpeTbel CTOPOHbI, NEPEUNCIEHHBIE BbILLE NPaBUa oka3aHus YCryrm He NPUMEHSIOTCS.
DoctynHocTb LIO[, o6ecnevyeHune ypoBHsi kadyecTBa obcnyxumBaHus (SLA), a Takke pacLeHKn Ha 4ONONHUTENbHbIe paboThl yKa3biBalOTCs B
3akase Ha ycnyry.

1.8 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

CTAHIOAPTHBIE PABOTbI / BAMEHA MPEAMONATAEMOE MPUMEYAHVIE
BPEMA
3apeructpupoBatb 3asBky 3aka3uvMka Ha pgoctyn B LleHTp 15 My }
obpaboTkn aanHHbIX (LIOO)
3ameHa KOMMOHEHTOB C ropsiyer 3ameHon (hot swap) - 15 BbinonHsieTcs npu 3akase Ycnyru "YaaneHHble
MVH.
onepaTMBHOW NaMATH, ANCKOB pykn"
BbinonHsaeTca npu 3akase Ycnyru "YaaneHHble
M3meHeHne Tonomnorum cetu 15 MUH.
pyku"
BeinonHsercsa npu 3akase Ycnyrv "YaaneHHble
Mepesarpy3ka obopyaoBaHus 15 MUH. .
pykn

2

21

ycnoBsua APEHAbI BbIAENIEHHOIO CEPBEPA

OMNPEJENEHME YCNYIWN APEHObI BbIAENTEHHOIO CEPBEPA

Ycnyra apeHabl BblAENEHHOTO cepBepa BKMYaeT B cebs dusmyeckuin cepsep, nNpuHaanexawmin komnaHum Baltneta, paboTatowmii B LueHTpe

obpabotkn AanHbiX (LIO[) komnaHuu Baltneta v noakniouveHHbI K UHTEPHET-CeTW, W MNpefocTaBnsieMbll B apeHdy 3aka3uuky BMecTe C

AONOJSTHNTENbHbIM NAakeToOM NporpaMmmHoro obecneyeHust.
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2.2 OBBEM YCNYT

221

2.2.2
2.2.3

2.2.4

2.25

2.2.6

2.2.7

Moarotoeka cepsepa. Cepsep ycTaHaBNMBaeTCs B LEHTpe 06paboTki AaHHbIX W MOAKIToYaeTcs K ceTu UHTepHeT. Ha cepsepe
yCTaHaBMBaeTCs yaaneHHas naHesb yrpasneHns CepeepoM, Mo3Bonsaiowas 3akas4umky yCTaHoBUTL HEOGX0AMMOe NporpaMmMHoe

obecneyeHue.
PasmelLeHne cepBepoB B LieHTpe 06paboTku AaHHbIX. BblaeneHHbI cepep pasmeltaetcs B LIO[ Baltneta yposHs Tier 3.

YcTaHoBKa AOMNOMHUTENbHBIX KOMMOHEHTOB (KECTKUIM OUCK, onepaTuBHas namaTtb). 1o otaenbHowm [JoroBOpeHHOCTM MO XenaHuio
3akasyvka Ha BblAeneHHbIn cepBep MoryT 6bITb yCTaHOBIEHbI AONOMHUTENbHbIE KOMMNOHEHTLI. 3aKa3 1 yCTaHOBKY KOMMOHEHTOB

OCYLLECTBISIOT Creuman1cTbl koMmnaHuu Baltneta.

OGCJ'Iy)KVIBaHVIe onepaunoHHbIX cucTeM 1 nporpaMmmHoro obecneyveHus cepBepoB. O6CJ‘Iy)KVIBaHVIe onepauMoHHOW CUCTEMbI U
nporpaMmmHoro obecneveHus cepBepa ocyllecTBnsercs 3aka3uukom. Ecnu 3akasaHa Ycnyra no OGCJ'Iy)KVIBaHVIlO cepeepa, TO

KoMnaHusi Baltneta BbInonHMT 311 paboThbl.

PesepBHoe konMpoBaHue AaHHbIX. Konuu mporpaMmMHOro oGecrneveHus U AaHHbIX CepBepa He AenarTcs. 3akasuuk MOXeT
[OMNOMHUTENBHO 3aKasaTb pe3epBHOE MEeCTO B XxpaHunuuie Baltneta. B cnyyae 3akasa Ycnyrv no obGcnyxuBaHuio cepsepa
komnaHvs Baltneta oTBeyaeT 3a cosgaHue KONMW M BOCCTAHOBMEHWE AaHHbIX, B MPOTUBHOM chyyae 3akasyuk caMm oTBevaeT 3a

KonnupoBaHne U BOCCTaHOBEHUe CBOUX AaHHbIX.

YnaneHHoe ynpaeneHve cepeepoM. BeigeneHHble cepBepbl NOCTABMSAIOTCS C YAANEHHON NaHernbio yrpaBneHusi CepBepoM Ans ero
YCTaHOBKW, yNpaBrieHust U nepesarpysku. [na ynpaeneHusi yaaneHHsIM CepBEPOM UCMONb3yeTCsl AONONMHUTENbHbIN BHELLHWIA |P-
afpec v nopT (port) Ha ceTeBon KapTe.

[apaHTusi Ha BblAENEHHbIN cepBep. B cnyyae BbIxoda U3 CTPos Avcka, onepaTyBHOM NaMsiTV Unu 6rioka NUTaHWs 3aMeHa feTtanen
3anmeTt He 6onee 1 pabodvero yaca. 3ameHa npousBoauTcst B paboyee Bpems. Ecnn 3akasunk TpebyeT BbINOMHeHUs paboT B
Hepaboyee BpeMmsi, TO onnata NPOM3BOAMTCS B Nopsiake, NPeAyCcMOTPeHHOM HacTosiwmMm [oroBopom. Ecrnm nonomka cepsepa
TpebyeT obpalLieHnsi B CEPBUCHbIN LIEHTP, aBTOPM30BaHHbI nponssogutenem obopyaosanusi (HPE, DELL), Baltneta npegocrasur

obopyAoBaHve aHanorM4HoM MYHKLIMOHANBLHOCTM UK BUPTYyarbHble pecypcbl Ycnyru laaS Ha ToT e Cpok.

2.3 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

CTAHOAPTHBIE PABOTbI / 3AMEHA NPEOMNONAFAEMOE NPUMEYAHUE
BPEMS BbINONHEHUA

BHeceHve nameHeHuin B ceTeBble 20 MuH PaboTbl BbINonHsATCA B paboyee Bpems. VIameHeHus B

HacTpOWKM Hepaboyee BpeMs NPOM3BOASATCS NO NpeABapUTEnbHON

M3BneyeHne ceTeBom KapThbl PaboTbl BbinonHsaoTCA B paboyee Bpemsi. MIameHeHus B

onepaTuMBHOW NaMaATn 45 MUH. Hepaboyee BpeMs MPOU3BOASTCS N0 NpeaBapuUTernbHOM
(RAM)/punckal/ceTteBon nnatbl FC [oroBOpPEHHOCTM 1 ONflayMBalOTCst B COOTBETCTBUM C pacLeHkaMun

I~ 1A I~ L
MN3meHeHne napons Ansi KOHCONU
P 15 MuH. -
ynpaenexus (iDRAC)

PaboTbl BbinonHsaoTCA B paboyee Bpemsi. IameHeHus B

3ameHa HeucnpaBHOro Ancka 30 MuH. <

P A Hepaboyee BpeMs NPOM3BOASATCS NO NpeABapUTEnbHON
[10roBOpPEHHOCTH 1 ONNayvBakoTCst B COOTBETCTBUM C pacLieHKamu

PaboTbl BbINONHALTCA B paboyee Bpems. VIameHeHus B

3ameHa HeucnpaBHoro 6roka NuTaHus 30 MUH. .

Hepaboyee BpeMs NPOM3BOASATCS NO NpeABapUTEnbHON
[loroBOpeHHOCTU 1 ONnayvBaloTCsi B COOTBETCTBUM C pacLieHkamu

3ameHa HencrpaBHOro MOAyIst PaboTbl BbINONHALTCA B paboyee Bpems. IaMeHeHus B

30 MuH. j

onepaTtveHol namsitn (RAM) Hepaboyee BpeMsi NPOM3BOASATCS NO NpeABapUTENbHON
[loroBOpeHHOCTU 1 ONnayvBaloTCsi B COOTBETCTBUM C pacLieHkamu

PaboTbl BbinonHsaoTcsA B paboyee Bpemsi. MIameHeHus B

YcTaHoBuTe ceTeByto nnaty FC 45 MUH. Hepaboyee BpeMs NPoM3BOAATCH NO NpeaBapuTensHON
[10roBOpPEHHOCTA 1 ONNayMBakOTCst B COOTBETCTBUM C pacLieHKamu

Ha nononHuTenkHble DaboThl. MaMeHeHne obbema Yenvrm |
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YcTtaHoBuTe AOONONHUTENbHY0

onepaTtusHyto namaTb (RAM)

PaboTbl BbinonHsaoTcsA B paboyee Bpemsi. MiameHeHus B
45 MuH. Hepaboyee BpeMsi MPOU3BOASTCS MO NpeaBapUTeNbHOM

,D,OFOBOpeHHOCTVI 1 onnayvynBarTCcA B COOTBETCTBUN C pacLeHKamMmn

= 14 & A3

Pa6oTbl BbINONHATCA B paGot-lee Bpems. ViameHeHus B

YcTaHOBKa AOMOMHUTENbHbBIX AUCKOB 45 MUH. Hepaboyee Bpems NPOV3BOAATCS MO NpeaBapuTenibHOMN

[1oroBOpPEHHOCTH 1 ONMayYvMBaloTCsi B COOTBETCTBUM C pacLeHkaMun

RS- VNV N TRTPL N - TR R TIRP-N =4 2 Anssaniiniuan nBGa Anan \larmiria

MpepocTaBnexHne pecypcos nnu 90 MUH. -

3 NMPABUIA NPEAOCTABJIEHUA YCNYIU APEHbI PECYPCOB IAAS

3.1 OMPEOENEHWE YCNYTX MO APEHAE PECYPCOB (IAAS)

Ycnyra no apenge UHdpacTpykTypbl kak Ycnyru (laaS) BkntodaeT B cebs BUpPTyanbHbIA LeHTp 06paboTkv aaHHbIX (BLIOA) Ha 6ase oGnayvHbIx

BbIYMCIIEHWIA, B KOTOPOM 3aka3yuky NpefoCTaBfsAlTCs BUPTyarnbHble Pecypcbl (onepaTuBHasi Namstb, NPOLECCOp, KECTKWUMA AMCK), a coshaHue,

n3MeHeHue, yaaneHue BUpTyanbHbIX CepPBEPOB W yrpaBrieHue ApYron UHPaCcTPYKTYPOI OCYLLECTBISETCA Yepes nopTas ynpasneHus.

3.2 OBBEM YCNyr

3.21

3.2.2

3.2.3

3.24

3.25

3.2.6

3.2.7

3.2.8

Windows VDC. MMnatdopma Windows VDC nossonser 3akasuuky co3faBaTb BUpPTyallbHble CepBepbl C OnepaLyOHHbIMM
cuctemamm Windows server Datacenter u Linux, nameHsaTb UX KOHUrypaumio 1 ynpaensTe ceTeBbIMU HacTponkamu. Konnyectso

nonb3oBaTenen He onna4YMBaeTcs AONOMHUTENBHO.

Linux VDC. MNnatdopma Linux VDC nossonseT 3aka3ynKy cosgaBaTb BUPTYyanbHble CepBepbl C OnepaLnoHHbIMy cuctemamu Linux
(Mnn gpyrumn onepaumoHHbiMM cuctemamm He-Windows), M3MeHSATb UX KoHdUrypauumio, ynpaenaTb CETEBbIMU HACTPOMKaMu.
CosgaHue BupTyanbHbIX cepepoB nog ynpaeneHmem OC Windows, Linux B BUpTyanbHOM LieHTpe 06paboTkun AaHHbIX ABnsieTcs

HE3aKOHHbIM.

Pecypcbl BupTyanbHbix npoueccopoB (VCPU). 3aka3unk MoxeT Bblaenatb pecypcbl VCPU co3gaBaemMbiM UM BUPTYanbHbIM

cepBepaM. MakcvmarnbHoe KONMYecTBO AOCTYMHbIX BUPTyarbHbIX CEPBEPOB PABHO KONMYECTBY BUPTYyarbHbIX NPOLECCOPOB.

Pecypcbl maccuBa gaHHbix SSD SAN. 3akasuuky BbigensoTcs obLme pecypcbl MaccuBa AaHHbIXx SSD SAN, koTopble MOryT ObITb
pacnpefeneHbl MexXay CO3AaHHbIMU BUPTyanbHbIMM cepBepamMu. B 3aBucumocTu oT npuobpeTeHHON emkocTu Tpebyetcs
[OMOMHNTENbHAs eMKOCTb NSl Pe3epBHOTO KOMMpOBaHUS [aHHblX. Ecnu paHHas, u3bbiTouHas eMKOCTb u3pacxofoBaHa

3akasumkoM, TO pe3epBHOE KonvpoBaHue Gorblue He NPOM3BOANTCS.

PeCprbI npon3BoaAUTENbHOCTU IOPS! sBnsiotcs obWwyMn Ans BCEro MaccmBa AaHHbIX, 1 pacnpeneneHme npon3BoanTENbHOCTAU
MaccuBa OaHHbIX MeXay BUpPTyanbHbIMU cepBepamMu ABNAETCA cBoboaHbIM U HeorpaHn4YeHHbIM. PeCprbI npounssoauUTENbHOCTU

MaccuBa gaHHbix SSD SAN anst BUpTyanbHoro LeHTpa 06paboTkv AaHHbIX 3akasynka He rapaHTUpYTCS.

BblaeneHHble pecypcbl MHTEpPHET-KaHana. BelgeneHHbIn MHTepHeT-kaHan - 370 obLWii kKaHan B BUPTYanbHOM LEHTPE 06paGoTku
fAaHHbIX 3akasyuka, KOTOpbIi pacnpepensieTcs Mexay BUPTyanbHbIMU CepBepamu, CO3daHHbIMM 3aka3yukoMm Mo Mepe

HeobxoaumMocTu.

MakcrmanbHble 3Ha4eHVss BUPTyanbHbIX CepBepoB. PekoMeHayeMbili MakCuMarnbHbIi pasMep BUPTyarnbHON MalluHbl - 128 MoanT
onepaTuMBHOW namsTh, 16 BUpPTyanbHbIX NpoueccopoB u 2 T6anT gnckoBoro npoctpaHcTea. lNpeBbieHne XoTs 6bl OAHOro M3
pekoMeHayeMbIX MaKCUMasibHbIX NapaMeTpoB MOXET NPUBECTU K NepebosiM B 06CTyXMBaHUN, KOTOPLIE HE paccMaTpMBAIOTCA Kak

HEBbLINOMHEHWE NapamMeTpoB kayecTBa obcnyxuBaHus (SLA).

PesepeHble konuu laas?:

Pe3epBHoe konupoBaHue AaHHbIX. Pe3epBHbIe KON BUPTYyanbHOro cepeepa co3aarTcs C NepuoanYHOCTBIO, YKa3aHHoM B 3akase
Ha obcnyxunBaHve, XpaHUTCS COOTBETCTBYIOLLIEE KONMMYECTBO Konuin. Ecnn 3akasyumk ncuepnan BO3MOXHOCTU, Heobxoaumble Ans
BbIMOMHEHNS PEe3ePBHOIO KOMMPOBaHWA AaHHbIX, KONMpoBaHWe npekpallaeTtcs, u Baltneta He HeceT oTBeTCTBEHHOCTU 3a hakT
HENCMNONHeHWs.

BocctaHoBneHne AaHHbIX U3 pe3epBHbIX KOMUA. Ycnyra BknioyaeT 1 BOCCTaHOBMEHVWE M3 pe3epBHOM konuu 1 pas B rof.
[ononHutenbHble paboTbl ONNaYnBaoTCA B COOTBETCTBUM C paCLieHKaMn Ha OMNOMHUTENbHbIE PaboTbl, yKa3aHHbIMU B HACTOSLLIEM

[orosope. Mo oueHkam, 04HO BOCCTAHOBIIEHWE 13 PE3EPBHOMN KoMnuy 3aHuMaeT 1 yac.

1 .
MpousBoauTensHOCcTb MaccuBa usmepsietcs B IOPS - napameTpe, XapakrtepuayLiemM KOnm4yecTBo onepaunm YTeHNsa 1 3annucu B CeKyHAy.
2 Pe3epBHble konuu npeacTaBnstoT cO60M MOMEHTanbHble CHUMKW BUPTYarnbHbIX CEPBEPOB AN BOCCTAHOBMIEHUSI AaHHbIX MOCIe CUCTEMHOrO cO0st UNu NOBPEXAEHUS

[aHHbIX.
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3.3

3.4

3.5

3.29

3.2.10
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Bpems BocctaHoBrneHus gaHHbix (RTO)3. CKOpoCTb BOCCTAHOBIIEHUS! AAHHbLIX M3 PE3EPBHbIX KOMWIA 3aBUCUT OT TUMNa AaHHbIX
3akasuuka, konuyecTsa v pasmepa annoB. CpefHssi CKOPOCTb BOCCTAHOBIIEHUS MPY BOCCTAHOBIEHWW BUPTYarnbHOMO cepeepa
coctasnseT 100 B/yac.

BupTtyanbHbii maplipyTudatop NSX-T Edge. BupTyanbHbiii MapLupyTM3aTop, BbINONHALWMIA 6a30Bble 3a4ayn MapLipyTuaumm u
BMPTYanbHOrO MEXCETEBOrO 3kpaHa (bpaHamayapalfirewall), obnagatowmin cyHkumen IPsec, nossonswowen 06beauHUTL
6e3onacHol CBA3bI0 pasnuyHble NogpasfaeneHns U HaxoaswWwmincs Ha pecypcax Baltneta BupTyanbHbIf LeHTp 06paboTkv AaHHbIX.
Ycnyra 3akasbiBaeTcsi AoNonHuUTeNnsHo. B Tom cnyyae, ecnv He Gbino 3akasaHo agMUMHWUCTpYpoBaHWe nnatdopmel laaS VDC,
3akasymk camMoCTOATENbHO BbINOMHSAET ycTaHoBKY HacTpoek NSX-T Edge u nsmeHeHne Hactpoek. MakcumarnbHasi nponyckHas

cnoco6HocTb IPsec VPN NSX-T Edge coctasnsiet 100 Mbps, konmyecTBo nogceTelt He Gonee Tpex.

AomuHucTpupoBaHue nnatgopmbl laaS VDC:

CoeguHerusa ¢ VDC. Tlocne odopmneHns 3akasa Ha okasaHwe Ycnyr AaHHble Ans Bxoda B CUCTEMY OTMPaBNSAlOTCS Ha
3MEKTPOHHBIN ALLMK YNOSIHOMOYEHHOIo NpeAcTaBuTens 3akasuunka no ykasaHHbIM UM KOHTaKTHbIM JaHHbIM.

Mpy agMuHUCTPUpPOBaHUM 3akas3umkom. 3akasuuky npenocTaBnsieTcs Bxop Ha BebG-noptan Cloud Director, roe 3akasuuk
CaMOCTOATENbHO BLINOSHAET 3a4a4u No CO3AaHNI0/OCTaHOBKe/yAaneHnio BUPTyarnbHbIX CEPBEPOB, U3MEHEHWIO CETEBbIX HACTPOEK,
M3MEHEHMIO KONMMYecTBa MNPOLECCOPOB BUpTyanbHoro cepBepa (VCPU), mameHeHuio obbema onepatuBHon namatv (RAM),
YBENUYEHNIO UCKOBOrO NPOCTPaHCTBA, Ha3Ha4YeHM0 HOBOroO Aucka ANs BUPTyanbHOW MaluvHbl 1 T.4. KoHcynbTaumm n NnomoLLb
cneunanuctoB komnaHun Baltneta He dABnaloTcs 4vacTblo Ycnyrv M ONnayvMBaroTcd B COOTBETCTBMM C Tapudamu Ha
[ononHutenbHble paboTbl, YCTAaHOBMNEHHbIMK B HacTosiem [loroBope. 3akasymk HeceT MOJIHyl0 OTBETCTBEHHOCTb 3a CBOM
nencTems, coeplueHHble Yepes Beb-noptan Cloud Director.

Mpv agMUHUCTPUPOBaHNM KoMMNaHuen Baltneta. B aTom cnyvae 3akasunk pernctpupyet Tpebyemble nameHeHus napametpos VDC
yepes LleHTp TexHunueckoro obcnyxuBaHus, a paboTbl BbIMOMHSAIOTCS CUCTEMHBIMW agMUHUCTpaTopamu Baltneta. CuctemHble
agMuHucTpaTopbl Baltneta BbimonmHsAT 3agaun no co3gaHuio Mo LabroHy/ocTaHOBKe/yAaneHuio BUPTyarnbHbIX CEepBEpPOB,
M3MEHSII0T KOMMYECTBO NPOLIECCOPOB BUpTyanbHoro cepeepa (VCPU) nnu onepatusHon namatu (RAM), npenoctaBnsioT rpadmku
ncnonb3oBaHus pecypcoB (VCPU, RAM, auckoBoro mpocTpaHcTBa, ceTu) Mo 3anpocy 3akasyvka. BbinonHseT pacwwmpeHve
OVCKOBOrO MPOCTPAaHCTBa BUPTYarnbHOroO CepBepa, NepeHasHaveHne AUCKOB BUPTyarnbHbIX MaliuvH, cosganve npasun Affinity,
M3MeHeHNe ceTeBbIX HAaCTPOEK, NepemeLLeHne BUPTyarbHbIX MalluH B APYror BUpTyasbHbIA LeHTp 06paboTku AaHHbIx (VDC) nnun
apyron VApp, a Takke HasHadeHue BHelwHero guckoBoro maccvmea (NAS) ons BupTyanbHOM MallMHbl OT MMeHM 3akasuyuka.
YMeHblUeHe [AMCKOBOro MPOCTPaHCTBA, BbIAENEHHOro BUPTyanbHOMY CepBepy, Mpou3BOAWTCS MO OTAenbHoMy [lorosopy B
COOTBETCTBWM C pacLieHkamu Ha [lononHuTenbHble paboTbl 1 TpebyeT OCTaHOBKY cepBepa W NMOMHOro NepeHoca CUCTEMbI U AaHHbIX.
Mocne 3akasa ycnmyrm NSX-T Edge agmuHucTpaTopbl cucTem Baltneta BbINOMHAOT nepBuudHyto KoHdurypauuio Edge —
yCTaHaBnmBaeT BHellHui |P agpec, koHdurypupytoT Site B Site VPN CO CTOPOHbI BUPTYanbHOro LieHTpa 06paboTkn AaHHbIX,
onucbiBatoT noacetn LAN, npasuna NAT v BUPTyanbHOro MexceTeBoro akpaHa (bpaHamayapal/firewall). Mo npocbbe 3akasuuka

BbIMONHAKT N3MEHEHNA YCTAaHOBOK BUPTYaribHOro MapLupyTmsatopa.

OOCTYMNHOCTb APEHAbI PECYPCOB IAAS

3.3.1

3.3.2

3.3.3
3.3.4

O6Lwas focTynHOCTb apeHabl pecypcoB laaS BkoyaeT B cebs MHPaACTPYKTYpy (CepBepbl, MacCuBbl AaHHbIX) 1 onepauum LeHTpa
06paboTkn AaHHbIX, Heobxoammble Ans pabotbl BUpTyansHoro LIO[, a Takke nokanbHOE U MeXayHapoaHOe MOAKMHYEHME K
WHTepHeTy.

[ocTtynHocTb nokanbHoro IHTepHeT-coeauHeHns onpeaensieTcs nytem oTnpaBkv komaHapl ping Ha cnepytowme IP-agpeca delfi.lt,
plius.lt, skelbiu.lt. Ecnn Bce apgpeca He oTBevyaloT, TO UKCUPYETCA IoKanbHas HEAOCTYMHOCTb CBA3W. [OCTYynHOCTb
MeXAyHapOAHbIX COeAUHEHWI onpeaenseTcs nyTem OTNpaBkvM KOMaHAbl ping Ha crepyowme agpeca: bbc.co.uk, yahoo.com,
google.com.

O6Lwas f4OCTYMNHOCTbL OnpeaenseTcs AOCTYNHOCTbLIO TOM YacTh MHADPACTPYKTYPLI, KOTOPast UMEET HaUMEHBLLYIO [OCTYMHOCTb.

MecsayHas foCTynHOCTL aperabl pecypcos laaS coctaenseT 99,95%.

HAOEXXHOCTb APEH[bI PECYPCOB IAAS (RELIABILITY)

3.4.1 MakcumarnbHoe konmyectso oTkasos LIO[ Tier 3 B mecsiy, coctaBnsieT He 6onee 1 pasa.
OPYIVE YCNOBUA
3.5.1 Tlepepaya AaHHbIX 3aka3yuky nocrne NpUOCTaHOBKM obCnyxvBaHMS. [aHHble NpegocTaBnalTca 3akasyuKy Mo ero 3anpocy B

dopmaTte vmdk-hanna BupTyansHoro cepaepa. [ina atoro 3aka3uvk AOMmMKeH yka3aTb HOCUTENb, Ha KOTOPOM ByaAyT nepefaBaTbCs

naHHble. 3Tn pa60TbI onnaymearTCsd B COOTBETCTBUUM C pacleHKkamMun Ha OOononHUTeNbHbIe pa60TbI, YCTaHOBIEHHbIMW B HACTOALLEM

3 Bpems BoccTaHoBneHust aanHbix (Recovery Time Objective unm RTO) - nepuog BpeMeHW, B TeHEHUE KOTOPOro OXKMAAeTCs BOCCTAHOBEHWEe paboTocrnocobHOCTH 1
[aHHbIX CUCTEMBI, MpoLecca Unu oyHKLMK NoCne WHUMAEHTa.
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[orosope.
3.5.2  YpaneHvie AaHHbIX MOCIe OCTAHOBKM CIy»6bl. BupTyarnbHble cepBepbl C AaHHbIMY yOAnsoTCs B TeUeHUe 2 paboymnx gHen. [JaHHble
yOansioTCs U3 pe3epBHbIX Konui 6e3 BO3MOXHOCTM BOCCTAHOBIEHNS B TEYEHNE 7 KaneHAapHbIX AHEN NNy paHblue no TpeboBaHmnio

3akasuuka.

3.5.3 lepenaya UCNonb3oBaHWs cepBuca TPETbUM NvLaM. 3aka3ymk MOXET NPeaoCcTaBnaTb AOCTYN K UCMONb30BaHWIO YCNyr TpeTbUM
nvuam (nporpamMmMucTamM, UHTerpaTopam u T.4.), ogHako Baltneta He HeceT 0TBETCTBEHHOCTM 3a yLep6, NPUYNHEHHBI 3aka3uuky
3aTumm nuuamu. Baltneta Takke He npegocTaBnseT MHGOPMALIMIO O CEPBUCE U HE PETUCTPUPYET 3anpockl, NOMyYeHHbIE OT TPETbUX
nuy. 3akas3yvk npuHMMaeT Ha cebs OTBETCTBEHHOCTb 3a nepefady WCMonb30BaHUSi YCTAHOBIIEHHOrO WM NPOrpaMMHOro

obecneyeHust TPETbUM NKLAM.
3.6 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

3.6.1 B cnyuae, korga Ycnyra aaMMHACTPUpYeTCst 3aKasymkom

NMPEOMNOJNIATAEMOE
CTAHOAPTHbBIE PABOTbI / 3BAMEHA BPEMA BbINOJNIHEHUA NMPUMEYAHUE
PABOT
YMeHbLUeHne Bo3MoxHo, ecnu B VDC nmeeTcs guckosoe
YeenuuernelymeHbLueHe AnCKOBOTO 15 MUH NPOCTPaHCTBO, He BblAENeHHOe BUPTYarbHbIM MallnHam

npocTpaHcTBa B nyre (pool) pecypcoB (cBobogHoe). MiameHeHne obbema pecypcoB MHULUMPYET
HOBBbIV 3akas.

YMeHbLUeHne Bo3MoXxHo, ecrnin B VDC nmeetcs

15 MUH. onepaTtnBHasa NamsTb, He BblAeneHHasa BUpTyanbHbIM
namsaTtu B nyne (pool) pecypcos MalunHam (cBobogHoe). MameHeHne obbema pecypcos
VHULMUPYET HOoBbIN 3akas.

YBenuueHne/ymeHblueHne obbema onepaTuBHOMN

YBenuueHne/ymeHblueHne KonuyecTea YMeHbLUeHne Bo3MoxHo, ecnu B VDC nmetotcs
BUPTYanbHbIX npolieccopos (VCPU) B nyne  (pool) 15 MUH. HepacnpeaeneHHble (CBOGOAHbIE) BUPTYarbHbIe
npotieccopsl. ViameHeHre ob6bema pecypcoB MHULMMpyeT

pecypcos HOBbI 3akas.
3meHeHne napons OCHOBHOTO Mosib3oBaTens 15 MUH. -
MpepocTaBneHne rpadpMKoB MOHUTOPUHIA CUCTEMBI 60

MUH. -
(vCPU / RAM / uckm / Network)
[ob6aeneHve mecTa Ans aucka, NpefHasHayeHHoro 15 M YBenuyeHne o6bema pecypcoB MHULMUPYET HOBbIN
Ons BHewwHero maccva amckos (NAS) 3akas.

3.6.2 B cnyuvae, korga Ycnyra agMuHmucTpupyetcsi Baltneta

NPEONONAITAEMOE
CTAHOAPTHbIE PABOTbI / 3SAMEHA BPEMSA BbINONHEHUA NMPUMEYAHUE
PABOT
MameHeHusa B NSX edge / Firewall / NAT / DHCP,
BHeceHvie nameHeHus B koHurypauumio cetu 30 MUH.

noGaeneHve OOMNOMHUTENbHO CeTH

YBenu4yeHue Bo3amMoxHo, ecnv B VDC nmeeTcs
HepacnpegeneHHoe (cBoboaHoe) AuCkoBoe
NPOCTPaHCTBO ANSA BUPTYarbHbIX MaLUWH.

15 MUH. YBenuyeHue ocyLLecTBNSEeTCS Ha nnatdopme
BMpTyanusaumu. MNMpn Heo6XoANUMOCTN BHECEHUS
N3MEHEHUI B ONEePaLVOHHYI0 CUCTEMY BUPTYarbHOWM
MaLUVHbI 3TU paboTbl obnaratoTcs Tapudamm Ha

YBenuyeHve [MCKOBOIO npocTpaHcTBa
BUPTYarbHON MalUvHbI

YMeHbLUeHne Bo3MoXxHo, ecnv B VDC nmeeTcs AMckoBoe
YBenuyeHne/ymeHbLUEHNE [NCKOBOrO 15 M NPOCTPaHCTBO, He BblAENEHHOe BUPTYasribHbIM MallvHam
npocTpaHcTea B nyne (pool) pecypcos ' (cBobogHoe). Vi3ameHeHre obbema pecypcoB UHULMMPYET
HOBbIN 3akas.

YMeHbLUeHne Bo3MoXxHo, ecrnin B VDC nmeetcs
YBenuyeHne/ymeHblleHne obbema onepaTvBHOMN 15 onepaTuBHas NamMsTb, He BblAeNeHHas BUPTyanbHbIM
namsaTtu B nyne (pool) pecypcos ' MalunHam (cBobopHoe). MameHeHne ob6bema pecypcoB
MHULMUPYET HOBbIN 3akas.

yBeﬂl/l‘-ieHI/Ie/yMeHleJeHVIe OﬂepaTI/IBHOIZ namaTu

(RAM)/VCPU BupTyanbHON MaLUuHbI 15 MK, )
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YMeHbLUeHre Bo3MoXxHo, ecnn B VDC nmerotcsa
YBenuyeHvne/ymeHbLUEHVE KonuyecTea
BUPTYyanbHble NPOLECCOopbl, HE 3aKpeneHHbIe 3a
BMpTYyanbHbIX npoueccopos (VCPU) B nyne (pool) 15 MUH.
eoVDCoB BUPTYyanbHbIMU MaluHamu (cBoboaHble). ismeHeHve

pecyp obbema pecypcoB MHULMUPYET HOBbI 3akas.
ameHeHre naponsi OCHOBHOrO rorib3oBaTens 15 MUH. -
MpenocTtaBneHne rpacmkoB MOHUTOPUHTA CUCTEMBI 60 M
(vCPU / RAM / Ownckn / Network) '
MepemelleHre BUPTyanbHbIX MaLlWH B Apyrow VApp 30 MuH. -
[obaBneHue mecTa ansa gvcka, npegHasHayeHHoro 15 YBenuyeHne obbema pecypcoB UHULIMUPYET HOBbIV
Ans BHewwHero maccusa guckos (NAS) ' 3akas.
[obaBneHne HOBOro Aucka K BUPTyarnbHON MallviHe 15 MUH. -
Cosganne npasun Affinity gns pasmeweHuns 15
BMPTYyarnbHON MalUVHbl HA Pa3HbIX UM OAHOM U TOM MAH. )
CospaHue [OMOMHUTENBHOMO BMPTYyarnbHOro 30 M MoaroToBka BUPTYyansLHOro cepBepa oT wabnoHa o I1P-
cepsepa ' MOOKITIOYEHUS
OcraHoBkalyaaneHue CyLLEeCTBYOLLErO 15 M
BMPTYyarnbHOro cepeepa '
N3meHeHune koHdurypauuii NAT 15 MUH. B Tom cnyyae, ecnu 3akasaHa ycnyra NSX-T Edge
M3meHeHne npaBun BUPTYarnbHOrO MEXCETEeBOro

P PTy 15 MUH. B Tom cnyyae, ecnu 3akasaHa ycnyra NSX-T Edge
akpaHa (ACL)
M3ameHeHne yctaHoBok noaceter LAN 15 MUH. B Tom cnyvae, ecnu 3akasaHa ycnyra NSX-T Edge

4 BUPTYAIbHbIY BbIAENEHHbLIV CEPBEP

4.1 OMNPEOENEHME YCNYTY BUPTYAINbHOIO BbIAENTIEHHOIO CEPBEPA

Ycnyra npegocTaBneHus BUPTyanbHOro BblAEMNEeHHOro cepBepa COCTOUT M3 BUPTyanbHOrO cepBepa C BHelWwHuM IP-agpecom, onepawlyoHHON

cucTeMbl Linux, 3ape3epBUpOBaHHbIX PECYPCOB (BUPTyarbHbIX MPOLECCOPOB, ONepaTUBHON NaMsiTv, AUCKOBOrO NPOCTPAHCTBA) Y MOOKIOUYEHUs K

LLIMPOKOMONOCHOW ceTu VIHTepHeT.

4.2 OBBEM YCNYr

421
4.2.2

4.2.3

4.2.4

4.2.5

4.2.6

Mnatcopma VDS. Cepsuc VDS ncnonbayet nnatcgpopmy BupTyanmsauum Linux Containers (LXC).
Pe3epBHoe konvpoBaHue VDS. PesepBHOe KonMpoBaHWe BUPTYyanbHOMO cepBepa BbINonHsieTcst pa3 B Heaento. OHu MoryT GbiTb
MCcnonb3oBaHbl TONBKO B Cryyae annapaTtHoro c6os. 3aka3uuk 4OMKEH Cam Co3aaBaTh pe3epBHbIe KOMUU CBOMX AaHHbIX UM MOXET

noanMcaTbCs Ha AOMOMHUTENBHYIO YCNyry pe3epBHOro KOnMpoBaHUs.

OnepaumnoHHas cuctema VDS. YcTaHaBnmBaemas onepaumoHHas cuctema - 3To nocneaHss ctabunesHas (Stable) Bepcus debian
gnu/linux.

MaHenb ynpaeneHns. KoOMMep4eckuin UHCTPYMEHT A5 XOCTUHIa CaluToB 1 yrnpasneHus Ycrnyramu anekTpoHHom noytsl Directadmin
(http://www.directadmin.com/) - asBnsieTcs 4OMNOMHUTENBHO 3aka3biBaeMow Ycnyroi. MaHenb ynpaeneHus TpebyeTt onpeaeneHHoro
obbema onepaTVBHOM NamsAT Ansi cTabunbHoM paboThbl M NO3TOMY MOXET ObITb pa3BepHyTa Ha cepBepax ¢ 06 beMoM onepaT1BHON
namaTu He MeHee 2 [GaiT. MaHenb ynpaBrneHWs u onepaunoHHasi cuctema Ha cepBepe 3aHumatoT okono 1 6anT amckoBoro
npocTpaHcTaa.

YcTaHoBka 1 obcnyxmBaHue onepaumoHHon cuctembl VDS. MepBoHavanbHas yctaHoBka onepaunoHHon cuctembl (OC) (Preinstall)
BbINONHSAETCA kKoMnaHuen Baltneta, a 3akasuuky npegocraesnsetca SSH-coeauHeHune ¢ BUpTyanbHbIM cepBepoM. Nocneaytolias
HacTpoWika, nepeycTtaHoBKa, CMeHa Bepcuil, OBHOBNeHMe 1 yCTpaHeHne ys3BMMOCTeN B cucteme 6e30nacHOCTM BUPTyarnbHOro
cepBepa Bo3naraetcs Ha 3aka3yuka, ecrniv OH He 3akasan fomnosiHUTenbHoe obCnyXxvBaHne cepsepa.

YcTaHoBKa U moaudmkaumsa nporpammHoro obecnevenuns VDS. OTBETCTBEHHOCTb 3@ YCTAHOBKY M MOAUMMKALIMIO MPOrpamMMHOro
obecneyeHuns HeceT 3akasyuk. Ecnu 3akasbiBaeTcsa Ycnyra no obcnyxvBaHuio cepeepa, TO yCTaHOBKa U USMEHeHWe NporpamMmmHOro

obecneyeHus nponssoanTcs komnaHuen Baltneta.

4.3 3AMPOCHI NO CTAHOAPTHOW YCIYTE (RFC STANDARD)
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NPEONONIATAEMOE BPEM#A

CTAHOAPTHbIE PABOTbI / 3SAMEHA NMPUMEYAHUE

BbIMONIHEHUA PABOT

M3ameHeHne o6bema pecypcos,

YBenuyeHue/ymeHbLLeHne [OVCKOBOro .
30 MyH. npegHasHaveHHbIX VDS nHMUMnpyeT HOBBI
npocTtpaHcTBa VDS
3akas.
. M3meHeHne obbema pecypcos,
YBenuyeHune/ymeHblleHne obbema onepaTuBHOWN .
30 MuH. npegHasHaveHHbIX VDS nHMUMnpyeT HOBBbIN
namsat 8 VDS
3akas.
M3meHeHne obbema pecypcos,
YBenuyeHue/ymeHbLLIeHne KonuyecTea .
30 MUH. npegHasHayeHHbIX VDS nHMUnmMpyeT HOBbI
BUPTyanbHbIX Npoueccopos (VCPU) B VDS
3akas.
N3MeHNTb faHHble AN NOAKMNI0YEeHUs K cucTeme 30 MUH. -

5

51

52

53

5.4

55

5.6

5.7

5.8

5.9

5.10

5.11

MUCMONb30BAHMUE NULEH3UA HA MPOrPAMMHOE OBECINEYEHUE MICROSOFT

JImuensun Microsoft npegocTaBnalTCA ANA UCKMIOYMTENBHOMO MCMONb30BaHMst 3akasyvkoM B TeYeHWe BCero cpoka npeaocTaBrieHus
Yenyru ¢ ncnone3oaHvem Windows vDC. OHu He MOryT 6bITb MCMOMb30BaHbI AN NpeAocTaBneHns Yenyr TpeTbM NnLam unm nepegaHsbl
B cybapeHay TpeTbuM muuam. 3akas3ymk HeceT OTBETCTBEHHOCTb 3a MNioboe HenpaBoOMepHOe WCMonb3oBaHve JIMueH3nid 1 JOoMmKeH

npyHMMaTh BCe Mepbl Ans obecneyeHus 6esonacHocTy JIMLeH3wiA.

3aka3unKk HeceT OTBETCTBEHHOCTb 3a NMPaBOMEPHOCTb MCMOMb30BaHUS UM NWLEH3N 6e3 HapyLUeHNs OorpaHNYeHnin, HaKnaabiBaembIX Ha

nuueHsmn Microsoft, n gomkeH ucnonb3oBaTb UX B COOTBETCTBUM C YCMOBUSIMW MCMOSb30BaHUA NULEH3WIA Ha npoaykTel Microsoft,

n3noxeHHbiMn B lMNpaBax ucnonb3oBaHus npoayktoB Microsoft (PUR - Product Use Rights) (http://www.microsoft.com/licensing/about-

licensing/product-licensing.aspx ).

Wcnonb3osaHue nuueHanin Windows Server, npuHagnexatumx 3akasyvky, B BupTyaneHom LIO[de He ponyckaeTcs. JinueHamm Windows vDC

- 9TO €AMHCTBEHHbIN 3aKOHHbIN CNOCO6 MCMONb30BaHMs NporpammHoro obecneyeHns Windows Server B BUpPTyanbHOM LieHTpe 06paboTku

OaHHbIX.

Ecnn nuuensun 3akasumka Ha nporpammHoe obecneuveHne MICROSOFT SQL, MICROSOFT EXCHANGE SERVER, MICROSOFT

SHAREPOINT SERVER, MICROSOFT SYSTEM CENTER, MICROSOFT DYNAMICS CRM, npvobpeTeHHble B pamkax NporpaMmbl

Microsoft Volume Licensing Program, nokpbiTel ctpaxoskoi Microsoft Software Assurance (SA), 3aka3ymk MOXeT NepeHecT 3TN NNLEH3UU

Ha apeHgyembin VDC.

MporpammHoe  obecneveHne  Licence  Mobility, wucnonb3yemoe ans  nepegayu  NUUEH3WIW,  OOCTYNHO  Ha  caulte

http://www.microsoft.com/licensing/software-assurance/license-mobility.aspx.

Bmecte ¢ Windows VDC 3aka3uvk MoxeT apengoBaTb nporpammHoe obecneyeHune Microsoft (Microsoft SQL, Microsoft Exchange Server,

Microsoft SharePoint Server, Microsoft Dynamics CRM u T.4.) no nporpamme Microsoft SPLA.

ApeHaoBaHHOE nporpaMMHoe obecrneyeHne He MoXeT BblTb UCnonb3oBaHo Ans obopyaoBaHusi, He npuHaanexawero Windows VDC wnun

komnaHuu Baltneta, ckonupoBaHo, caaHo B apeHay Unv nepeAaHo TPeTbWM NULaM MHbIM CnocoboMm.

LleHbl Ha apeHay NULEH3U NnepecMaTpuBaloTCa U MOryT ObiTb U3MEHEHbLI B COOTBETCTBUM C Nporpammoint apeHabl Microsoft SPLA oauvH pas

B rog, B siHBape. HoBble LieHbl Ha apeHay NUUEH3uUi BCTynatoT B cuny ¢ 1 ssHBapsi.

MOZENN NWUEH3MPOBAHNA APEHOOBAHHOIO NPOrPAMMHOIO OBECMEYEHNA

5.9.1 JlnueHsnoHHas apeHga nporpammHoro obecneveHuns Microsoft umeeT Tpu Moaenu NULEH3MPOBAHUS: MULIEH3US Ha MpOLLeccop,
TNMLEH3MsI Ha SiAPO NpoLeccopa Unv NULEH3Ns! Ha NoNb3oBaTens (HEKOTOpble NPOAYKTLI MOTYT NULEH3UPOBATLCS MO HECKONbKUM

Moaensm):

Monb3oBaTtenbckasn nuueHsus (Subscriber Access Licence nnu SAL) - npenocTaBnsieTcs kKaXaomy yHUKanbHOMY MoSb3oBaTesio

UMW YCTPOIICTBY, KOTOPOMY PaspeLLeHo KCromnb3oBaTh NporpaMmHoe oGecrnedeHme.

NnueHsunst Ha npoueccop (Per Processor Licence) - npefocTaBnsieTcsi Ha kKaxabii hrU3nyeckuii NpoLeccop cepeepa, No3Bonsisi

1cnonb3oBaTh NPOrpaMMHOE obecneyeHne HeorpaHUYeHHOMY YKCTy Nonb3oBaTenei.

NnueHsunst Ha sgpo npoueccopa (Per Core Licence) - ocHoBaHa Ha konu4yecTBe sigep Kaxaoro uanyeckoro npoueccopa unv
Konu4yecTBe BUPTyanbHbIXx npoueccopoB (VCPU), BblOeneHHbIX BUPTyanbHOMY CepBepy, 4TO MO3BOSSIET UCMONb30BaTh
nporpaMmHoe obecneyeHme HeorpaHUYEHHOMY YIUCTY MoMb3oBaTeENeN.

Ecnu ncnonb3ayeTcsi 6onbliuee KONMUMYECTBO NMLEH3NI, YeM 3aKka3aHo, 9TO CHUUTAETCS HAapyLUEHWEM YCIIOBUI UCMONb30BaHUS NMPOrpaMMHOro

obecneyeHus, 1 3aka3umk HeceT NOHY OTBETCTBEHHOCTb 3@ CBOW AeNCTBUS.

OTBETCTBEHHOCTb 3A HENETAJIbHOE NPOIr’PAMMHOE OBECIMEYEHWE, MCMNOJNb3YEMOE HE MO YCNOBUAM JOITOBOPA
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Wcnone3ays pecypcbl Windows vDC unu apengys nporpammHoe obecnedenve Microsoft, 3akasumk cornawaerca cobnoaate Bce
npaeuna nULEH3MPoBaHUS, U3NOXeHHble B HacTosweM [loroBope. 3aka3unk Takke noHMmaeT, 4to Baltneta o6s3aHa okasbiBaTh
copevictBme Microsoft B paccnegoBaHuu criyyaeB MCMONb30BaHWSI HemneranbHOro nporpamMmmHoro obecnedexus. Mo 3anpocy
Microsoft komnaHus Baltneta gomkHa npegocTtaBuTb MHOPMaLMIO O KONMYECTBE BUPTYarbHbIX CEpBEPOB C ycTaHoBneHHon OC

Windows 1 nporpammHbiM obecneyeHnem Microsoft.

Ecnn obHapyxuBaeTca MCNonb3oBaHWe HerneranbHOro nporpammHoro obecneveHus, 3akasuvk MHboOpmupyeTcs 06 3ToMm B
nucbmeHHoM Buge. Ecnu B TeyeHne 30 gHelt nocne nonyyYyeHusi NUCbMEHHOMO yBeAOMIIeHNs 3akasunk He UCMPaBUT He3aKOHHOe
ncnonb3oBaHue nNporpamMHoro obecneveHust (NyTemM 3akasa HeAOCTAOLLMX NIMLEH3WI MU HeJOCTaloLWero KonnyecTsa NULEeH3ni
C MOMEHTa WX YCTaHOBKW), NpegocTaBneHne Ycnyr 6yaer npuocTaHoOBEHO, a 06 MCMNOoNb3oBaHUM HE3AaKOHHOTO MPOrpamMmMHOro

obecneyeHuns 6y/:|,eT coobLLeHo B npaBoOXpaHUTESbHbIE OpraHbl.

6 XOCTUHI CAUTOB

6.1 ONPELENEHWVE YCNYTU XOCTUHIA CAUTOB

Ycnyra xocTuHra Be6-cantoB BknoyaeT B cebs MecTo Ans pa3MeLleHns Beb-canTta 1 aneKTPOHHOW NoYTbl, 4OCTYNHOE Yepe3 VIHTepHeT-coeAnHeHne.

6.2 OBBEM YCNYT

6.2.1

6.2.2

6.2.3

6.2.4

6.2.5

6.2.6

TexHn4ecknin Haas3op WM MOHWUTOpWHE. Baltneta HeceT OTBETCTBEHHOCTb 3a 3KCMnyaTaumio, MOHWUTOPUHI W yCTpaHeHue
HeucrnpaBHOCTEN annapaTHOro M NPOrpamMmMHOro obecneyeHns, Ha KoTopom 6asnpyeTcs cainT. YCTaHOBMEHHAs Ha cepBepe cucTeMa
MOHUTOPUHIA B pexume 24x7 oTcrnexusaeT paboTy cepBUCOB Ha cepBepax W npedynpexaaeT 06 OTKIOHEHWSX OT 3aAaHHbIX
napameTpoB. Baltneta ycranaBnuBaeT obHoBneHusi 6e3onacHOCTV CepBepHOro nporpammHoro obecneveHusi. Baltneta He
ycTpaHsieT nepebon B paboTe aneKTPOHHOW NOYThI, Bbi3BaHHbIE pabOTO NOYTOBLIX MPUOXKEHWI HA MOBUIBbHBIX YCTPOMCTBAX Unn

KOMnbloTEpPax.

Pe3epBHble konuu. PeaepBHOE konvpoBaHWe NPOV3BOAUTCS pa3 B CyTKU B OTAEMNbHOE XPaHUIMLLE AaHHbIX, FAe XpaHUTCs 7 KOMUIA.
BoccTaHoBneHWe U3 pe3epBHbIX KOMUWIA OMfayvMBaeTcss B COOTBETCTBMM C Tapudamum Ha [OMONHWTErbHble  paboThl,
yCTaHOBSEHHbIMU B HacTosiwem [orosope. pu BOCCTaHOBNEHUM W3 KOMWIA PasHblX AHEW BOCCTAHOBIIEHWE KaXKOOW Komnuu

YYUTbIBAETCA Kak AONOJTHUTENbHOE BOCCTaHOBSIEHUE.

MaHenb ynpasneHus. Mpu aktnBauum Ycnyrn, komnaHus Baltneta cosgaet coeguHeHve ¢ naHenbto ynpasneHus DirectAdmin,
AOCTYnHOW Yepe3 BebG-Opaysep. 3aka3ynk CamMOCTOATENbHO CO34AaeT W ynpasnseT canlTamu, Nofb3oBaTeNbCKMMMU NOYTOBLIMU
Awmkammn, dannamm 1M nonb3oBaTensaMu Ha noptane ynpasneHuns. OTBETCTBEHHOCTb 3a MOHWMaHWe MYHKUMIA Ha naHenu

ynpaBneHusi n Ux NpaBuUibHOE NCNOMb30BaHME NEXUT Ha 3akasunke.

MepeHoc aaHHbLIX OT Apyroro nocraslyuka. MNepegada AaHHbIX caiiTa, 3MEKTPOHHOW MOYThl U T.4. SIBISAETCS AOMOSHUTENBHOM
paboToii, KoTopasi 3aKkasblBaeTcsi M OnnadyvMBaeTcs MO OTAENbHOMY COMMAlEHWI0 B COOTBETCTBMM C pacueHkamu Ha
ZononHuTernbHble paboTel, ykasaHHbIMM B HacTosLem [Jorosope.

logoBas noamnvcka Ha Ycnyry xoctuHra Be6-caintos onnaynBaeTcs 3apaHee 3a COOTBETCTBYHOLLMI Nepuod. YnnadeHHas nnata He
BO3BpaLLAEeTCs B Cryyae nepeHoca Be6-caita K Apyromy nposaiiaepy Unu npekpalleHns Ucrnosnb3osaHus Yenyr no no6oit apyron
NPUYMHE 4O OKOHYAHWS FOA0BOrO Nepuoga NoAnmUcKu.

Mpepenbl napameTpos. MpuBeAeHHbIE HUKE OrpaHNYEHNst Ha NapamMeTpbl XOCTUHIa CaToB NMPUMEHSIOTCS BO u3bexaHune c6oes B

obcnyxuBaHMK, CBSA3aHHbIX C HENPOMOPLIMOHAbHBIM MCMNOMb30BaHNEM PECYpPCOB cepBepa:

NAPAMETP MAKCUMAJIbHOE 3HAYEHUE

Tpadwk B vac 500 MB/4ac.

Tpaduk, reHepupyemblin pobotamm/6otamm He 6onee 20% ot obLuero Tpadvka

KonunyecTtso YteHuin/3anucein/nony4eHni sanucein cTpok gaHHsix MySQL 3 000 000 B 4ac

120 nucem B Yac OT OAHOro OTNpaBUTeENs

KonmyecTtBo oTnpaefieHHbIX nucem
250 nucem/3 yaca oT ogHOro oTnpaBuTens

Inode (orpaHuyeHve Ha pa3mep daiina) 100 000

Mpouecckl PHP o 10 guHamunyecknx PHP-3anpocoB ogHOBpeMEHHO

6.3 3AMPOCHI NO CTAHOAPTHOW YCIYTE (RFC STANDARD)
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CTAHOAPTHbLIE NPEONONATAEMOE BPEMSA
PABOTbI / 3BAMEHA BbIMONIHEHUA PABOT MPUMEHAHNE
Vameneriie Bepoin PHP 30 MuH. ' Ha ,qpy.rom XOCTUHr-CEpBEpPE CO3aaeTCst HOBblI/I nonb3oBaTernb
DirectAdmin. OTBETCTBEHHOCTb 32 MUrpaLMio caiTa HeceT 3akasuyuk.

7 PETMCTPALUA OOMEHOB
7.1 OMNPEQENEHME YCINYTX MO PETMCTPALMM OOMEHOB
Ycnyra peructpaumum JOMeHa 3aknodaeTcsi B perncTpaumm 1 onmcaHum YHUKanbHOro MHTepHeT-uMeHn (aomeHa) Ha DNS-cepeepax Baltneta.

7.2 OBbEM YCNyr
7.2.1 KomnaHnwus Baltneta ocywiectBnseT perucrpauuio JOMEHOB, NEPEHOC AOMEHOB, NPOANEHNe Cpoka AeicTBUS JoMeHoB B PeecTpe.
7.2.2  3a peructpaumio, nepegady n npoaneHme JOMEHOB B3MMAETCH exerogHas nnata.
7.2.3 YnnadveHHasi nnata He BO3BpallaeTcs B cryyae nepejadn AOMeHa ApyroMy nposavfepy unv oTkasa oT JOMeHa A0 UCTeYeHWst
CpoOKa ero AencTeus.
7.3 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

MPEAMNOJTATAEMOE BPEMSA
BbIMNOJNIHEHNA PABOT

CTAHOAPTHbBIE PABOTbI / BAMEHA MPUMEYAHUE

M3ameHeHne cBegeHni o0 BrnagenbLe JOMeHa B

15 MUH. -
peectpe
M3ameHeHue cepBepoB nmeH (NS) Ha/u3 cepeepoB
30 MuH. -
nmeH Baltneta
MpepocTtaeutb ID/RN koa 15 MUH. Ranribie, Heobxopumbie Ans

nepegadn gjomeHa

8 NMPABUIA NPEOOCTABJIEHMA YCNYTI XPAHEHUA OOKYMEHTOB BALTBOX
8.1 OMNCAHUME YCNYTW MO XPAHEHNIO JOKYMEHTOB BALTBOX

Ycnyra BkntovaeT B cebsi nepBoHavaribHyl YCTAHOBKY U HACTPOMKY, T.e. YCTaHOBKY OMepaLuyOHHOW CUCTEMbl U MPUIIOKEHUS, 3@ UCKIIOYEHNEM
obbema namsiTu, ykasaHHOro B 3anpallMBaeMoM CEPBMCHOM MlaHe, yCTaHOBKY CPeACTB MOHUTOPWHIA CepBepa, a Takke HeoBX0AUMbIE HAaCTPOVKM

KOHpurypaumm.

8.2 OBBbEM YCNyr

8.2.1 KomnaHus Baltneta oTBevaeT 3a akcnnyaTauuio U MOHUTOPWHI cepBepa XpaHwunuvwa aokymeHTtoB BaltBox. Komnawus Baltneta
ycTaHaBnvMBaeT 0GHOBINEHMS CEPBEPHOIO NPOrpamMmMHoOro obecneyeHns n KOHCYNbTUPYET MO BONPOCaM MCMOMb30BaHWS XPaHUINLL
OKYMEHTOB.

8.2.2  PesepBHOe KOMMpOBaHMe NPOM3BOAUTCS pa3 B Hefeno. Ycryra BKIoYaeT 04HO BOCCTAHOBIEHWE U3 Pe3epBHOW KONUU OAUH pa3s B
roq. JononHutenbHble paboTbl ONMaynBarOTCH B COOTBETCTBUM C pacLEHKaMu Ha [OMNonHuTeNnbHble paboTbl, ykasaHHbIMU B
HacToswem [lorosope.

8.2.3 B momeHT akTuBaumm Ycnyrv koMmnaHus Baltneta cospaeT goctyn k BeG-nopTany Ans ynonHOMOYEeHHOro nnua 3akasuuka.

8.2.4  3akas3uuk ucnonb3yeT Beb-mopTan Ans co3gaHus M yganeHus nonb3oBatenei BaltBox, pepaktvpoBaHus ux uHdopmaumm,
YCTaHOBKU U U3MEHEHWSI OrPaHNYEHNIN AVUCKOBOTO NPOCTPaHCTBA Afls AOKYMEHTOB MONb30oBaTenei.

8.2.5 Ecnu 3akasuuk Mcnonb3yeT (YHKUMIO CUHXPOHMU3ALUMM [JOKYMEHTOB Ha CBOEM KOMIMbIOTEPE, OH [OIMKEH CaMOCTOSTESIbHO
YCTaHOBWUTb MPUMOXEHWE ANSI ONepauyoHHON CUCTEMbI. 3aKka3uuk CamoCTOSTENBHO MPOV3BOAUT HEOOXOAMMbIE HACTPOMKW AfA
paboTbl NPUIIOXKEHNS - UMSI CepBepa, UMsI NONb30BaTessl, KaTanory, KOTOpble CUHXPOHU3UPYIOTCS C CEPBEPOM.

8.2.6 Ecnn 3akasuuk ucnonb3dyeT Ycryry Ha MoOBunbHOM YCTpoWCTBe, TO 3akasduuk CaMOCTOSITENIbHO yCTaHaBnMBaeT MoGWnbHOe
npunoxenve NextCloud Ha MOBUnNbHOE YCTPOWCTBO M M3MEHSET €ro HaCTPOWKW.

8.2.7 MobunbHoe wunu  HacTonbHoe npunoxeHne NextCloud, wcnonb3yemoe CTOPOHHUM MpOrpamMMHbIM — obecneyeHvem,
npegocraBnseTcs "kak ecTb". Baltneta He MoxeT m He rapaHTupyeT GecnepeboiHyto paboTy (YHKUUA NPUNOXKEHUS Unn
6esowmnboyHyto paboTy aTux dyHkumin. Mepebon B 06CNyxMBaHWM, Bbi3BaHHble PaboOTOM MOOUMBLHOrO WM KOMMBIOTEPHOro
NPUNOXEHWS, He CYMTalOTCA HapyLueHnem SLA.

8.2.8  [ononHutenbHble paboTbl, Takne kak nHterpaums c Active Directory unu LDAP-cepBepom U T.M., ONMa4MBaoTCs No OTAENbHOMY
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cornawlieHuto B COOTBETCTBUN C pacleHKkamMn Ha OoMnonHUTeNbHblie pa60TbI, YKa3aHHbIMW B HacToALleM ﬂorosope.

8.3 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

CTAHOAPTHbIE PABOTbI / NPEAOMNONATAEMOE BPEMSA BbINOJIHEHUSA
3AMEHA PABOT NPUMEYAHWE
YBenuyeHne AMCKOBOro NPOCTpaHCTBa 30 MuH. YBenMueHue 06bema pecypeos uHMUMMpyeT

HOBbIN 3akas.

i3meHeHne napons 0CHOBHOro
none3oBartens

15 MUH. -

9 NMPABWUIIA NPEAOCTABJIEHUA YCNYI BALTMAIL
9.1 OMNCAHKME YCIYTW MO XPAHEHNIO IOKYMEHTOB BALTMAIL

Ycnyra BkroyaeT B cebsi nepsoHavasnbHyl0 YCTAaHOBKY M HACTPOMKY, T.€. YCTAHOBKY OMEPaLMOHHON CUCTEMbI U MPUIIOXKEHNS, 38 UCKITIOYEHUEM
o6béMa XpaHuIuLwa, NpeaHa3HauYeHHoro Ass M. NUCeM , YKa3aHHOro B 3anpaluvMBaeMOM CEPBUCHOM MfiaHe, YCTaHOBKY CPEeACTB MOHWUTOPUHra
cepBepa, a Takke HeobBXoAMMble HACTPOWKWM KOHgUrypaumu. Baltneta yctaHaenusaeT oGHOBMEHWst GE30MacHOCTM CepBEPHOTO MPOrpaMMHOro

obecneyeHns 1 NpegocTaBnseT KOHCYbTaumm No UCNOMNb30BaHMIO MOYTOBOrO cepBepa.

9.2 OBBbEM YCNyr
9.2.1 B momeHT akTuBauum Ycnyru komnaHus Baltneta cosgaet goctyn k BeG-nopTtany ans ynpaeneHus no4ToBbiM cepepom BaltMail
ANs YNonHOMOYeHHOro nuua 3akasyunka. 3akas3yvk nMeeT BO3MOXHOCTb co3daBaTb U yAansTb NOYTOBbIE ALWMKW NoMb3oBaTenemn
Ha nopTarne ynpaBneHus, U3MeHsITb Naponu Nonb3oBaTtenen, U3MeHsTb NMMMUT EMKOCTY MOYTOBOTO SLLMKA MOMb3oBaTens.
9.2.2 KomnaHus Baltneta otBevaeT 3a akcnnyaTaumio 1 MOHUTOPUHI cepBepa 3. noyTsl BaltMail.
9.2.3 KomnaHnus Baltneta ocyliecTBnser agMMHUCTpUpOBaHNE U OGHOBIIEHWE CUCTEM aHTUBUPYCHOW U cnam-unbTpauum - obHoBnseT
aHTUBMPYCHbIe 6a3bl U cnam-punbTpbl, Ao6aBNSeT Hanbonee YacTo NosyYyaemblii cnam B aHTUCNaM-PUNLTPLI KOMNAHNA.
9.2.4  PesepBHOe KOMMpPOBaHWE NPOU3BOAUTCS pa3 B CYTKU, XPAHUTCA 7 KOMWIA. Ycryra BKIOYaeT OHO BOCCTAHOBIIEHWE U3 Pe3epBHOW
KOnuu oauH pa3 B rod. [lononHutensHble paboTbl ONNaYnBaloTCA B COOTBETCTBUMM C pacLeHKaMn Ha AOMNOMNHUTENbHbIE paboThl,
yKasaHHbIMU B HacTosiwem [lorosope.
9.2.5  3aka3uuk HeceT OTBETCTBEHHOCTb 3a YCTaHOBKY M 06CNyX1BaHMe NOYTOBbLIX ALLVKOB Nofib3oBaTenei Ha MOBUbHbIX YCTPOMCTBaxX
1 NepcoHanbHbIX KOMMblOTEpax.
9.2.6 C6ou B paboTe 3MEKTPOHHON NOYTbI, BbI3BaHHbIE PabOTON NOYTOBOrO MPUIIOXKEHUSt HA MOBUNBHOM YCTPOWCTBE UMW KOMMbIOTEPE,
He cyuTaloTcs HapyleHnem SLA.
9.2.7  [ononHuTenbHble paboThbl, TakMe Kak NepeHoC NMMCeM Ha NOYTOBBLIV CepBep, HACTPOKa AOMNONMHUTENBHOIO AOMEHA, U3MEHEHNE TEM
rpachuyeckoro nHTepderica 3akasunkos (themes) Webmail, ynanenve IP-agpeca cepepa 13 4epHoro crnvcka, onnaymsarTcs B
COOTBETCTBUM C Tapudamu Ha [JlononHuTenbHble paboTsl, ykadaHHbIMU B HacTosLeM [loroBope.
9.3 3AMNPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

NPEAONONArAEMOE BPEMSA
BbIMOJIHEHUA PABOT

CTAHOAPTHbIE PABOTbI / 3BAMEHA NMPUMEYAHUE

M3meHeHve napons OCHOBHOMO
nonb3oBartens

15 MuH. -

N3meHeHne HacTpoek SPAM-cbunbTpa 15 MuH. -

10 NPABUNA NMPEOOCTABJIEHUA YCINYT VMWARE DRAAS
10.1 OMNCAHKME YCIYT VMWARE DRAAS

Ycnyra BknovaeT B cebs nepBoHavanibHy0 HAcCTpPoOWKy M akTMBauuio cepBuca Ha VMware-uHdgpacTpyktype Baltneta, BbigeneHue ykazaHHoro B

3anpoce Ha Ycnyry obbema xpaHunuiia n noaroToBKy CETeBOWN KOHUrypauum, Heobxoammon ans pennukaumn.

10.2 OBBbEM YCIYyr
10.2.1 KomnaHus Baltneta oTBeyaeT 3a akcrnnyataumio MHPaCTPYKTypbl MOMEHTHbIX konuii VMware Cloud Director Availability snapshot
B LJO[ Baltneta.
10.2.2 YcTaHoBKa M HacTpoWKa AOMOSTHUTENbHbLIX NPUMOXEHWI Ha nHdpacTpykType VMware 3akasunka, He0OXOAUMBIX ANt MOMEHTHbIX
konun B LIO[ Baltneta, ocywectensetca 3aka3ymkom, 3a UCKIMOYEHNEM CIyYaeB, KOraa 3akasbiBaeTcsa obcnyxuBaHne nnatgpopmol

BUpTYyanusaumm 3akasuuka.
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10.3

10.2.3

10.2.4

10.2.5

10.2.6

10.2.7

10.2.8

10.2.9

baltya

HacTpolku 4acToTbl KONMPOBaHWSA M CO34aHWe NiaHa aBapuMHOro BOCCTAHOBNEHUS Npom3BoasaTcst 3akaszymkom B koHconu VCDA
Manager B Baltneta Cloud nnu B nHctpymeHte "Replicator" B VMware-uHdpacTpykType 3akasuuka.

MOHWTOPMHI MOMEHTasbHbIX KOMUIA OCYLUEeCTBNSEeTC 3aka3yMkOM C WUCMOMb3OBaHWEM MporpammHoro obecneyeHuss Ans
pennukaumm VMware Ha COBCTBEHHOW WHMPaACTPyKType, €cnu Tonbko He 6bino 3akasaHo obcnyxvBaHue nnatgopmbl
BMpTyanu3aumu 3akas4qmka.

ABapuiiHOe BOCCTaHOBNeHMe B 06navHon uHgpacTpykTtype Baltneta unm TectupoBaHwe aBapuHOTO BOCCTaHOBEHUS
ocyllecTBnsieTca 3aKka3yMKoM CaMOCTOSITENbHO C ucnonb3oBaHuem koHconmn VCDA Manager B obnayHoi uHMpacTpykType
Baltneta.

OpavH pa3 B rog 3akasuyuk nonyyaet 6ecnnaTHoe TECTUPOBaHWE aBapUItHOrO BOCCTAHOBMEHWS, ANSALWMIACS A0 3 KaneHAapHbIX AHEN.
BecnnaTtHoe TecTupoBaHue BkntodaeT B cebs BblAeneHne pecypcoB, yka3aHHbIX B 3akase Ycnyru, u 4 yaca BpeMeHu CUCTEMHOTO

MHXeHepa B paboyee BpeMs. 3aka3uvk AOMmKeH npedynpeanTb 0 NpoBeaeHun 6ecnnaTHoro TectupoBaHus 3a 3 paboumnx gHs.

B cnyyae aBapwiiHOro BOCCTaHOBMeHUsi B oBnayHon uHdpacTpykType Baltneta, akTvBMpoBaHHbIE BbIMUCIUTENbHLIE PECYPCHI

onnaymMBaloTCA B COOTBETCTBUM C TapVId)aMVI Ha gononHuTenbHbIe yCJ'IyFVI, YKa3aHHbIMW B 3aKa3e Ha chnymmaaHme.

B uensix obecneyverns pyHKLUMOHNPOBaHMS YCnyri, Bepcum nporpammHoro obecnevenns VMware vCenter n ESXi, yctaHoBneHHble
Ha WHpacTpykType 3akasuuka, AOMKHbI ObiTb He Bornee YeM Ha ofHy BepCcuio cTaplie nocredHen AEWCTBYIOLWEN Ha AaHHbI
MOMEHT Bepcuun. 3akasuuk 00653yeTcs OOHOBNSTb BEPCUMM MPOrpammHOro obecneyeHus unm BHOCWUTBH KOHMPUrypauMoHHble
MN3MEHEHUs B CBOI MHAPACTPYKTYPY, ECNK 3TO Heobxoammo Ans obecneyeHns paboTbl cepBuca, Nocne nonyyYeHns yBeaAoMIeH s

OT KoMnaHuu Baltneta no anekTpoHHoOW nouTe.

Ecnu nuuenann VMware vCenter, VMware ESXi B MHdpacTpykType 3akasuvka He NoaaepxuBatoTcsl Npon3BoAMTeNneM, KoMnaHust

Baltneta He HeceT OTBETCTBEHHOCTU 3a paspeLleHne MHUMOEHTOB, CBSA3aHHbIX C 3KCnyaTaumen cepsuca.

10.2.10 Baltneta octaBnsieT 3a cobow npaBo B3MMaTb C 3akasyvka AOMOMHWUTENbHYK MnaTty B Clyvae MpeBbllEeHUs KonuyecTBa

BMPTyaribHbIX MaLLWH, ykasaHHOrO B 3akase YCryru.

3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

CTAHOAPTHbIE PABOTbI / 3SAMEHA

NPEONONAITAEMOE BPEMA

BbIMONHEHUA PABOT MPUMEHAHWE

BHecTn nsmeHeHus B ceTeBble HaCTpOVIKI/I

npocTpaHCcTBa

30 MuH. -
(n3meHeHve 1 npasuna)
YBenuueHne/yMmeHblUeHne BblAeNeHHbIX M3ameHeHne obbema pecypcoB MHULMMPYET HOBbIN 3akas.
pecypcos RAM/VCPU u guckoBoro 60 MUH. CokpalLieHne QNCKOBOro NPOCTPaHCTBa BO3MOXHO Npu

HanM4ynm Hencnosnb3dyemoro Mecrta.

11  NPABUNA NMPEOOCTABJIEHUA YCIIYT VEEAM DRAAS

11.1

OMNNCAHUE YCIYT VEEAM DRAAS

Ycnyra BkntovaeT B cebs nepBoHavanbHyl0 HAaCTPOWMKY M akTuBaumio cepsuca Ha cepepe Veeam Cloud Connect Replication npuHagnexaiiem

Baltneta, BblgeneHune ykasaHHoro B 3anpoce Ha Ycnyry obbema xpaHunvia AaHHbIX Y MOAroTOBKY CETEBOW KOHdMrypaummn, Heobxogumon ansi

pennukaunn.

11.2

OBBEM YCNYI

11.2.1
11.2.2

11.2.3

11.2.4

11.2.5

11.2.6

KomnaHus Baltneta otBevaeT 3a akcnnyataumio MHPacTPyKTypbl MOMEHTHbIX konuii Veeam Cloud Connect B LIO[] Baltneta.

HacTpoiika BbINONHeHMst MOMeHTanbHbIX konuii B LIO Baltneta, cospgaHne nnaHa aBapuiiHOrO BOCCTAHOBIIEHUSI 1 MOHUTOPUHT
Konum Ha Veeam-uHdpacTpykType 3akasdumka ocyllecTBnaeTcs 3akas3yumkoM, 3a UCKMIOYEHWEM CrlyyYaeB, Koraa 3akasbiBaeTcs
obcnyxusaHvne nNaTopmMbl BUPTyanuaaumm.

ABapuiiHOe BOCCTaHOBMIEHME Ha obnayHon uHdpacTpykType Baltneta wnu TecTtupoBaHwe aBapuIHOrO BOCCTaHOBMEHUSA
BbINOMHSAETCA 3aKa3yMKOM CaMOCTOATENBHO C Ucnonb3oBaHneM koHcony Veeam Management Console unu noptana Veeam Cloud
Connect Ha nHdpacTpykType Baltneta.

OpawH pas B rog 3akasuuk nonyyaet 6ecnnaTHoe TECTUPOBaHWE aBapUIAHOTO BOCCTaHOBMNEHNSA, ANALWMIACA A0 3 KaneHaapHbIX AHEN.
BecnnaTtHoe TecTupoBaHue BknioyaeT B cebs BblAeneHne pecypcoB, yka3aHHbIX B 3aka3e Ycnyru, u 4 yaca BpemMeHu CUCTEMHOro

NHXeHepa B paboyee BpeMs. 3aka3uvk AOMKeH npedynpeanTb 0 NpoBeaeHun 6ecnnaTHoro TecTupoBaHus 3a 3 paboumnx aHs.

B cnyyae aBapuiiHOro BOCCTaHOBIEHWS B 0GrnavHon uHdgpacTpyktype Baltneta, akTuBMpoBaHHbIE BbIYMCIIUTENBHBLIE PECYPCHI
OnnaYnBaloTCA B COOTBETCTBUM C Tapuhamm Ha AOMONHUTENbHbIE YCNyry, yka3aHHbIMU B 3aka3e Ha 06CryXvBaHue.

B uenax obecneyenmnst pyHKLUMOHMPOBaHMS YCnyri, Bepcusi nporpaMmHoro obecnevenns Veeam B MHpacTpykType 3akasumka He

MoXeT 6bITb Boree Yem Ha OfHYy BEpCUIo CTaplLue nocriegHern AeVCTBYIOLLEN Ha TOT MOMEeHT Bepcun Veeam. 3akazumk 06ﬂ3yeTCﬂ
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0GHOBNSITb BEPCMU NPOrpaMMHOro obecneyeHns nnm BHOCUTbL KOHPUIypaLMOHHbIE U3MEHEHNS B CBOKO MHADPACTPYKTYpPY, €Crnu 3To
Heobxoaumo anst obecneveHusi paboTbl cepBurca, Nocne Nony4YeHns yBeqoMneHust oT koMnaHum Baltneta no anekTpoHHoM noyte.
Ecnn nuueHsun Veeam B mHdpacTpykType 3akasuuka He NogaepXuBaloTcsl npoussoguTenem, komnawus Baltneta He Hecer
OTBETCTBEHHOCTU 3a pa3peLLeHne UHLMAEHTOB, CBSI3aHHbIX C 3KCMnyaTaunei cepsuca.

Baltneta octaBnsietr 3a coboit npaBo B3uMaTb C 3akasumka AOMOMHWTENbHYK MNaTy B Cryvyae MPeBbILLEHUs KonuyecTsa

BMPTYyasibHbIX MaLLWH, YKasaHHOro B 3akase YCryru.

11.3 3AMPOCHI MO CTAHOAPTHOW YCIYTE (RFC STANDARD)
NPEAOMNONAIAEMOE BPEMA
CTAHOAPTHbLIE PABOTbI / BAMEHA BbINONHEHMS PAEOT NMPUMEYAHUE

BHecTn nsmeHeHus B ceTeBble HACTPOWKUN

30 MuH.

(n3meHeHve 1 npasuna)
YBenuueHne/yMmeHblUeHNe BblAeNeHHbIX M3mMeHeHne obbemMa pecypcoB MHULMMPYET HOBbIN 3akas.
pecypcoB RAM/VCPU n guckoBoro 60 MUH. CokpalLlieHve ANCKOBOro NpPOCTpPaHCTBa BO3MOXHO Npw
NPOCTPaHCTBa HanMynm HeMCNomnb3yeMoro Mecra.

12

12.1

NMPABWUIIA NPEOOCTABJIEHUA YCNYI BALTNETA VEEAM CLOUD CONNECT

OMNPEOENEHME YCNYT BALTNETA VEEAM CLOUD CONNECT

B MomeHT akTnBaumm Ycnyru komnanus Baltneta cosgaet goctyn k Be6-nopTtany Ans ynoriHOMoOYeHHOro nuua 3akas4yunka. Ycnyra BkrnoyaeT B cebst

nepBoHaYanbHyl HacTpoOVKy U akTuBaumio cepsuca Ha cepepe Veeam Cloud Connect npuHagnexaiiem Baltneta, BbigeneHve ykazaHHoro B

3anpoce Ha Ycnyry o6bema AaHHbIX.

12.2 OBbEM YCnyr

12.2.1 HacTpoika yaaneHHoro xpaHunuiua ans pe3epBHOro KONMpoBaHusa B MHppacTpykType 3akasunka ocylecTBnseTca 3aka3ymkoMm.
BoccTaHoBneHWe 13 pe3epBHbIX KOMWIA BbIMOMHSIETCH 3aKa3ynkoM CaMOCTOSITENBHO C MOMOLLBIO KOHCOMMW ynpasreHus Veeam
Management Console Ha BbIGpaHHOM 1M 060pyAOBaHNN.

12.2.2 KomnaHusi Baltneta oTBevaeT 3a akcnnyaTtaumio, obHoBneHue n yctpaHeHne HencnpasHocTen Veeam Cloud Connect. KomnaHus
Baltneta He HeceT OTBETCTBEHHOCTM 3@ MOHUTOPWHI YAANeHHOro pe3epBHOro KonnpoBaHus. [ns atoro 3akasyvk MCMonb3yeT B
cBoeW UHpacTPyKType nporpaMMHoe obecneyeHne Ans pe3epBHOro konvposaHus Veeam.

12.2.3 Tlpw 3aka3e JOMOMHUTENBHOM YCRyr CKpbITbIX Pe3epBHbIX KONWI, yaanéHHble ¢ cepBepa Baltneta Cloud Connect konuu, xpaHsaTcsa
B TEYEHWe yKka3aHHOro B JaHHOM 3aKa3e KonmM4ecTBa AHel B XpaHunuLLe, HeBUAMMOM W HEAOCTYMNHOM C cepBepa Veeam 3akasunka.
Ecnn 3akasuuk 3akasbliBaeT MEPEHOC KOMWUIA U3 XpaHunuwia cekpeTHbIX konui Ha FTP-cepsep, To paboTa onnaunBaetcs B
COOTBETCTBUM C pacLeHkamu Ha [ononHutenbHble paboTbl, YCTaHOBMNEHHbIMM B HacTosweM [loroope. Pecypcel FTP-cepBepa,
€CInu OHU NPefoCTaBNSATCA KoMnaHuen Baltneta, onnauusatotca gononHutensHo - 1 Tb guckosoro npocTtpaHcTea 10 Eur/aeHb.

12.2.4 B uensax obecneyeHuns pyHKLMOHUPOBaHMS YCnyru, Bepcusi nporpaMMHoro obecneveHus Veeam B MHpacTpykType 3akasuumka He
MOXeT ObITb Gonee Yem Ha OfHY BEPCUIO CTapLUe NOCNeaHeNn AeNCTBYOLWEN Ha TOT MOMEHT Bepcun Veeam.

12.2.5 Ecnu nuueH3nm Veeam B MHpPaCTpyKType 3aka3umka He noaaepxuBaloTcs npoussoautenem, komnaHus Baltneta He Hecet
OTBETCTBEHHOCTW 3a pa3pelleHne UHLMAEHTOB, CBA3aHHbIX C 3KCMnyaTauven cepsuca.

12.2.6 Baltneta ocraBnsieT 3a cobon npaBo B3umaTb C 3akasyuka [OOMOMHUTENbBHYIO MNaTy B Cryyae MPeBbILEHUS KOonuyecTBa
BMPTYanbHbIX MaLUWH, yKa3aHHOro B 3akase Ycnyru.

12.3 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)
CTAHOAPTHbBIE PABOTbI / NPEAMNOJNATAEMOE BPEMA

3AMEHA BbIMONHEHUA PABOT MPUMEHAHVE

YBenuyeHne/ymeHblLeHne
[OMCKOBOro MpoCTpaHcTBa

V3meHeHre ob6bema pecypcoB MHULMMPYET HOBbIN 3akas.
30 MuH. CokpallleHne ONUCKOBOro NpoCTpaHCTBa BO3MOXHO MpU HanmM4mm
Hencnosb3yemMoro Mecra.

Bkntountb dyHKUMIo "CekpeTHble

vonum" 15 MUH. M3meHeHre nHMumMmnpyeT HoBbI 3akas.

13

13.1

MPABUNA NPEOOCTABIEHUSA YCNYI XPAHEHUS PE3EPBHbIX KOMUIA BALTBOX

OMPELEJNIEHUE YCNYTN XPAHEHUSA PESEPBHBLIX KOMW BALTBOX

Ycnyra BkntoyaeT B cebsi nepBoHavarnbHy HaCTPOIKY U akTUBaLMIO cepBuca, He cunTasi obbema XxpaHunuLLa, ykasaHHOro B 3anpoce Ha Ycnyry.
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OBBEM YCNYT

13.2.1

13.2.2

13.2.3

13.2.4

3aka3unKy npedocTaBnsTCS yYeTHble AaHHble AN BXOAA B BUPTYyarbHYO MaLUWHY, C KOTOPOI CBA3AHO AMCKOBOE NMPOCTPaHCTBO
ONs yaaneHHbIX Konui. 3akas3uvk obnagaeT npaBaMu OCHOBHOMO afiMUMHUCTPATOpa, M 3akasyuk CaMOCTOATENbHO MPOW3BOAUT
HacTpowikn, HeobxoauMble Anst paboTbl NporpaMMHoro obecneveHust pesepBHOro konupoeaHus 3akasuuka. Ecnu 3akasaHa Ycnyra

no obcnyxmBaHuio cepeepa unu NNaTopmbl BUPTyanu3aumm, To 3TM paboTbl BbINOMHATCS koMnaHuen Baltneta.

HacTtpoiika pe3epBHOrO KONMpOBaHUS Ha yAaneHHoe XpaHunuiie B MHdpacTpykType 3akasyuka OcyLiecTBnseTcs 3aka3umkom.
Ecnun 3akasaHa Ycnyra no obcnyxvBaHuio cepepa unu nnatgopmbel BUPTYanusaumu, To 3T paboTbl BbINOMHATCA KOMMaHUen

Baltneta.

KomnaHusi Baltneta He HeceT OTBETCTBEHHOCTM 3@ MOHWTOPWHI yAarieHHOro pe3epBHOrO konupoBaHus. [ns aToro 3akasuumk
ncnonb3yeT nporpaMMHoe obecneyeHve pe3epBHOrO KOMMPOBaHUs B CBOeW WHdpacTpyktype. Ecnu 3akasaHa Ycnyra no
obcnyxuBaHuio cepeepa nnu NnaThopmMbl BUPTyanusawmm, To 3T paboTbl BbINOMHATCA KOMNaHuen Baltneta.

BoccraHoBneHne u3 pe3epBHbIX KOMWIA OCYLLECTBSETCS 3aka34yMKkoM CaMOCTOSITENIbHO C MCMONb3oBaHMEM COBCTBEHHOroO
nporpaMMHoOro obecrnedveHusi Ans pe3epBHOrO KOMMPOBaHWUSA Ha BbibpaHHOM uM obopypoBaHuu. Ecnu 3akasaHa Ycnyra no

obcnyxuBaHuio cepeepa nnu NnaTopMbl BUPTyanusawmm, To 3T paboTbl BbINOMHATCA KOMNaHuen Baltneta.

3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

CTAHOAPTHbIE PABOTbI /
3AMEHA

NPEONONATAEMOE BPEMA
BbIMONHEHUA PABOT

NPUMEYAHUE

YBenuueHne/ymeHblueHne
[OVCKOBOIO MpoCcTpaHcTBa

30 MuUH.

M3meHeHne o6bema pecypcoB UHULMMPYET HOBLI 3akas.

COKpaLU,eHVIe AMNCKOBOIO NPOoCTpaHCTBa BO3MOXHO NpU Hann4inm

Heuncnosnb3yemoro mecta.

14  NPABUNA NPEQOCTABIEHUA YCNYI XPAHEHUA PE3EPBHbIX KOMUA M365

14.1

OMWCAHWE YCIYIU XPAHEHWSA PE3EPBHbLIX KOMWUIA M365

Ycnyra BkntovaeT B cebs nepBoHavanbHy0 HAaCTPOMKY M akTUBaLmMio Ycnyrn Ha cepBepe Baltneta Veeam VBO, BbigeneHue ykazaHHOro B 3anpoce

Ha Ycnyry konmyecTsa nosib3oBateneil M A1CKOBOro NPOCTPaHCTBa Ha XpaHuuLe Ans konwit. Mpu nogknoueHun Yenyrv Baltneta npegoctasnset

ynonHoOMoYeHHOMY nuuy 3akasyuka JocTyn Kk Beb-nopTany, Ha KOTOpoM 3aka3unk MOXEeT CaMOCTOATENbHO BOCCTAHOBUTL AaHHbIE U3 PE3EPBHbIX

KOMWAM.
14.2 OBBEM YCNyr

14.2.1 KomnaHus Baltneta otBeyaeT 3a akcnnyartaumio, OGHOBNEHWE 1 YCTpaHEHUe HeMCNpaBHOCTEN cepBepa Pe3epBHOr0 KOMUMPOBaHUA
M365. MNpaBuna pe3epBHOro KONMpoBaHUsi NOYTOBLIX swmkoB M365 Exchange, dannos SharePoint Online n OneDrive 3agatoTcs
KomnaHuen Baltneta.

14.2.2 CraHpapTHas npolenypa pe3epBHOro KOMMPOBaHWS: pe3epBHas KONUsi BCel opraHu3aummn 3akasqnka Co3faeTcst oavH pas B AeHb
N XpaHUTcH B TeveHue 12 mecaues.

14.2.3 [uckoBoe NpOCTPaHCTBO, BblAENEHHOE ANS KOMUiA AaHHbIX nonb3osateneii Client M365, arperupyetcs n pacnpegensietcs Mmexay
opraHusaumsammn 3akasuuka.

14.2.4 OpHO BOCCTaHOBIEHWNE 13 PE3EPBHO KOMMU OAMH pas3 B rof A5 opraHmsauum-3akasyvka npegoctaenseTcs 6ecnnaTtHo.

14.2.5 BoccTaHOBNEHWE 13 pe3epBHbIX KOMWIN OCYLLECTBASIETCA 3aka3yukoM CamMOCTOSITENBHO C UCMonb3oBaHWem Beb-nopTtana, ecnv He
3akasaHa Ycnyra Baltneta no o6cnyxusanuio M365, koTopyto BeinonHseT Baltneta. Ecnu Ycnyra o6cnyxusaHus M365 He 3akaszaHa
n TpebyeTcst npoBeeHne paboT NO BOCCTAHOBIIEHWIO PE3EPBHOM KOMUK, TO CTOMMOCTb paccyMTbIBaeTcs Nno Tapudam, ykasaHHbIM
B 3aka3e Ha obcnyxviBaHue .

14.2.6 Baltneta octaBnsieT 3a cobon npaBo B3uMaTb C 3akasyuka OOMOMHUTENbHYH MnaTy B CryyYyae MpeBbIEeHUs KonuyecTBa
nonb3oBaTenen, ykasaHHoro B 3akase Ha YCryry, Uy npeBbILLEHUst UCKOBOIO NPOCTPAHCTBA AN PE3EPBHbIX KOMUIA OpraHu3aumm
3akasuuka.

14.3 3AMNPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)
CTAHOAPTHbBIE PABOTbI / NPEAOMNOJNIATAEMOE BPEMA

3AMEHA

BbIMONHEHUA PABOT

NPUMEYAHUE

YBenuuyeHne UCKOBOro
NpPOCTpaHCTBa AnA pe3epBHOro
KonmnpoBaHus

30 MUH.

MN3meHeHne ob6bemMa pecypcoB UHULMMPYET HOBIV 3akas.
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CospgaHune/vameHeHne npasuna
pe3epBHOro KOMMpPOBaHWS

45 MUH. Mnan M365 Backup Plus

15

15.1

NPABUIA NPEAOCTABIJIEHUA YCNYT NO APEHAE BA3bl AAHHbIX MICROSOFT SQL

OMNCAHKME YCNYTW NO APEHAE BA3bl JAHHBIX MICROSOFT SQL

Ycnyra BkntovaeT B cebs nepBoHayanbHyo HaCTPOVKy U akTUBaLmio cepBuca Ha cepeepe 6a3 gaHHbIx Baltneta MS SQL, BbligeneHne ykasaHHoro B

3akasaHHOM nnaHe obbema onepaTvBHON NamaTn, obbema SSD-Hakonutens ans obbekTa (instance) 6a3bl AaHHbBIX, @ TakKe MecTa Afs XpaHeHus!

pe3epBHbIX KOMWI XypHanoB onepaumii 6a3bl AaHHbIX. O6beKT (instance) 6a3bl AaHHBIX MOXET XpaHUTb HECKOMbKO 6a3 AaHHbIX.

15.2

153

OBBbEM YCNyr
15.2.1 B momeHT akTuBauum Ycnyru Baltneta npegoctasnset ynonHomoueHHoMy nuLy 3aka3yumka JOCTyn K cepBepy 6asbl AaHHbIX.

15.2.2 Baltneta otBevaeT 3a akcnnyaTaumio, MOHUTOPUHI U yCTpaHeHWe HeucnpaBHocTen cepsepa MS SQL. Baltneta yctanaenusaet

0BGHOBNEHUSI CEPBEPHOrO NPOrpamMMHOro obecneyeHus.

15.2.3 3akasyvKk CaMOCTOATENbHO CO3AaeT, yaanseT u pedaktupyeT 6asbl AaHHbIX, UCMOMNb3yS CpPeAacTBa agMUHUCTPUpOBaHWA 6a3
OaHHbIX. HacTtponku pans 6a3 [aHHbIX, PacnonoXeHHbIX B 3k3emnnsipe 6asbl [AaHHbIX, NPegoCTaBMeHHOM  3akasuwky,
ocywectensitoTca 3aka3unkoM. KomnaHus Baltneta He HeceT OTBETCTBEHHOCTM 3a yCTpaHeHWe Hemnonagok B KOHKpeTHou Gase

AaHHbIX, ecnn MS SQL Server paboTaeT KOPPEKTHO.

15.2.4 TlonHoe pe3epBHOe KonvpoBaHue 6asbl AaHHbLIX AOIMKHO NMPOU3BOAUTLCA OAUH Pas B CyTKW, XpaHWUTCA 14 (Y4eTbipHaguaThb) KOMWA.
Ycnyra BKIloYaeT OAHO BOCCTAHOBMEHWE W3 PE3epBHOM KOMUM OAWH pa3 B rog. JononHuTensHble paboTel OnfayvsaloTcs B

COOTBETCTBUM C pacLeHKaMn Ha OOMNOJIHUTESbHbIe paGOTbI, YKa3aHHbIMU B HacTodLlem ,Elorosope.

15.2.5 [ns pe3epBHOro KONMpoBaHuWs XXypHana TpaH3akuui (transaction log) komnanusi Baltneta npegoctaensieT guckoBoe NpocTpaHCTBO
Ha OpYromMm MaccvBe AaHHbIX U MHCTPYKUMW MO BbINOMHEHWIO HEOBXoOMMbIX HacTpoek. PekomeHayeTca aenaTb KONuM XypHana
TpaH3akumin 6a3bl AaHHbIX KaXObIA Yac U XpaHUTb 3anncu 3a nocregHue 24 yaca. 3akas34ynk HeceT OTBETCTBEHHOCTb 3a BbIMOMHEHNE
HeobxoaMMbIX HACTPOEK ANS Pe3epBHOr0 KOMUPOBAHWS XYpHaroB M KOHTpoNs KonupoBaHus. Ecnu 3akasbiBaetcs Ycnyra no
o6CcnyxuBaHuio cepeepa, TO 3T HAaCTPOMKU 1 KOHTPOIb PE3EPBHOMO KOMMPOBAaHUS XypHana onepaumi 6a3bl AaHHbIX BbINOMHAET

komnaHus Baltneta.

3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

NPEONONAITAEMOE BPEMA

BbIMONHEHUA PABOT MPUMEHAHVE

CTAHOAPTHbIE PABOTbI / 3SAMEHA

M3MeHeHWe perncTpaumoHHbIX AaHHBIX 3K3eMnsipa

6a3bl AaHHbIX (B[) 20 MuH. }

MpefocTaBbTe BHELLHEE AWCKOBOE MPOCTPaHCTBO

(NAS) ans xypHana TpaHaakLyit 30 muH. .

16

16.1

MPABUNA NPEOOCTABIEHUSA YCNYI ABYX®AKTOPHOW AYTEHTUDUKALIUK

OMPELENEHUE CNY>KEbl IBYXGAKTOPHOW AYTEHTUDUKALINA

ycnyra BKIHOYaeT B cebst nepBoOHavarbHy HaCTpOVIKy 1 aKkTuBauluo cepBuca B cucteme ayTeHTI/Id)I/IKaLWII/I, co3faHune goctyna anga nonb3oBaTeneu,

YKa3aHHbIX 3akasumkom. Baltneta oTBevaeT 3a aKcnnyatauuo, MOHUTOPUHT U YyCTpaHEeHue HeVICI'IpaBHOCTeIZ cepBepa, ucnonb3dyemoro ansa

ayTeHTUdmKaumum.

16.2

16.3

OBBbEM YCNyr

16.2.1 [ns BToporo cakTopa ucnonb3yetca MobunbHoe npunoxeHne Google Authenticator nnu Microsoft Authenticator, koTopoe
3akas3uuk yctaHaBnuBaeT Ha CBOe MOBUMbHOE YCTPOWCTBO.

16.2.2 Tlockonbky mobunbHoe npunoxernne Google Authenticator, ncnonb3yemoe CTOPOHHMM NporpaMmmHbIM obecneveHnem, pabotaet
"kak ecTb" (MpuHUMN "as is"), komnaHus Baltneta He MoXeT rapaHTUpoBaTb 1 He rapaHTupyeT H6ecnepeboiiHyto paboTy dyHKUMI
NPUNOXEHUS UM OTCYTCTBME OLUMBOK B paboTe aTuX hyHKLMIA.

16.2.3 Tlepeboun B paboTe cepsuCa, BbI3BaHHbIE MOOWMNbHBLIM NPUMNOXEHNEM, HE CHUTAKOTCS HapyLueHnem SLA.

3AMPOCHI NO CTAHOAPTHOW YCNYTE (RFC STANDARD)

CTAHOAPTHBIE PABOTbI / 3AMEHA NPENNONATAEMOE NPUMEYAHME
BPEMS BbINOMHEHUSA

CosgaHuelyaaneHnuve nonb3osarenst 30 MUH. -
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17  NPABWUNA NMPEOOCTABJEHUA YCIYT MO TEXHUYECKOMY OBCIY>XXUBAHUIO NMNAT®OPMbI BUPTYANIU3ALIUMK

17.1  OMNPEOENEHWE YCNYTWX MO COMPOBOXAEHWIO MNAT®OPMbI BUPTYAITN3ALNA

Ycnyra BknoYaeT yCTaHOBKY BUPTYanu3npoBaHHON CEPBEPHON MH(PACTPYKTYPbI, BbINOMHEHWE HEOBXOAUMBIX HACTPOEK, 0GHOBMNEHUA, MOHUTOPWHTa

1 MoAepHu3auun. Ycnyra npefocTaBnsieTcs AUCTaHLMOHHO.

17.2 OBbEM YCNyr

17.2.1

17.2.2

17.2.3

17.2.4

17.2.5

BupTtyanusauusa. O6cnyxvBaHve BUPTYanu3aumm B MHGpacTpykType 3akasunka BKMOYaeT yCTaHOBKY OBHOBMEHMIA NporpanMHoro
ob6ecneyeHus (MO), nsmeHeHne HacTpoek O, NpoBepKy XypHanoB cOObITWIA, yNpaBneHWe MEXCETEBbIM 3KPaHOM, MOHUTOPUHT
nocTynHocTn. Baltneta ocyulectBnser obcnyxuBaHve BupTyanusauuu, cospaBasi/ypansis BUpPTyanbHble MalluHbl, WU3MeHss
napameTpbl BUpTYyanbHbix cepsepoB (RAM, vCPU, aMckoBoe NpoCcTpaHCTBO), MEHSAS CeTeBble HAaCTPOWMKN BUPTYarnbHbIX MaLUvH, a

Takke KOHTPOMNMPYs 3arpy3ky BUPTYan3aMpoBaHHOM MHGPACTPYKTYpbI.

PesepBHoe pelueHre. ConpoBoXaeHVE peLleHns pe3epBHOIO KONMPOBaHUS B BUPTYanu3npoBaHHOW MHMpacTpykType 3akasyuka
BKIMIOYaeT yCTaHOBKy OOHOBMNEHM nporpaMMHOro obecneyveHnsi pesepBHOTO KOMUPOBAHWS, BbIMOMHEHWE COMMacoBaHHOW C
3aka3unkom npoLenypbl pe3epBHOro konunposaHusi (Backup policy), M3MeHeHUst HacTpoeK MOSIMTUKM PE3EPBHOIO KOMMPOBAHMS,
MOHWUTOPWHT pPe3epBHbIX KOMWUIA, BOCCTAHOBIIEHUE U3 PE3EPBHbIX KOMUIA, KOHTPOMb AWCKOBOrO MPOCTPAHCTBA, BbIAENEHHOro Ans

pe3epBHbIX KOMWIA, U yBeaOMMeHe 06 ncyepnaHnm GUCKOBOrO MPOCTPaHCTBA.

O6cnyxuBaHve annapatHoro obopygoBaHusi. ObcnyxuBaHve o6OpyaoOBaHWS BKMHOYAET B cebs MOHWTOPWMHI UCMONb30BaHMS
OWCKOBOTO MPOCTPaHCTBA W WHGOpPMMpoBaHWe 3aka3uyvka O ero HexBaTKe, MOHUTOPWMHI MCMOMb30BaHWUsA npoleccopa u
onepatmBHo namatu (RAM) u uHdopmumpoBaHue 3aka3umka O HexBaTKe PecypcoB, MOHWTOPWHI MPOU3BOAUTENBHOCTU
obopyaoBaHust U MHOPMMpOBaHME 3aka3unka O HeUCrNpPaBHOCTSIX, ecriv 06opyAoBaHMe OCHALLEHO MaHerbl AWCTaHLMOHHOIO

ynpasrieHnd, Nno3BoNAKLWNM peLllaTb 3TU 3agavdn.

KoHcynbTauum n pekomeHaaumu. Baltneta nogaepxvisaeT nnaropmMy BUPTyanusaumv 1 JaeT pekomeH4aumy no akcnmyaTtaumm u
MoAepHU3aLmMKn nnatTgopmbl BUPTyanusaumm, MHopMUpyeT o Moaensx obopyaoBaHus, HOBOM MPOrpaMMHOM oBecrneveHnn u
BO3MOXHbIX pacLIMpeHusx obopyaoBaHWsi, KOHCYnbTMpyeT 3akasumka Mo BOMpocam Bbixoda M3 CTposi obopynoBaHus,
MCcnonb3oBaHus 1 NpuobpeTeHus cepBepoB.

OrpaHunyeHuns Ycnyr no conpoBOXaeHWo nnaTdopmbl BUPTYanusaLmm:

KomnaHus Baltneta He ocyllecTBnseT o6cnyxmBaHme cepeepHbIX ONepaLyoHHbIX CUCTEM U MPUMOXKEHNIA.

Baltneta He 3aHMMaeTcs paspaboTkoin nporpaMMHOro obecneyeHuns, PeMOHTOM annapaTHoro 06opyAoBaHNA MU yNpaBieHnem
KOHTpaKTamu ¢ TPETbUMU CTOPOHaAMM.

Baltneta He npepocTaBnseT Ycnyru no y4yeTy, yCTaHOBKE, HAacTPOMKE W aBapUiHOMY BOCCTAHOBIEHWIO CheLnann3vpoBaHHbIX
NPUNOXEHNN.

Baltneta He obyyaeT npencTaBuTeneit 3akasunka HacTpoOWKe W YCTaHOBKE CEpBEPOB, YCTAHOBKe BMpTyanusauuum, paboTe c
nporpaMmamu (MPUNOXeHUAMM).

3ameHa nnatopmMbl BUPTYanu3aLmm 1 peLleHns A5 pe3epBHOIO KOMMPOBAaHWS - 3TO AOMNOMNHUTESbHbIE paboThl, onnavnBaemble
o 4acoBOW CTaBKe.

Boiit B conpoBoxaaemyto nnatdopMy BupTyanusauum ¢ nNpaBaMu rMaBHOTO aAMUHMCTPATOpa MOTYT TOMbKO OTBETCTBEHHbIE
agmuHucTpaTtopsl Baltneta.

Ecnn 3akasuvk wcnonb3yeT nporpaMMHOe unM annapatHoe obecneveHne/obopyfoBaHMe, KOTOpPOe He MoAdepXvBaeTcs
npousBoauTenem (MnNM CPoK ero AencTBus UCTek), komnaHust Baltneta He HeceT OTBETCTBEHHOCTV 3a paspelleHue niobbix

WHUMOEHTOB, CBA3AHHbLIX C 3TUM NMPOorpaMmmMHbIM U annapaTtHbIM o6ecneqeHmeM/otSopy,D,OBaHmeM.

17.3 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)

NMPEAMNONATAEMOE
CTAHOAPTHbBIE PABOTbI / 3BAMEHA BPEMA BbINONHEHUA NMPUMEYAHUE
PABOT
BHecTn nameHeHus B KoHurypauuio cetu 30 MuH Wamenenms B NSX edge / Firewall / NAT /
rypay ’ DHCP, nob6aeneHne oononNHUTENBLHOM CETU
o OBHOBMNEHVE BO3MOXHO NPU HANNYMK
YBenuMyeHue AMCKOBOro NPOCTPaHCTBa BUPTYarnbHON
15 MUH. CcBOOOAHOrO AMCKOBOrO NPOCTPaHCTBA.
MaLLUHbI
Tapudsbl.
YBenuyeHne/ymeHbLLIeHNe onepaTuBHOM NamsTh YBenuueHve BO3MOXHO Mpy Hanm4mm
o 15 MUH.
(RAM)/VCPU BurpTyanbHoi MaLuvHbI pecypcos.
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[ob6aBneHne HOBOro Aucka K BUPTyanbHON MallMHe 15 MUH. -
Cospanue npaeun Affinity onsa pasmelyeHns BUpTyanbHOM 15 MuH
MaLLWHbI Ha pasHbIX U OOHOM U TOM e cepeepe ESXi '
MoproToBka BUPTyansLHOro cepsepa ot
Co3sgaHune JononHUTENbHOro BUPTYanbHOro cepeepa 30 MuH.
wabnoHa go IP-nogknoyeHuns
OcraHoBkal/yaaneHue CyLeCTBYIOLLEro BUPTyarnbHOro 15 M

cepsepa

18  NPABWUNA NMPEOOCTABJIEHUA N TAPUDOUKALIUK YCIIYT VOIP
18.1  ONPELENEHWVE YCNYI ®UKCUPOBAHHOW TENEGOHUMU

Yenyrv domkerpoBaHHoi Tenedorun (Voice-over-Internet Protocol - VolP)* npeanonaratoT nepegady roflocoBbiX COOBLLEHMI MO CeTAM nepeaaqm
[aHHbIX C Ucnornb3oBaHneM MHTepHeT-npoTokona. BupTtyanbHas |P-TenedoHHas ctaHuymsi, Haxoaswasics B ceTu Baltneta SnpepoctasnsieT goctyn
K CTaHAapTHbIM Ycnyram TenedoHuu, Takum kak Habop HoMepa, OTBET Ha BbI30B, Nepeagpecauusi BbI30Ba, OTYET O BbI30Be, pacrnpeneneHne

BbI3OBOB, roflocoBas noyta, oTnpaska/npuemM akcos/noyTsl 1 ap.

18.2  TEPMWHbI
18.2.1 BeblgeneHHas BupTyanbHas TenedoHHasa cTaHums - TenedoHHas CTaHLMSA, onMcaHHast Ha cepeepe AN KOHKpeTHoro 3akasyuka, u
OCyLLeCTBNAIOLLANA 3aBepLleHne BHYTPEHHNX U BHELLHNX BbI30OBOB.
18.2.2 IP-TenedoH - CTaLMOHapHbIN TenedOoHHbIA annapar, npedHa3HaveHHbI Ans obpaboTkn TenedOHHbIX BbI3OBOB Ha 6ase
TexHonorun VolP.

18.2.3 KoHBepTep - cneumanbHoe YCTPOMCTBO Ans npeobpasoBaHus ronoca U3 uudposoro curHana B IP-naketsl 1 HaobopoT. 310
YCTPOWCTBO TaKXe HasblBalOT aganTepoM, MOCKOMbKy OHO obecrneuyvBaeT aganTtaumio umudpoBoi/aHanoroson TenedorHumn un IP-
TenedoHun.

18.2.4 T[opopacKoi (BHELLHWI) TenedOHHbI HOMEP - 3TO reorpadpuyeckunin N MOBUNbHbBIN TeNedOHHbIN HOMEp, UCMONb3yeMbI B €AMHON
30He TenedoHNN B HaLMOHanbHOM 1 rnobansHoMm macluTabe.

18.2.5 [letanbHbin oT4€T no 3BoHkam (Call Detail Report unn CDR) - ato nogpobHas uHdopmaums 060 BCeX BHELUHUX W BHYTPEHHUX

BbI30BaX 3a OTYETHLIN Nepuom.
18.3 OBBEM YCNYr

18.3.1 Ycnyra npegocTaBnseTcsa nyTemM oTHeceHus 3akasyvka K 04HOMY 13 Tpex AOCTYMHbIX TapudHbIX nnaHos VolP:

e MnaH Mini - Ycnyra nepeagpecauuun, nNpv 3akas3e KOTOPOW, BXOAsLMe Ha ropoackon Homep6 B ceTu Baltneta 3BoHku -
nepeagpecyloTca B CeTb Apyroro onepatopa. [lnaH nossonsieT TOMbKO MNPUHMMATb MNepeagpecoBaHHbIE BbI30Bbl, U MOXHO
NOAKMIYNTL 1 ropoacKon Homep.

e [naH 1 - BupTyanbHas TenedoHHas cTaHuusa ¢ obLuM pecypcoMm, koTopas MoxeT obcnyxwveaTte A0 16 BHyTpeHHVUX7 u go 100
BHELLHUX TenedOHHbIX HOMEPOB. JTa BUPTyanbHasi CTaHLMSA NO3BOMSAET NCMOMb30BaTh BCE OCHOBHbIE (hYHKLIMM BbI30BA.

e [1naH 2 - BupTyanbHasi TenedoHHasi CTaHLMS C BblAENEeHHbIM PecypcoM, crnocobHas obcnyxmsaTb Ao 60 BHyTpeHHUX n go 1 000
BHELLHUX TenledOHHbIX HOMEPOB. JTa BUPTyarnbHasi CTaHLMS NO3BOISIET UCMONb30BaTb BCe OCHOBHbIE (PYHKLIMW BbI30Ba, a TaKke

AO0NOJTHUTESTIbHble BO3MOXHOCTU Teﬂeq)OHVII/I N MHTEerpauum ¢ gpyrumm cuctemamu.

18.4 BaszoBble (hyHKUMM TeNedOHNM N AOMONHUTESbHbIE (DYHKLMOHAbHbIE BO3MOXHOCTY (3aKa3blBaOTCsl OTAENBHO):

e [locnenoBaTenbHOCTb 3BOHKOB - CO3[laHMe (PUKCMPOBAHHOIO MyTW BXOASLLErO Bbl30Ba C UCMOMb30BaHWEM MpaBuna BPEMEHU U
nocneposatensHocTU. pu CO34aHHON MNOCNeoBaTENbHOCTM, KaxAbli BXOASLUMIA 3BOHOK MEpeagpecoBbIBAETCA C OAHOroO
TenedoHa KOMMaHWM Ha Apyroi Ao Tex Mop, Moka Ha Hero He OyaeT MomyyeH OTBET MMM MOKa He 3aKOHYWTCA 3BOHOK. B
nocnefoBaTenbHOCTV MOMYT y4acTBOBaTb HE TONMbKO BHYTPEHHUE HOMEPA, HO U HOMEpa APYrux ceTen.

o OxwugaHue BbI3oBa - (DYHKLMSI NepeBOAa BXOASLLErO 3BOHKA B PEXMM OXnAaHus, ecnv TenedoHHas NMHUSE agpecaTa Bo Bpemsi
pasroBopa 3aHsiTa. OfHa TenedoHHas NMHNA MOXET OAHOBPEMEHHO 06CnyxmnBaTh 40 30 aKTUBHbIX BbI30OBOB.

o [lepeagpecaumns Bbi3oBa - PYHKUMS Nepeagpecaumnm/HanpaBneHns BXOASLEro Bbl30Ba Ha OPYro BHYTPEHHWIA UMW BHELLHWUIA

Homep. IP-TenedoHbl N03BONAT abOHEHTY OCYLLECTBNSATL Nepeagpecaumio CamocTosTeNbHO, 6e3 NomoLLu onepartopa.

4 dukcuposaHHas Tenedoxus - VolP  (Voice-over-Internet Protocol) - pelueHve Ans TenedoHum, Npu KOTOPOM rofoc nNepeaaeTcs no ceTv nepeaayum AaHHbIX (MHTepHeT)
C UcnonL3oBaHnem VIHTepHeT-npoTokona.

5 BupTyarnbHas TenedgoHHas CTaHuus - crieuuarnbHbii cepsep, pacnonoxerHsin B LIO[ Baltneta u npegHasHaueHHbIn AN 06paboTku U 3aBEpPLUEHUST BHYTPEHHNX 1
BHELLHWX BbI30OBOB.

5 FopoacKom (BHELIHUI) TENEMOHHbIM HOMEP - 3TO reorpacUyecknin UM MOBUIbHBIN TENEdOHHBIN HOMEP, UCMOMNb3YEMbIN B €4MUHOI 30He TENeOHUN B HALMOHATBHOM 1
rnobanbHoM maclutabe.

7 BHYTPEHHUI1 (KOPOTKMI) TENEOHHbBIN HOMEP - TENEdOHHBIN HOMEP, NPeAHa3HaYeHHbIN UCKMIOUYUTENBHO AMNS UCMONb30BaHMS KOHKPETHOM KoMMaHuern 6e3 Bobixoga 3a
npefenbl BHyTpeHHeh TenedoHHON ceTn KOMNaHuu.
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'pynna 3BOHKOB - 06beANHEHNE BHYTPEHHUX HOMEPOB KOMMNaHWW B OAHY rpynny ¢ BO3MOXHOCTbLIO NepexBaTta BXOASLUMX BbI30BOB
C HOMEPOB, BXOASLLMX B Ty Xe rpynmny.

3aka3 1 MpPOCMOTP pacnevaTok 3BOHKOB 8 - 3TO cneuvanuavpoBaHHOE MPUIOXEHWe AN 3akasa W NpocMoTpa pacneqaTok
MNCXOASLLMX BbI30BOB 3@ OTYETHbIN NeproA.

[eTanbHblii 0TYET 0 3BoHKax (CDR) - cneyuanuanpoBaHHoe NpUnoXeHne Ans NpocMoTpa AeTarnbHOro otyeta 060 BCex MCXOAALLMX
N BXOASALLMX BbI30BaX.

Voicemail - BO3MOXHOCTb Af151 3BOHSILLErO OCTaBUTb COOGLLEHME, HE AOXOaBLUMCL OTBETa. YBegomneHue OyaeT 3anucaHo u
OTMPaBNEeHo Ha 3a4aHHbIN aApec SNEKTPOHHOW NOYTbI KOMMaHUK.

MapLupyTusaumsa BXOASLLMX BbI3OBOB - 06paboTka 1 MapLUpyTVU3aLIMs BXOASLLMX BbI30BOB B COOTBETCTBUM C 3aaHHOW NTOTMKOM.
Interfax - BUpTyanbHbIN hakCUMUIbHBIN annapat, NO3BOMALMIA NPUHUMATL hakCbl Ha ANEKTPOHHY0 noyty. OTnpaBka dakcoB
OCYLLECTBIIAETCA C NMOMOLLbIO CneuuansHOM Nnporpammbl.

KoHdepeHu-3an (B ocduce n BHe odwuca) - BUPTYyanbHbIN KOHMEPEHL-3as, NO3BOMSAIOWNIA OCYLLECTBNSATE ayANOCBA3b MEXAy
HeCKONbKMMM aBOHEHTaMK. YUYaCTHUKMN BbI30Ba MOTYT HaXOAMUTLCS B CETSIX Pa3HbIX OnepaTopoB.

NHavBuayanbHbIN TapudHbIA nnaH - Ycnyra, no3sonsiowias 3akasaTb Tapudbl Ha 3BOHKW, COOTBETCTBYHOLME NOTPeBHOCTAM
BaLLen KoMNaHuu.

DISA (onsi 3BOHKOB 3a rpaHuLly) - BUPTyanbHbI JIMTOBCKMI HOMEP, NO3BONSAOLLMIA 3aKa3uuKy 3BOHUTb C MOBUbHOro TenedoHa 3a
rpaHuy Yepes ceTb Baltneta.

DISA (ans 3BOHKOB M3-3a pybexa) - BUpPTyarnbHbIi HOMEP MHOCTPAHHOrO rocyAapcTBa AN 3BOHKOB M3-3a pybexa yepes ceTb
Baltneta.

700b1i HOMEp - 3TO NIUTOBCKWIN BOCbMU3HAYHbBIV TENEeOHHbIM HOMEp, NepBble Tpu Lndpbl koToporo - 700.

800bIN HOMEP - 3TO NIUTOBCKUI BOCbMU3HAYHBIA TENEeMOHHbLIN HOMEP, nepBble TP Lmndpbl koToporo - 800. Bxoasiine 3BOHKM
onna4nsatoTcs nonyvarenemM Ycnyru no Homepy n 6ecnnatHbl Ans ero 3aKka3ymkos.

900bIM HOMEp - 3TO NIMTOBCKUIA BOCbMU3HAYHbIN TENEMOHHBIM HOMEp, nepsble Tpy umdpbl kKoTtoporo - 900. Homep TenedoHa ¢
NOBBbILLEHHbIM TapUoM.

3apybexHblii HoMep - BUPTyarbHbI HOMEP B APYroin CTpaHe, NO3BONSOLLMIA NPUHUMATL BXOAALLME 3BOHKM.

WHTepakTuBHOe MeHto IVR - VIHTEpakTUBHOE MEHI0 (Takke U3BECTHOE Kak 3MEKTPOHHbIN CeKpeTapb) NPefoCTaBMseT 3BOHSLLEMY
3apaHee 3anncaHHoe MeHIo 1 No3BoNseT BbIOpaTh, KyAa Aanblle HanpaBWUTb €ro 3BOHOK, UCMOMb3ys HOMepa KnaBuaTypbl.
3anuncb pasroBOPOB - 3aNMCb BXOAALLMX W/ NCXOASLLMX BbI30OBOB Ha CTaHLMUN.

Pernctp 3BOHKOB - Npunoxexue, nossonsiowiee cobupaTb M aHanManMpoBaTb CTAaTUCTVKY BXOASLLMX BbI30OBOB MO AaTe U BPEMEHMU,

rpynne onepartopos, OTAeNbHbIM onepaTtopam, OTBE4YEHHbIM 1 NponyLleHHbIM Bbi30OBaM.

18.5 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)
NPEAMNONATAEMOE
CTAHOAPTHbBIE PABOTbI / BAMEHA BPEMA NMPUMEYAHUE
BbINONHEHUA
dopmmpoBaHue otyeta no 800-01 NuHUK 30 MuH. -
PaboTa onnayvBaeTcst N0 NO4acoBOW CTaBKe
dopMUpoBaHKe OTYETa O 3BOHKAX MO Monb3oBaTensM/HoMepam 30 MuH. "[lononHutenbHble paboTbl”.
YpaneHue 3anucer pasroBopos 30 MuH. -
M3meHeHwue rpynn nepeeoga BbizoBoB PBX 30 MuH.
HacTtpoiika ouepeam (1 ovepenp) 30 MYH.
Moaudukaums 3Byko3anucu (M3ameHeHne/obpesaHne opmata) (1 -
[0pOXKa) 30 MUH.
CwmeHa noytoBoro siwyka Interfax (Hylafax) 30 MUH.
M3meHeHwne 3BykoBon gopoxku VR (n3ameHeHmne 1 3anucu) 30 MUH.
M3meHeHune koHdpurypauum IVR (Ha ypoBHe rny6uHbl 1) 30 MUH.
M3meHeHve nocneaoBaTenbHOCTY 3BOHKOB (0AHa -
nocnegoBaTenbHOCTb) 30 MUH.
Vi3ameHeHve umeHn TenedgoHa Ans 0gHOro yCTponcTea 30 MUH.

8 PacneyaTka 3BOHKOB - umncpoBoe npeacTaBneHne MHpopmaLm 0 BCeX BHELLHMX 3BOHKaX, KOTopble Gblny caenaHbl (Ha KOTopble OTBETUMM) 32 OTHYETHbLIN NepuoA,.
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PaboTa onnayvBaeTcsi o NO4acoBOW CTaBKe
"OononHutenbHble paboTbl”.
MogroToBka pacneyaTtky no BXogsLWMM 3BOHKaM 30 MUH.
Pabota onnayvBaeTcsi N0 NO4acoOBOW CTaBKe
"[ononHutenbHble paboTbl".
MoproToBka pacneyaTky No UCXOOSALLMM 3BOHKAM 30 MUH.
PacLumnpeHve amckoBoro npoctpaHcTea PBX 30 MuH.
HacTpoika knaBuatypbl TenedoHa (nepenporpaMMmpoBaHune -
KHOMOK) 30 MUH.
MpepocTaBnexHne gocTyna K AUPEKTOPUN 3anmcelt pasroBopoB 30 MuH.
MpepocTaBneHne NOACOEANHEHUS K AUPEKTOPUMN 3anucen -
pa3roBopoB 30 MUH.
YcTaHoBUTb Nepeagpecaumto (ans 1 Homepa) 30 MyH.

18.6  OPYIVE YCNOBUA

18.6.1 T[lo xenaHuo 3akasunka Baltneta MoxeT HanpaBuUTb NMMCbMEHHbLIN 3aMpPOC APYrMM ornepaTopam CBSA3K O NepeHoce TenegoHHbIX
HomepoB 3akasuvka B ceTb Baltneta. Mo 3anpocy Baltneta moxeT npegoctaBute HOBble HOMEpa CTaLMOHAPHBIX U MOBUIBbHBIX
TenedoHoB B Jlutse u 3a pybexom.

18.6.2 [pu NoaKMioYeHUN YCnyr 3anmcu pasroBopos komnanus Baltneta xpaHut 3anvcu 3a nocnefgHue 6 mecsues.

18.6.3 [locne npuoctaHoBkM Ycnyru komnaHust Baltneta 065a3yeTcst B TeueHne 2 pabounx gHew yaanute HOMep MobunbHoro TenedoHa
3akasuvka ¢ JaHHbIMW. [laHHble yaansoTes U3 pesepBHbIX Konuii 63 BO3MOXHOCTU BOCCTAHOBIIEHUS B TeYeHUe 7 KaneHaapHbIX
OHen unun paxbLue no TpeboBaHuio 3akasyuka.

18.6.4 KomnaHus Baltneta ny6nukyeT cBom Tapudbl Ha 3BOHKM B VIHTepHeTe no agpecy www.balt.net/sutartys .

18.6.5 TapwudHble nnaHbl pacnpoCTPaHSTCA Ha UCXOASLLUME 3BOHKM Ha HOMepa cTpaH EBponenckoii aKoHOMUYeckol 30Hbl (cM. EEA
Caller ID). 3BoHKM Ha HOMepa, HaxoasLmecs 3a npegenammn ES3, onnaunsatotca nNo oTAensHOMY TapudHOMyY nnaHy. Tekywias
Bepcusi 4OCTyNHa no agpecy www.balt.net/sutartys.

18.6.6 3BOHKM Ha npemuarnbHble HOMepa TapuduumpyloTcs no Tapudgam, YCTaHOBMEHHbIM onepatopamu. AkTyamnbHble Tapudbl K
AeVicTByloLLast Bepcus Mybnukytotcst Ha caiite www.balt.net/sutartys nnu 3akasunk nHopmMmupyeTcsi 0 CTOMMOCTM 3BOHKA BO BpeMst
pasrosopa.

18.6.7 [paBunbHbIi Homep TenedoHa ( Caller ID) rapaHTupyeTcst Tonbko B ceTu Baltneta.

18.6.8 Tepenaya DTMF-curHana Ha MHOCTpaHHbIE HOMEpa rapaHTMpyeTCsl TONbKo B ceTu Baltneta.
19 NPABWNA NPEOOCTABINEHUA YCNYI TELLQ MULTI
19.1 OMNPEJENEHME YCNYT TELLQ MULTI

Tellg Multi - 3To MHOrokaHanbHas KOMMyHUKaLMOHHasA nnaTgopma, Bkoyatolas B ceba TenedoHnto, ynpasneHe 3anpocaMmu no 351eKTPOHHOM
noyTe M MrHOBEHHbIMU COOOLLEHUSMU, OCHOBaHHAsi Ha OGNAaYHbIX BLIYUCIIEHUSIX U NULEH3Upyemasi Mo COOTBETCTBYIOLEMY KaHany CBSi3U U

KonmM4yecTBy nonb3oBatenei. CctemMa AoMmkHa pasnuyaTh areHta v agmuHucTpartopal®.

19.2  OBBEM YCNyr

19.2.1 OTBeTCTBEHHOCTb 3a MpaBUMbHOE (YHKLMOHMPOBAHWE W KayecTBO nporpaMmmHoro obecneveHusi Tellg HeceT CTOPOHHWUI
paspaboTunk nporpammHoro obecneverust Tellg - UAB ,Debesy verslas®“. Baltneta npegoctaBnsieT BO3MOXHOCTb NpuobpeTeHunst
[aHHOro nporpammHoro obecnevenus kak Ycnyru, obecneuvBaet nocpegHuydectso mexay 3akasumkom n UAB ,Debesy verslas®,
OoTBeYaeT 3a NpoLeCcChbl NPeoCTaBneHNs YCNyrn 1 KOHTPOSIb BbINOHEHNSt (DMHAHCOBLIX 06A3aTEeNbLCTB.

19.2.2 B cnyvae wuHTerpaumm cuctembl Telly ¢ nporpammHbiM obGecneyeHnem/cucTeMaMmn TPEeTbUX IUL, OTBETCTBEHHOCTb 3a
3KCnyaTauuio Takoro NporpaMMHOro obecneveHns/cucTem HeceT 3akasyvk UNn ero CTOPOHHSA opraHu3aums, obcnyxvsaroLlas
Takoe obopyaoBaHve. Baltneta He ocywiecTBnseT ycTaHOBKYy, OGHOBMEHWE, HACTPOWKY WNW aBapuiiHOe BOCCTaHOBMEHWe
nporpaMMHoro obecneveHms 3akasuuka.

19.2.3 Ycnyra Tellg Multi He BkmtoyaeT B cebs ynpasneHve obopyaoBaHnem 3akasuuka.

19.2.4 PaboTtbl no paspaboTke nporpammHoro obecneveHus, paclumpsitowero yHkumoHansHoctb Tellg no xenaHuo 3akasuuka, He

SABMNSAOTCS YaCTbiO JAHHOMN ycnyrm, HO B HEKOTOPbIX Clny4asax MoryTt ObITb BbINOMHEHbI KaK AOoNoNHUTEsNbHbIE paGOTbI B COOTBETCTBUA

© PaBouee MecCTo areHTa - BUpTyanbHoe paboyee NpoCTPaHCTBO Ha MHOTOKaHAMNbHON KOMMYHWUKALMOHHO NnaTdopMe C OrpaHUYEHHbIMU MPUBUTIETVSIMU.
19 PaBouee mecto agMmuHncTpatopa (Teamleader) - BUpTyanbHoe paboyee MeCTO A MHOTOKaHarbHOM KOMMYHUKALMOHHOM MiaThopMbl C PacLIMPEHHLIMU NpaBamm
KOHPUrypUpOBaHus.
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¢ Tapudamu, yctaHosneHHsimn UAB ,Debesy verslas*.
KomnaHus Baltneta 06s13yeTcst npefoctaButh 3akasunky UHCTPYKLMKM NO UCMOSb30BaHUIO NporpaMmHoro obecnevexus Tellg.

Ayamosanuncy pasroBopoB M 3NEKTPOHHbIX nuceM, livechat, npunaraemele dannel MSG (attachments) xpaHsitcs B Tellg go 180

OHen.

MOOYNN N XAPAKTEPUCTUKW TELLQ:

19.3.1
19.3.2

19.3.3

19.34
19.3.5

19.3.6

Tellq Calls - 3T0 MoAynb MHOroKaHanbHOM KOMMYHWUKALMOHHOW MnaTdopmbl A5 06paboTki NOTOKOB BbI30OBOB.

Homepa, coegnHeHns 1 MUHYTbI (Tapudbl), HEOBXOAUMbIE ANS OCYLLECTBNEHNS DYHKLMN BbI30Ba, HE BXOAAT B COCTaB Ycnyru u
MOryT ObITb 3aKasaHbl kak oTAefibHble Ycnyrn TenedoHun Baltneta. ®yHKUMOHaNbHbIE BO3MOXHOCTU W OrpaHUYeHns Ycnyru

TenedoHNM onpefeneHsl B Npasuna npegocTaBneHnst 4aHHoN Yenyru.

DyHKUMOHaNbHblE BO3MOXHOCTM Mogyns Tellg Calls:

Bbibupaemoe konnyectso pabounx MecT Anst afAMUHUCTPATOPOB.

He orpaHnyeHHoe konn4ecTBo pabounx MecT areHToB.

KonunyectBo BHELUHUX HOMEPOB He OrpaHn4yeHo.

BupTyanbHbll TenedoH - YacTb nporpammHoi nnatdopmbel Tellg, A4OCTYN K KOTOPOW OCYLLECTBRSETCS Yepe3 MNpUnoxeHue,

(hYHKLMOHANBHOCTb KOTOPOTo NO3BOJISeT 3aka3uuky NPUHMMATL 3BOHKM 1 COBepLUaTh UCXOASILLME BbI30BbI Yepes ceTb Baltneta.

YnpaBneHue nepepbiBamy areHTOB - YacTb NporpammMHoii nnatdopmbl Tellg, no3sonstoLas areHTam BbibrpaTth TN NepepbiBa Npu

BbIXOJ€e 13 aKTUBHON o4yepenu, nnbo u3 cnucka nepepbIBOB MO yMon4aHuto, nmbo 13 cnucka, 3agaHHoro 3akaszymkoM.

MOHWUTOPUHI COCTOSIHWSI areHTOB B PEXMME pearibHoro BpemMeHu SIBMSIeTCS YacTbio nporpammHoii nnatgopmbl Tellg, koTopas

Nno3BonsieT aAMUHUCTPATOPY LieHTpa 3BOHKOB OTCMEXMUBaTb AOCTYMHOCTb areHTOB B Nt060 MOMEHT BpeMEHN.

PervicTp 3BOHKOB areHToB - 3TO YacTb MporpammHoil nnatopmbl Tellg, koTopasi No3BoNAET agMUHUCTPATOPY LEHTPa 3BOHKOB
aHanMaMpoBaTh 3arpyeHHOCTb M 3PEKTUBHOCTL PaboThl OTAENbHLIX areHToB, a Takke MpocMaTpuBaTh MNPUHATHIE,

BbIMOJSTHEHHbIE N NPONYyLEeHHble 3BOHKWU.

OcCHOBHasi aHanuTuyeckasi OHMalH-NaHemnb SBMASETCA YacTblo nporpamMmMHon nnatdopmbl  Tellg, koTopasi nossonseT
aaMUHUCTPATOPY LIeHTpa 3BOHKOB OMLMOHANbHO NPOCMaTpUBaThL CTPYKTYPUPOBAHHYO MHGOPMaLMio 0 paboTe areHToB AaHHOro

LieHTpa, BXOASALLMX U UCXOAALLMX 3BOHKAX.

O6LWKMI >XypHan 3BOHKOB SIBMSIETCS YacTblo NporpammHoi nrnatdopMsl Tellg, koTopas no3BonsieT aaMUHUCTPATOPY LIeHTpa 3BOHKOB
aHanuaupoBaTb 3arpyXeHHoCTb U 3pekTMBHOCTL paboTbl areHToB, a Takke MpocMaTpMBaTb KOMMYECTBO MPUHSTHIX,

BbIMOMHEHHBIX W MPOMYLLEHHBIX 3BOHKOB B paspese ovepeaen.

OTyeTbl 0 nponyLeHHbIX 3BOHKax 1 crny4vasx, Korga nepe3soHunm

Basa pgaHHbIX KOHTaKTOB - 4acTb nporpammHoi nnatdopmel Tellg, npeactaensowas cobon BHyTpeHHow dyHkumio CRM ¢

I/ICTOpVIeVI KOHTaKTa, KOMMEHTapuaMu K pasroBopam, Teramuv n 3anncamun.

3annch BXOASALMX U UCXOOSLLMX 3BOHKOB (XpaHuTcs Ao 180 aHen).

DYHKUMSA yaepaHus - YacTb NporpamMmHoi nnatopmbl Tellg, no3sonsioLasi nepeBeCTU BXOASLLMIA 3BOHOK B PEXUM YAEPKaHNS.

MNepeappecauys BbI30Ba - YacTb NporpammMHon nnatgopmbl Tellg, nossonsioLlas nepeagpecoBaTh BXOASLIMIA 3BOHOK Ha ApYroro

areHTa v BHeLWHUN HOMeEp.

AHannTMKa 3aHATOCTM areHToB U nepepbiBOB - 4acTb I'IpOFpaMMHOVI I'IJ'IaTCbOprI TeIIq, nos3sondwLlias aHannusnpoBsaTtb TUMbl

nepepbiBOB U 3aHATOCTU areHToB Ha OCHOBE CTaHOapPTHOro Unn 3agaHHoro 3akas3umkom crimcka.

I'IopTan CaMOOﬁCJ’Iy)KVIBaHVIﬂ -4acCTb I'IJ'IaTCbOprI TeIIq, roe agMMHUCTpaTop MOXET co3aBaTb U peaKTupoBaTh OYepenmn areHToB,

JOTUKY MHTEPAKTUBHOIO royioCoOBOro MEHK0 (|VR), AKTUBHOCTb areHToB, CUCTEMHbIE NMONA, pefakTupoBaTb ayanosannucu n 17.4.

C03,ClaHI/Ie n ynpasneHue 06paTHbIMI/I 3BOHKaMW - q)yHKLWIFI 3anpoca 3BOHKa, No3BondwLllas areHTy co3fatb HanoMunHaHue ansa

cebs nnu APYrux areHToB LieHTpa O 3BOHKe 3akasuuka.

®dyHkums Click to call - dpyHKUMS MHULMMPOBaHNSA BbI30Ba, NO3BOSISOLLASA HAYaTb PA3roBOP OAHUM LLEMNYKOM MbILN 13 Bpaysepa.

OT4eTbl 0 NPOAYKTUBHOCTU areHToB.

OTyeTbl 3aKa3bIBAOTCS OTAENLHO B COOTBETCTBUM C MHAMBUAYanNbHbIMY TpeboBaHusaMN 3akasunka.
Tellg Inbox - 370 MOAYNb MHOrOKaHaNbLHON KOMMYHWKaLIMOHHOW NnaTgopMbl A4S yNpaBneHns SNeKTPOHHOW NOYTON.

Mogynb Tellg Inbox He sBnseTCcs camoCTOATENbHBIM NOYTOBbLIM PELLEHWEM, OH TpebyeT Hannyma No4ToBoro 3akasyvka no BeIGopy

nonb3oBaTens v akTueauun npotokona IMAP Ha noyToBOM cepBepe.

PyHKUMOHaNbHbIE BO3MOXHOCTU Mogyns Tellg Inbox:

BbiGupaemoe konnyectso pabounx MecT Anst afAMUHUCTPATOPOB.

He orpaHuyeHHoe konnyecTBo pabounx MecT areHToB.

pynnupoBka pas3nuyHbIX KaHaMoB.

. YHpaBneHme areHtamMmu rno Bcem KaHanam.
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CraHgapTusmpoBaHHble oTBeThI (templates).

YnpaBneHue Teramu (tags).

Bo3MOXHOCTb pa3nuuHbIx nognucen (signatures).

[enernpoBaHune/Ha3HavYeHne 3anpocoB.

KoMmeHTapum K BHyTPEHHUM KOMMYHUKaLMAM B KOMaHAE.

MHdopmaLumsi o nctopmm paspeLleHnn 3anpocoB.

LleHTp yBegomnenui (notifications).

KaTeropuu 3anpocos / ounbstpaums.

Mowck no kntoyeBbIM cnioBam (keywords).

KonnuecTBo 1 cTaTyC HOBbIX/CYLLIECTBYIOLLMX 3aMPOCOB.

CpefHee BpemMs OTKNVKa/paspeLLeHust.

WHavBuayanbHasi oLueHka areHToB.

KonunyecTBeHHble nokasaTenu 3anpocoB Mo KaHanam CBSA3W.

KonunyecTBeHHble nokasaTtenu Ans kaTeropuii (Teros).

XpaHeHvie BNOXeHWii 3NeKTPOHHOM MoyTkl B TedeHne 180 aHen.

Tellg Chat - 310 MoAynb MHOroKaHanbHOM KOMMYHWKaUMOHHOW nNnaTdopMbl Ans ynpaBfieHnss OOMEeHOM MrHOBEHHbIMU
coobLLeHnsaMM B yaTe.

YcTaHoBka u 6ecnepeboriHas pabota moagyns Tellg Chat TpebyeT nHTerpaumm Yactn NPorpaMMHOro koga Ha canT 3akasuuka. Ha
OCHOBaHUM 3ToW Ycnyrn 3akasuuky npefoctaBnsieTcs YacTb NPOrpaMMHOro koda, M 3akasvuk HeceT OTBETCTBEHHOCTb 3a ero
yCTaHOBKY, 3a KoTopyto Baltneta oTBeTcTBEHHOCTU HE HeceT.

DyHKUMOHanbHble BO3MoXHocTh moaynsa Tellg Chat:

Bbibrpaemoe konuyecTtso pabounx MecT Ans aAMUHUCTPaTOPOB.

HeorpaHuyeHHoe konm4ecTBo paboymx MEeCT areHToB.

MnarvH yata ans Bawewn cTpaHnLbl.

KaTteropuu 3anpocos (tags).

[enernpoBaHune/HasHaveHne 3anpocos.

KoMMeHTapuu K BHyTPEHHUM KOMMYHUKaLMAM B KOMaHAe.

LlenTp yBegomnenui (notifications).

XpaHeHue BroxeHun (attachments) B Teuenve 180 gHen.

19.3.10 Tellg MSG - 3T0 MOAYIb MHOTOKaHanbHOM KOMMYHUKAaLMOHHOM MnaTdopMbl AN agMUHUCTPUPOBaHKA YaToB B Facebook-akkayHTe

3akasuuka.

19.3.11 Tellg MSG tpebyeT Hanunuus y 3akasuuka akkayHTa Facebook B Bepcum Business.

19.3.12 DyHKUMOHanbHble BO3MOXHOCTM Moaynsa Tellg MSG:

19.3.13

19.3.14
19.3.15

Bbibrpaemoe konuyecTtBo pabounx MecT Ans aAMUHUCTPATOPOB.

HeorpaHuyeHHoe konm4ecTBo paboymx MEeCT areHToB.

MnarvH Facebook Messenger ans Bawen ctpaHuubl .

Bo3MOXHOCTb NMPOCMOTPa U yrnpaBneHus 3asekamu, noctynarowmmmn Ha Messenger B Facebook-akkayHT koMnaHum B cucteme
YnpaBneHue Teramu (tags) BXOAALLMX 3anpoCcoB, NEPCOHanNM3aLms 3anpocos.

Py4Hoe 1 aBTOMaTU3MpOBaHHOE (MO OMNMCaHHbLIM NpaBunamM) AenermpoBaHne/HasHavyeHue 3afaqy apyrvm areHtam.

Bo3moxHOCTb 06aBNeHNs KOMMEHTapus K 3asiBke Ans BHyTPEHHEW KOMMYHMKaLMU BHYTPU KOMaHAbI.

B0O3MOXHOCTb OTMETUTL APYroro areHTa Ans CBs3M B KOMMEHTapUU K 3anpocy.

NHdopmaumsa no nctopumn paspeLleHnm 3anpocos.

LleHTp yBegomneHuin (notifications).

XpaHeHuve Bnoxenuit (attachments) B Teuerune 180 gHein.

Tellg Chatbot - ato nnarmH mopyns Chat cuctembl Tellg, npegHasHayveHHbIn ANS NOAAEPXKKM aBTOMAaTU3MPOBAHHOMO
KpYriiocyTo4HOro obLeHuns ¢ 3aka3ymMkamm Ha OCHOBE AepeBa Xenaemoro Bbibopa, KoTopoe MOXHO Nerko co3faBaTh U U3MEHSATb
B camoobcnyxvBaHuy nrnatgopmel.

Tellg Chatbot moxeT ncnons3osaTtbcsa Tonbko ¢ mogynem Tellg Chat.

Mopgynb siBnsieTca caMoobCnyXuBaHWeM, ynpaensieTcs 3akas3dyuMkoM, MOXET paboTaTb KpyrfiiocyTOYHO, MO3BONSET cO3aaBaThb
WHAMBMAYaNbHbIE anropuTMbl paboTbl YaT 60Ta Ha pa3HbIX CTpaHULax calTa Unu NnepeHanpaenaTb 3anpoc, NocTynaLwmn Yepes

4ar, KMBOMY areHTy.
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19.3.16 Xpanunuiue ayanosanucen Tellq (180+)

19.3.17 Xpanunuwe aygnosanucen Tellg (180+) - gononHuTenbHas yHKLMOHaNbHOCTb, NO3BONSAOLWANA XpaHUTb ayanodaiinbl 3BOHKOB

6onee 180 gHen.

19.3.18 Xpanunuwe ayguosanucen Tellg (180+) BknovaeT:

e HeorpaHu4eHHbI CPOK XpaHeHus ayanodaiinos B LeHTpe 0b6paboTkm aaHHbIx Baltena Tier3.

PasmelueHne ayamodaiinos Ha SFTP-cepsepe.

[ocTyn k ayanodpaiinam BO3MOXEH TOMbKO C NpaBamu goctyna AoMmuHuctpaTopa (Teamleader).

Mepuogunyeckoe TeCTUpoBaHME cUcTeMbl 6e3onacHOCTH.

PesepBHble konuv 3anucen (oenarTcs pas B CyTKU U XpaHATCS 40 7 OHEN).

MepBoHavanbHbI TapudHbIn nnaH BritodaeT 100 ' gnckoBoro npocTpaHcTBa Arst XpaHeHUst hainsos.

HononHutensHas emkocTb 3anvcy 100 B ana xpaHeHns dannos NpegocTaBnseTcs no 3anpocy.

19.3.19 Tellg NPS Calls - moaynb MyrnbTUKaHanbHOW KOMMYHMKaLMOHHOM nnatgopmbl, NpeaHasHadYeHHbI Ans OLEeHKW KavecTBa

ob6cnyxuBaHnsa TenedOoHHbIX 3anpocoB, obpabaTbiBaeMblx 3akas3ynkoM ¢ noMoLlsbio SMS.

19.3.20 dyHkumoHanbHble Bo3moxHocTu Tellg NPS Calls:

HeorpaHuyeHHoe konuyecTBo SMS-coobLyeHuWi.

McnonbayeTcs Tonbko ¢ mogynem Tellg Calls.

[ononHutenbHas onnarta B 3aBUCUMOCTM OT (DaKTUYECKOro KonmMyecTBa OTNpaBeHHbIX COOOLLEHWIA 3a TeKyLLUA MecsiL.

Onuus BbIGOpa TekcTa.

B0o3MOXHOCTb BbIOOPa OLIEHKN KOHKPETHOrO areHTa.

B03MOXHOCTb BbIOOPa OLLEHKN KOHKPETHOWN TeNedOHHON NUHNN.

10-6annbHas cuctema OLEHKU.

Bbi6op AnanasoHa oueHkn obpabaTbiBaeMbIX BbI3OBOB.

Bbi6epuTe TN 06paboTaHHOro 3BOHKA - MOXHO OLIEHWUTb BXOASLLMNE, UCXOASALLME U Bce 0bpaboTaHHble 3BOHKM.

BblgensieTcss oTAenbHbIn Homep.

19.3.21 Tellq NPS Tickets - 970 Mogynb MHOroKaHanbHOW KOMMYHUKaLMOHHOM MnaTdopMbl AMs OLIEHKU kayecTBa 0bCnyxunBaHus 3anpocos

3akasuukos, Tellg Inbox u Tellg Chat.

19.3.22 dyHkumoHanbHocTb Tellg NPS Tickets:

e Tonbko Ans ucnonb3osaxus ¢ Tellq Inbox n/unmn Tellg Chat Module.

o ViHamemayanbHbii Teke NPS 3anpoca.

e ABTOMaTU4ecKkasi OTnpaBka COOBLLEHUSI MO NEKTPOHHOM NoYTe UK B YaT nocne obpaboTku 3anpoca.
e BO3MOXHOCTb OCTaBUTb KOMMEHTapuii Ans 3akasuuka.

o OtobpaxeHue oueHkn NPS B xxypHanax Tellg Inbox n Tellg Chat.

e BO3MOXHOCTb BMaeTb koMMmeHTapuii 3akasunka NPS B xypHanax Tellg Inbox u Tellg Chat.

19.3.23 Tellg SMS - 310 hyHKLMOHANBHOCTb MHOrOKaHaNbHOM KOMMYHUKaLMOHHOW nnaTdopMbl ans 3akasymkos ¢ mogynem Tellg Calls,

KoTOpasi no3sonsieT oTnpaensATe SMS o, Bo Bpemsi unv nocne 3BoHka 3akasdvkam B Tellq.

19.3.24 dyHKUMOHanbHblE BO3MOXHOCTM Moayns Tellg SMS:

e HeorpaHuyeHHoe konunyectBo SMS-coobLeHuiA.

o [lornonHuTenbHas onnarta B 3aBUCMMOCTU OT (haKTUHECKOro KONMYecTBa OTMPaBIieHHbIX COOBLLEHMIA 3a TEKYLLMIA MeCsIL.

e Onuus BbIbOpa TekcTa.

e Onuus Bbibopa Sender ID.

e API (aHrn. Application Programming Interface) - nitepdernc npmvknagHoro nporpamMmmypoBaHusi, no3sonstowmin nnatgopme Tellg
B3aMMOLENCTBOBATb C CUCTEMAMU/MPUIIOXKEHNAMU 3akasumka 1 nonyyaTb AOCTYN K UX (PYHKLMOHANbLHOCTM UM 06MeHMBaTbCS C

HUMW OaHHbIMW, NOCce npoBeaeHns OONONMHUTENbHbIX pa60T no nporpamMmmMmnpoBaHuto.

TEXHUYECKWVE PEKOMEHOALINA M TPEBOBAHUA

19.4.1 TlocnefHve TeXHUYECKUE ykasaHus M TpebGoBaHWMS MOXHO HaiTu mno aTol ccbiike: https: //help.tellg.io/docs/techspecifikaciju-

atmintine.

1942 B crny4ae nossJfieHUA HOBbIX TEXHUYECKNX Tpe60BaHVIl7I Mbl He3amMeannTesrlbHO I/IH(.‘bOpMI/IpyeM Hawmx 3akasymkoB Mo KOHTaKTam,

YKa3aHHbIM B UX 3akasax.

3AMPOCHI NO CTAHOAPTHOW YCIYTE (RFC STANDARD)
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CTAHOAPTHbIE PABOTbI / NPEONONATAEMOE BPEMSA
3AMEHA BbIMONHEHUA PABOT MPUMEHAHNE
Mopudmkaums pecypcoB B cucTemMe MHULMUPYET HOBbIN 3akas.
Heobxoammo obpaleHve B komnanuto Baltneta. Mocne
noanucanus 3akasa nameHeHusi nponssoast UAB “Debesy
[o6aBuTb OONOMHUTENBHOIO areHTa 30 MUH. verslas”
Mopudmkaums pecypcoB B cucTemMe MHULMUpYeT HOBbIN 3akas.
Heobxoammo obpalleHve B komnaHuto Baltneta. Mocne
noanucaHusa 3akasa nameHeHusi nponssoast UAB “Debesy
[o6aBnTb AOMNOSHUTENBHLIA HOMEP 30 MUH. verslas”
MN3meHeHne meHn nonb3oBartens Ans
O[HOro areHTa 30 MuH. M3ameHeHuns BHocut UAB “Debesy verslas”
MN3meHeHne nocnegoBaTenbHOCTH
3BOHKOB (O[JHa NOCNEA0BaTeNbHOCTb) 30 MuH. MameHeHus BHocuT UAB “Debesy verslas”
3anwuck npegocTaBnsieTcst 3akasynkom Unu MoxeT BbiTb
M3meHeHmne 3BykoBon gopoxku VR 3akasaHa vepe3 Baltneta. MameHeHus sHocut UAB “Debesy
(n3meHeHve 1 3anucu) 30 MUH. verslas”
M3meHeHne koHdurypaumm IVR (Ha
ypoBHe rny6uHbI 1) 30 MUH. MameHeHusa BHocuT UAB “Debesy verslas”
YcTaHoBuUTb nepeaapecaumio (ans 1
HoMepa) 30 MuH. MameHeHus BHocuT UAB “Debesy verslas”
HacTponka oyepeamn 30 MuH. M3ameHeHuns BHocut UAB “Debesy verslas”
Mopawndukaums pecypcoB B cUCTEME UHULMMPYET HOBbIV 3akas.
Heobxopummo obpalleHne B komnanuto Baltneta. Mocne
PacwupeHne gnckoBoro noanucanusi 3akasa nsmeHeHus npoussogsat UAB “Debesy
npocTpaHCcTBa 30 MuH. verslas”
YpaaneHue 3anucer pasroBopos 30 MuH. MameHeHus BHocuT UAB “Debesy verslas”
dopmupoBaHMe oT4eTa O 3BOHKaXx No
nonb3oBartensm/HomMepam 30 MUH. WNamenenuns sHocut UAB “Debesy verslas”

19.6  OPYIVE YCNOBUA

19.6.1 3anpocbl, cBA3aHHbIE C TexHWUYeckon YacTbio Yenyru Tellg Multi (nonb3oBaTenbckMe MHUMAEHTBI, YaCcTUYHblE MHUMAEHTBI, RFC-
3anpocsl, RFI-3anpocel), AomkHbI HanNpaBnAaTLCA MCKMoYMTENbHO No agpecy help@tellq.io. Bonpockl no ynpaeneHuio Ycnyrow
cnepyeT HanpaenaTb no agpecy helpdesk@balt.net.

19.6.2 LleHbl Ha Ycnyry Tellg nognexat nepecMoTpy M MOryT GbITb M3MEHEHbI B COOTBETCTBUM C [loroBOpoM Mexay koMnaHuei Baltneta
n UAB ,Debesy verslas® oguH pas B rog, B itHBape. HoBble LieHbl Ha NpefocTasneHne Ycnyr BCTynatoT B cuny ¢ 1 aHBaps.

19.6.3 Tlocne npuocTaHoBKM Ycnyrn komnaHus Baltneta 06a3yetcst B TedeHne 2 pabounx gHen yganute Homep MobunbHoro tenedoHa
3akasunka ¢ JaHHbIMU. [laHHble yaansoTcs U3 pe3epBHbIX Konuii 6e3 BO3MOXHOCT BOCCTAHOBIEHUS B Te4eHUe 7 KaneHaapHbIX

OHel unu paHblue no TpeGoBaHuto 3akasyuka.

20 NPABUNA NMPEOOCTABJIEHUA YCNYI GENESYS CLOUD

20.1 OMPEJENEHWE YCNYI GENESYS CLOUD

Genesys Cloud - aTo Beb6-6pay3epHoe nporpammHoe obecneyeHne Ans opraHusauuy, aBToMmaTusaumm, yrnpasneHus 1 KOHTPOrs paboTbl KOHTaKT-
LIEHTPOB M yNpaBneHuns KIMeHTCK1M onbIToM. Cuctema paccymTana Ha paboTy C pasfnnyHbIMU KaHanamu CBA3W.
20.2 OBBbEM YCNyr

20.2.1 Baltneta 3aka3biBaeT OT UMeHM 3aka3yuka ykasaHHble B 3akase nuueHsum Genesys Cloud, akTuBMpyeT nx OT MMeHu 3akasyvka n
nepegaet yrnonHOMOYeHHOMY npeAcTaBuTento 3akasuuka.

20.2.2 TlpowussoguTenb u paspaboTtymnk cuctemsl Genesys Cloud CX pa3meluaeT chyHKLMOHanNbHbIE Bo3MoxHOCTM Genesys Cloud CX Ha
o6LLefoCTyNnHOM caiTe, KOTOPbIA NOCTOSIHHO OoBHoBnsieTcsi. [ocrneaHuid CNMCOK NULEH3MOHHBLIX OMUMIA JOCTYNeH Ha caunTe
https://www.genesys.com/pricing/pricing-expanded#self-service.

20.2.3 KoHcynbTaummn, OOKYMEHTMPOBaHWE, COCTaBMneHue OT4yeToB unu nobble Apyrne paboTbl, CBA3aHHbIE C WHTErpUpOBaHHbLIMU
peLleHnsIMA TPeTbUX NUL, BbINOSHAIOTCA TOMBKO MO NpefBapuTeslbHOMY COMIacoBaHWMI0O B COOTBETCTBUMM C pacLeHKkaMu Ha
[OMonHuTENbHbIE PaboThbl, yka3aHHbIMK B HacTosiLeM JloroBope.

20.2.4 TNuueH3nm Genesys Cloud CX nmetoT orpaHnYeHHOe KONMM4eCTBO CECCUIA M PECYPCOB B MECSILL C UCMONb30BaHNEM (DYHKLMOHANbHbIX

BO3MOXXHOCTEW CUCTEMbI B COOTBETCTBUU C TUMOM, YKa3aHHbIM B 3akase. B Crniy4ae npeBbIleHna NoporoBbIX 3Ha4YeHui ¢ 3akasdnka
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B3MMaeTCs OMNoNHMTENbHas nnarta B COOTBETCTBUM C ...
20.2.5 OrpaHu4nBaeTCcs KONMYECTBOM CUCTEMHBIX CECCUI B MUHYTax M 06 beMOM pecypcoB (yka3biBaeTcs B 3akase):
e MecTo anst xpaHeHusi cpannos 'b B mecsu,.
o MuHyTbI B MeCSL, UCNONb30BaHUS 3BOHKOB AN CECCUNA.
o MuHyTbI ucnonb3oBaHmns IVR Ha oguH ceaHc B Mecs,.
20.2.6 3a npeBbllEHNE BPEMEHN CeaHca B MUHYTaX ¥ KONMYECTBa PECypCoB, ykadaHHbIX B GpOHMPOBaHUKW, B3MaEeTCst AOMNONHUTENbHAs
nnata:
. CroumocTtb nepepacxoga: 1 'b/Espo - 0,25 eBpo.
. LleHa 3a npeBbileHne pecypcoB: 1 yac/esp. - 0,08 Eur.
. CTonmMOCTb NpeBbILLEHNST pecypcoB: NpogomkuTensHocTb IVR-MeHto 1 Yac/esp. - 0,60 Eur.
20.2.7 MoxeT B3MmMaTbCs nrara 3a AOMNoNHUTENbHbIE CECCUM NPU YCTAHOBKE AONOMHUTENbHBLIX (OYHKLMIA MNW UHTErpaLuii
OPYTUE YCITOBUA
20.3.1 TlopgnucbiBas 3aka3, YNoONMHOMOYEHHbIN npeAcTaBuTenb 3akasvmka MOATBEPXAaeT, YTO Ha AaTy noanucaHus 3akasa OH
O3HaKOMUICA W NpuHUMaeT ycnosus [eHepanbHoro cornawennss Genesys Cloud, onybnukoBaHHOro Ha cawTe
https://help.mypurecloud.com/articles/global-genesys-cloud-service-terms-and-conditions/.
20.3.2 Ycnyra apeHgpl nuueH3unii Genesys Cloud CX perynupyeTtcsi SLA nocTaBLimka, C KOTOPbIM MOXHO O3HAKOMWUTbCS Ha canTte
nocrasLyka https://help.mypurecloud.com/articles/service-level-agreements/.
20.3.3 3akasuuky npepocTasnsaTca nuueHamn Genesys Cloud Ha cpok, ykasaHHbI B 3akase, KoTopble HeMeANeHHO akTUBMUPYIOTCS Ha
BECb CPOK.
20.3.4 3aka3uvK JOIHKEeH OMnnaTWTb roAoBYH NMULEH3MOHHYIO NnaTty, ykasaHHylo B 3akase, komnaHuu Baltneta ogHum us cnepytomx
cnoco6os.:
e BbinnauneaTb MOMHY CYyMMYy CpOKa B KOHLLe CpOoKa paBHbIMU MaTexamMun Kaxabli Mecs,.
o [lonHas onnata B TeveHne 30 KaneHAapHbIX AHEN C AaTbl BLICTABMNEHUS cyeTa.
o Ecnu 3akas pactopraeTcs no nHMumaTtnee 3akasymka paHblle Cpoka, ykadaHHoro B 3akase, 3akasymk 06513aH BbINNaTUTb KOMNaHUm
Baltneta ocTtaBluytocs HeonnavyeHHoOW 4YacTb yka3aHHOW B 3akase nnaTbl 3a MOMHbLIA CPOK WCMonb3oBaHus He nosgHee 30

KaneHaapHbIX AHEeW C AaTbl PACTOPXKEHWS.

NMPABWUIA NPEAOCTABJIEHUA YCNYI OBCNYXKMBAHUA GENESYS CLOUD

OMNCAHWME YCNYT OBCNY>KMBAHWA GENESYS CLOUD

Ycnyra conpoBoxzeHus Genesys Cloud - 3TO KOHCynbTauuu CepTUdULMPOBaHHBLIX creuuanucToB Baltneta nmo nporpammHomMy oGecneveHuto

Genesys Cloud, pacluvpeHue yHKLMOHaNbHbIX BO3MOXHOCTEN CUCTEMbI B COOTBETCTBUM C MOTPEBHOCTAMU 3akasurka B rpaHulax CUcTeMbl, a

TaKke BbINOMHEeHWe 3anpocoB Ha nameHeHus (RFC) unu sanpocos Ha uHdopmauwmio (RFI).

21.2

21.3

OBbEM YCnyr

21.2.1 Bnagenbuam Ycnyr no tTexHuyeckomy obenyxumanuio Genesys Cloud CX npegocrtaBnsieTcss IMMUT BpemeHn He Bonee 4 yacos B
MECSILL Ha KOHCYNbTaLMW TEXHWYECKUX CrneuuanucToB, 3anpocbl Ha usameHeHus (RFC), 3anpockbl Ha uHdgopmauuio (RFI).
Hewvcnonb3oBaHHblE Yacbl He MNEPEHOCHATCS Ha crneaywwuin mecau. B cnyyae npeBblleHWs 3annaHUMpOBaHHOIO BPEMEHU

nocnegywuiee O6CJ'|y>KV|BaHVIe onnavmeaeTca no TapmcbaM Ha OONOJTHUTENbHbIe paGOTbI, YKa3aHHbIM B HacTodLllem D,orosope.

21.2.2 KoHcynbTauum no dyHkumoHanbHoctn Genesys Cloud:

KoHcynbTaumy no Mcnonb3oBaHwio CYLLECTBYHOLLEN KOHUIypaLmu.

KoHcynbTaumy no M3MeHeHUsIM B CyLLIECTBYHOLLEN KOH(UTIYypaLmu.

KoHcynbTaumy no BHeAPEHMIO HOBbIX KOH(UIypaLuii.

KoHcynbTauus no npunoxenusam Ansa peiHka AppFaundry.

KOHCyJ'IbTaLlI/II/I N0 BO3MOXHOCTU UCMOJNb30BaHUA CyLLECTBYHOLLINX TNINLEH3UNA.

KoHcynbTaumm no Ucronb30BaHMio OTYETOB.

21.2.3 KoHcynbTauuu, AOKYMEHTUPOBaHWE, COCTaBMEHWE OTYETOB MMM ntobble apyrne paboTbl, CBsi3aHHbIE C WMHTErpUpOBaHHLIMK
peLleHVsIMA TPeTbUX UL, BbINOSHSIOTCA TOMbKO NO NpEeABapuUTENlbHOMY COMIacoBaHWIO B COOTBETCTBUM C pacLeHKkaMu Ha
OOMOMHUTENbHBbIE PaboThbl, yka3aHHbIMK B HacTosiLeM [loroBope.

3AMPOCHI NO CTAHOAPTHOW YCIYTE (RFC STANDARD)
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CTAHOAPTHbIE PABOTbI / 3BAMEHA

NPEONONArTAEMOE
BPEMA
BbIMOJIHEHUA

NMPUMEYAHUE

AKTI/IBaLl,VIH AONOJIHUTENbHOIO areHTa

Mogudukaums pecypcoB B cucteme
MHMLUMMpYyeT HoBbI 3aka3 Genesys Cloud

30 MUH.
Mopawndukaumsi pecypcoB B cucteme
[eakTuBauusa areHTa ANcpyKaL ? vp
MHMUMMpYyeT HoBbIN 3aka3 Genesys Cloud
30 MUH.
o Mopawndukaumsi pecypcoB B cucteme
[lo6aBuTb AOMNONHUTENbHBI HOMEP AvcuKal ? vp
MHMUMMpYyeT HoBbI 3aka3 Genesys Cloud
30 MUH.
Mopawndukaumsi pecypcoB B cucteme
YnaneHue Homep ANCKaL ? vp
MHMLUMMpYyeT HoBbIN 3aka3 Genesys Cloud
30 MUH.
Vi3ameHeHve nmeHn nonb3osartens AN O4HOro areHTa 30 My -
M3meHeHWe nocneoBaTenbHOCTM 3BOHKOB (04Ha
nocrnefoBaTenbHOCTb) 30 MuH.
MameHeHne 3BykoBon fopoxkn IVR (n3meHeHue 1 3anucu) 30 MuH -
N3meHeHne koHdurypaumm IVR (Ha ypoBHe rny6uHbl 1) 30 My -
HacTponka o4yepeamn R
P pen 30 MuH.
HacTponka kogoB OKOH4aHWA 3anpoca -
P A P 30 MUH.
M3ameHuTb NpaBuna areHTa -
30 MuH.

22  NPABUNA NMPEOOCTABJIEHUA YCNYT NEPEOAYYN OAHHBIX

22.1  OMNNCAHWA YCNYTW NEPEJAYN JAHHBIX

Ycnyrn nepegayvM AaHHbIX BKIKOYAOT: OMTOBOJSIOKOHHBIN MHTEpHeT, BecnpoBogHon WHTepHeT, 4G-uHTepHeT, DSL-MHTepHeT u pelueHns no

MexceTeBoMy BaammopgencTBmio (MnHus L2, VPN-peluenus, apeHaa kabens, apeHga ontudeckoro BomnokHa (dark fiber)). 3tn Yenyru moryt

npenocTaBnATbCA C UCMOSb30BaHUEM Pa3fiNYHbIX TEXHOIMOINI, TaKUX Kak OMTOBOJTIOKOHHbIN AocTyn, MeOHbIN [octyn, GeCHDOBO,EI,HOVI AocCTyn, CeTb

Baltnet nnu nudpacTpykTypa cBA3u TpETbUX MULL.

22.2 OTBETCTBEHHOCTb 3AKA34YNKA

22.2.1 3akasuuk 06ﬂ3yeTCﬂ obecneynTb HanM4ume n Hanuyne B nepuoa okasaHua YCnyr BCeX HEOGXO,D,VIMbIX paspeu_leHMVl, KOTOpbl€ MOoryT

notpeboBaTtbCcsa ANs okasaHusa YCnyr B ykazaHHOM MecTe oka3aHusl Ycnyr, a Takke oba3yeTcs 3a cBov cHeT obecneymnTb, YTobbl B

TeyeHue cpoka Aelicteus [loroBopa Baltnet He mpensitcTBoBanM (3anpeluanu) peanusaumio TEXHUHECKUX BO3MOXHOCTEW Ans

OKasaHuaA ycnyr B Bbl6paHHOM 3aka3uymkoM MecTe okasaHusi YCnyr. D,aHHoe ycnosue cHUTaeTCA CyLeCTBEHHbIM YyClioBUEM

npepoctaBneHusa Ycnyr 3aka3umky. 3akasuuk Takke 0b6s3aH obecneunTb Hagnexalume ycroBust UCnonb3oBaHus 06opygoBaHus

Baltneta n 6ecnepeboiHoe anekTponutaHue o6opyaoBaHus Baltneta yctaHoOBNeHHOro B MecTe ycTaHOBKM Ycnyru.

22.2.2 3aka3uvk npusHaet, 4yTo Baltneta ocTtaBnseT 3a coboii NpaBo BauMaTth ¢ 3aka3yvka AOMOMHUTENBHYHO NNaTy 3a NpeBbilleHue

Tpaduka AaHHbIX, ykadaHHOro B 3akase, B pe3ynbTaTe AeicTBMI 3akasuumka. Ycnosusi npumeHeHusi Burst oTMevaeTcs B 3akase

Yenyrn. Mpu metoge pacyeTta 95 nepueHTUns, nraTa 3a nepepacxof Tpaduka MOXET B3MMaTbCA 3a KaXabli LOMOMHUTENbHbINA

M6wuTt/c (cToumocTb 1 MBuT/C ykasbiBaeTcs B 3akase Ha npegocTaeneHve Ycnyru).

22.3 TWMNbI YCNYT NO NEPEAAYE OAHHBIX

o ONTOBOMOKOHHbIN MHTEPHET - MHTEpHEeT-Ycnyra, NnpegocTasnsemMasi no onTOBOSIOKOHHON NTMHUK.

e BecnpoBoaHON MHTEPHET - Ycnyra AocTyna K CeTU MHTEpPHeTa OT TOYKM K Touke (point-to-point) nnm oT TOYKM K MHOMMM TOYKaMm

(point-to-multipoint) npegocTaBnsiemMas ¢ NOMOLLbIO aHTEHH 6eCNpPOBOAHON CBA3MW.

e /IHTepHeT 4G - NnpegocTaBneHne MHTEpHETa Ha OCHOBe TexHosnorum 4G.

e Jlnimna L2 - Ycnyra obbeauHeHust ceTell Ha OCHOBE BOJIOKOHHO-OMTUYECKUX UMW APYrUX TEXHOMOrWI, coeauHsowas aBe

reorpacdv4ecku pasHeceHHbIe SMEKTPOHHbIE CETU CBA3N U peanuadyemas Ha BTopom yposHe OSI.

e ApeHaa BOJSIOKHA - BblAeneHne (n3nyeckoro BONTIOKOHHO-OMTUYECKOro kabens B pacnopsbkeHne 3akasuuka.

e DSL-UHTEPHET - NHTEPHET-YCnyra, OCHOBaHHas Ha TEXHONOrMN MeAHON ceTn AocTyna.

o CTOPOHHME N MEeXCeTeBble PELUEHUS - UCMONb30BaHWE CTOPOHHUX PECYPCOB MMM TEXHOMOrMN AN obecneyeHus pelueHui B
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obnactu nepefayn AaHHbIX.
224  NAPAMETPbI N AOCTYMHOCTbL YCNYT
o CpefHeMecsyHas 3agepkka nakeToB Npu NpeaocTaBneHnn Ycnyr onToBonokoHHoro VHTepHeta B Jlutee coctaBnset 15 mc.
e [loTepy NakeToB Npu NpeaoCcTaBneHnn Ycnyru onToBONokoHHoro MHTepHeTa He Gonee - 0,1 %.
e ExemecsyHas OCTYMHOCTb YCMyr ONTOBOMOKOHHOrO AocTyna B VIHTepHeT coctasnsieT 99,9%.
o ExemecsyHas gocTynHocTb Yenyru 6ecnpoBogHoro gocTtyna B MIHTepHeT coctasnsieT 99,8%.
e ExemecsyHas goctynHocTb Yenyrun 4G-uHtepHeTa coctasnsieT 96,5%.
e [loctynHocTb L2 coctaBnsieT 99,9% B mecsu,.

225  OBbEM YCNyr

22.5.1 Ycnyrv BKOYaOT:

OBBEM TUMNbI YCNYT NO NEPEOAYE OAHHbIX

OnNTOBOOKOHHbIN MHTEPHET, 6ECNPOBOAHOW

Baltneta obecneunBaeT ycTaHOBKY, NpegocTaBneHune n obenyxveadue Ycnyrv BnmnoTb
VHTEpHeT, nHTepHeT 4G, nuHua L2, apeHaa
[0 BBOAA, BKIH0Yasi KaYeCTBEHHYI0 paboTy BHYTpeHHero obopyaosaHus Baltnetall.
onToBonokHa, DSL, cTopoHHWE 1 ceTeBble peLleHns

OnTOBOMOKOHHbIN MHTEPHET, 6ecnpoBOAHON
C6owu B ceTu Baltneta, Bo3HuKILME He No BMHE 3aka3uunka, ycTpaHsaoTcs 6ecnnaTHo VUHTEpHeT, nHTepHeT 4G, nuHua L2, apeHaa

onToBonokHa, DSL, cTopoHHWe 1 ceTeBble peLLeHns

B TeueHue rapaHTUIAHOrO Cpoka HEUCMPaBHOCTY KOHEYHOro 06OpYAOBaHUS,

BO3HMKLUME HE MO BUHE 3aka3uumka unum TpeTbux N, ycTpaHsatoTca 6ecnnaTHo. B OnNTOBOMOKOHHbIN MHTEPHET, 6eCnpoBOAHOW
cny4ae HeBO3MOXHOCTM 3aMeHbl HEMCMPaBHOIO KOHEYHOro 060PYAOBaHNSA Ha WNHTEPHET, NHTEpHET 4G, nuHua L2, DSL, cTopoHHue
obopyoBaHue TOro xe Npou3BoamnTens u mogenu, Baltneta umeet npaBo 3ameHuUTh 1 ceTeBble peLleHns

HeucnpaBHoe obopyaoBaHUe Ha ApYroe 9KBUBArNeHTHOE KOHeYHoe 0GopyaoBaHue.

MponyckHas cnocobHOCTb 1 AanbHOCTb AeNCTBUSA YCNyr 3aBUCAT OT NapameTpoB .
BecnpoBogHol nHTEpHeET, nHTepHeT 4G
obopyAoBaHus, 30aHns N OPYrX OKPYKaloLLMX XapaKTepucTuK.

O6opynoBaHue 3akasuvka, npeaHasHauYeHHoe Af1si UCMoNb30BaHUs YCnyr nepegayn B B
OnNTOBOMOKOHHbIN MHTEPHET, 6ECNPOBOAHOW
[OaHHbIX, JOSHKHO ObITb UCMPaBHBLIM, C YCTAHOBMEHHLIM KOPPEKTHBIM NPOrpaMMHbIM
WNHTepHeT, uHTepHeT 4G, nuHus L2, DSL, cTopoHHue
obecneyeHneM. B npoTvBHOM criyyae Baltneta He HeceT OTBETCTBEHHOCTM 3a

. ) 1 ceTeBble peLleHust
nepeGowu, Bbl3BaHHbIE YCTaHOBKOM NPUMOXEHWU, HEOBXOAUMBIX A5 NOAKMOYEHNS.

OnTOBOMOKOHHbIN MHTEPHET, 6eCnpoBOAHON

TecTmpoBaHue paboTbl Ycnyru. VUHTEpHeT, nHTepHeT 4G, nuHua L2, apeHaa

OMNTOBOJIOKHA, DSL, CTOPOHHUE U CEeTEBbIE peLleHnda

22.5.2 K Ycnyram no nepepade AaHHbIX He OTHOCHATCS: MPOKMajka ceTeBbix kaGenei, BbiCOTHble paGoTbl M apeHAa creuuasibHoro
o60opynoBaHUs U SOMOMHUTENBHLIX MaTepuanos, HEOBGXOAMMBIX A4S OKasaHus YCnyru, MpoBepKka U HAaCTPOKa KOMMbIOTEPHbIX
paBo4mX MECT COTPYAHUKOB, MOBUMbHBLIX UMK NEPUEPUINHBIX YCTPOWCTB, XOTA 3TU YCIyru MOryT BbiTh 3aKkasaHbl AOMNONHUTENBHO

no otaenbHov [JoroBOPEHHOCTH.

22.6  CTAHOAPTHBIE 3AMPOCbI HA OBCITYXMBAHUE (RFC STANDARD)

NPEANONArTAEMOE BPEMSA
CTAHOAPTHbIE PABOTbI / 3SAMEHA NMPUMEYAHUE
BbIMONHEHUA PABOT

BHecTun namenexus B pons DHCP ans kaxpgoro ycTpoicTea 30 MUH. -
HacTtponika/uameHexuve IP-agpecauum (oo 5 agpecos) 30 MuH. -
OcyLecTBUTb NepeHanpaBneHne nopTos 30 MUH. N
WMameHeHne HacTpoek DHCP / pesepsupoBaHue IP-agpecoB 30 MyH. h
M3meHeHne HacTpoek DHCP / usmeHeHune HacTpoek cepBepa 30 MuH. :
[MpoBepka 4OCTYNHOCTU MapLupyTm3aTopa 30 MyH. -

Hactpoika/mameHenue npasun NAT/Portforward/ ACL u DHCP ans 30
MUH. -
Kakgoro ycTpoicTaea

11 KoHeuHoe o6opynoBaHUe - MapLIpyTU3aTop, aHTeHHa Unu apyroe o6opynoBaHve, HeobxoanMoe Al NpeaocTaBneHns Yenyrv nepegadun AaHHbIX,
yCTaHOBJIEHHOE Ha TeppuTopumn 3akasdvka. KoHeyHoe oGopyaoBaHue NpUHaanexuT komnaHum Baltneta no npaBy co6CTBEHHOCTU.
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23 MPABUIA NPEQOCTABIEHMUA YCNYT NO TEXHUWYECKOMY OECINYXUBAHUIO CETEN

23.1  OMNPEOENEHWE YCNYTWU MO TEXHNYECKOMY OBCITYXUBAHUIO CETU

OGcnyxuBaHue cetv - 9To Ycnyra, BKMOYaKOWAs MepBUYHY0 MAEHTUdMKaUMI0 0BOpyaoBaHWs (KOMMYTaTOpPOB, MapLupyTU3aTopoB, TOYEK

6eCI'|poBO,ElHOF0 poctyna, 6paH,u,M3y3pOB) B JTIOKaNbHOW CETU KOMMNaHuW, pekoMeHAauun Mo TOMOMOrmM CeTU, BKITHOYEHWIO OCHOBHbIX M MpaBun

6e3onacHoCTV B CETU, HACTPOIiKY, YCTaHOBKY OGHOBMEHUI, TekyLlee 06CyknuBaH1e 1 Npo-akTUBHOE ynpasneHue.

23.2  OBBEMYCNyr

23.2.1

23.2.2

23.2.3

23.24

23.2.5

NMOAOrOTOBKA. Mepen Havyanom NpefocTaBneHust Ycnyrn obenyxmBaHusi CeTU HeOGXOAMMO BbINOSHUTL CrieaytoLume eNCTBuUS:
NoeHTudukaums ceTeBoro o60pyaoBaHus - Ha 9TOM aTarne NpPoBOAMTCS MHBEHTapu3auusi ceteBoro obopyaoBaHusi 3akasuvka u
COCTaBMsAeTCs CMMCOK 060Py0BaHUs, MOASIexXaLlero o6cnykmBaHmio, KOPPEKTUPYETCS Konn4yecTBo obopyaoBaHus, o6opyaoBaHue
MapKMpyeTca cneumanbHbIMy HaKnenkaMmm ¢ CepBUCHOM MHOpMaLen 1 eMy NpruceBanBaeTcs yHUKanbHbIn Homep. CocTaBneHHbI
[OKYMEHT C yKka3aHueM KOHKPETHbIX MoJereit 1 konuyectea 060pyoBaHUs CYMTAETCs YacTbio 3akasa.

[lokyMeHTVpOoBaHMe TONOMNOrMmn CeTU - NpeaycmMaTpusaeT OyayLUyo Unv onpeaensieT TEKyLLyo TOMOMNOoruio ceT 1 NnoaroTaBnuBaeT
[OKYMEHTUPOBaHHY CXEMY CETW, KOTopas SBNSIETCA OCHOBOW AN AanbHelwero npegoctasnexus Yenyr. MNpu nosiBneHnm B cetn
HOBOrO YCTPOWCTBa 3akasuuk JOMmkeH coobwmtb 06 9ToM B komnaHuio Baltnet, n nepBoHavanbHas cxema KOppeKTMpyeTcs.
CepBucHoe obcnyxvBaHne npegocTaBnseTcs Ans o6opyaoBaHNs, ykasaHHOro B 3akasde. HecaHKLMOHMPOBaHHOE UCMOMb30BaHve
3aka3uvkom Apyrux yCTPOMCTB CHWKaeT OTBETCTBEHHOCTb Baltneta 3a ucnonHeHve o6si3aTenbCcTB, OCTaBNSASA 3@ HUM TOMbKO
0643aHHOCTb pearnpoBaTh Ha COOM.

MOHWTOPWHTI . OnucaHHoe ceTeBoe ob6opyaoBaHune 3akasunka BKNOYAETCs B CUCTEMY MOHUTOPYMHra Baltneta, koTopas B pexume
24x7 oTcnexvBaeT COCTosiHME ceTeBoro obopyaoBaHusi, paboTy cepBuc-npoBanaepoB M npepynpexaaeT 06 OTKMNOHEeHMSX OT
CTaHAApPTHbIX (MKW CornacoBaHHbIX) NapameTpoB. MOHUTOPUHT BKNOYaET crneaytoLlime cdepsbil:

[ocTynHocTb. NMpoBepka CoeAnHeHns mexay YCTpOWCTBaMM BO BHYTPEHHeN ceTu 3akasyuka v AOCTYMHOCTU BHELUHEN ceTu no
ICMP npotokony. MHTepBan npoBepkm - kaxxable 300 cekyHa (5 MUHYT).

C6op gaHHbIX 0 Harpyske (Performance counter). CucTeMa MOHUTOPMHIa NPOBEPSIET U PEFUCTPUPYET COObLITUS B CeTH 3akasuuka:
Harpysku (Utilization counter).

Owwub6km (Errors counter).

Anomanuun (Discard counter). @uMKCUpytOTCA OTKITOHEHWS OT CTaH4apTOB.

LleHTpanuaoBaHHbI cbop 3anuceit B xxypHane. Bce cobbiTua B ceTn 3aka3umka 3anucbiBalOTCS U PErMCTPUPYOTCS B TedeHune 1
Hedenu B LeHTpe 06paboTku gaHHbIX Baltneta.

M3meHeHus 1 Bepcumn KoHUrypaumn.

MpepoctaBneHne 3aka3unky AocTyna K npubopHon naHenw. MNpegoctaBnseTcs AOCTYN K NaHenM MOHWUTOPWHra CBOeW ceTu C
npaBamu Habnoaatens (McknoYeHns MoryT 6biTb caenanbl ans WiFi yctpoicTs komnanum Ruckus).

KOH®UIYPALINA. BknioveHvne n HacTpolika onpeferieHHbIX npaBun 6e30nacHoCTM u 6a30BbiX MPaBuUrl, OMMUCAHHbIX B 9TUX
npaeuna, Ha ceTeBoM obopyaoBaHun 3akasvuka. BknioyeHvwe npasun Hanpsmylo 3aBUCUT OT BO3MOXHOCTEN/(YHKUMOHana
ceTeBoro obopyaosaHus 3akasyvka.

KoHduryprpoBaHue KOMMYTaTopOB:

BkrntoyeHne npasun 6e3onacHocTu.

DAI (Dynamic ARP Inspection).

IP spoofing.

DHCP snooping.

STP BPDU/ROOT quard.

Loop prevention.

BkntoyeHMe OCHOBHbIX NpaBun:

KoHdurypmposanue VLAN.

Hactporika Port desciption.

KoHdpurypauus nHtepdeiica (Interface).

Peanusauus cornacoBaHHON TOMOMOTMN.

KoHdpurypuposarue npotokonos LACP/Link Aggregation Protocols.

KoHdpurypuposarue npotokona SNMP.

KoHdpuryprposaHue mapLupyTM3aTopoB:

BknitoyeHne dyHkUMM kadecTBa obcnyxmanus (Qos - quality of service) anst obecneyeHust kadecTsa No cTaHAAPTHLIM NpaBunam.
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IP sec (site to site) VPN. CosgaHue BUPTyanbHOW YaCTHOM CETU MexXay PasfuyHbIMU MoApasgeneHnsaMm KOMNaHun/TpeTbumMm

nMuamMu.

Hactpoiika L2TP/ SSL VPN (yganeHHbiin goctyn). CosgaHue BUPTyarnbHON YacTHOW CeTu Ans yaaneHHbix pabounx mect. [ns
BKIMIOYEHUST 3TOM (DYHKLIMOHANbHOCTM TpebyeTcsi TOMbKO HacTporka 4acTu ceTeBoro obopyaoBaHus. 3akas3uvk oTBevaeT 3a

yctaHoBky VPN Ha yganeHHoM paboyem Mecte 3akasuuka.

HacTtpornika IP-agpecos.

Hactponka npasun NAT.

HacTporika npasun nepeagpecauuv noptoB (port forwarding).

Hactponka npasun ACL (access list).

YnpaeneHwue ponbto HCP.

23.2.6 KoHdwurypuposaHue ctaHummn Wifi:

MpucBoeHne/n3mMeHeHe CeTEBOrO MMEHMW.

M3meHeHne nornHa ceTeBon ayTeHTUdUKaLmn.

M3meHeHne npoTokona ceTeBom ayTeHTudmKaumu.

BblgeneHve JONONMHUTENbHbBIX CETEBLIX rpynn.

YnpasrneHve rocTeBomn NOSIMTUKON.

KapTta nokpbitusi curdana WiFi dusnyeckuin aHanus nomelleHmin 3akasuuka. Vicnonbayetcs ans Beibopa Hanbonee noaxoasLmx
mecT ansa pasmeweHnsa WiFi ctaHumin, a Takke ana coctasneHus kaptbl pacnonoxeHus WiFi yctponcts unm nokpbitua WiFi
curHana. Npu HeobXxoAMMOCTM 3a AOMOSHUTENIbHYI MnaTy MOXeT OblTb W3roTOBMIEH MMaH pasmelleHust yctaHoBok AP B

COOTBETCTBMM C NpOrpaMmMamu npoekTnpoBaHusl nponssoamntens AP.

KoHdmrypauusi 802.1X/EAP. Hactpovika ayteHTudumkaummn IEEE 802.1X/EAP npu Hanuyinvm cooTBeTCTBYHOLWEro obopyaoBaHus.
Takum obpasom, peanusyetcs dumandeckas 3awmTa cetn (yctpoictea Wi-Fi, GpaHamayapbl), Npy KOTOPOW YCTPONCTBO 3akasuyuka
MOXeT MoAKMIUNTLCS K kopriopaTeHow ceTtu 802.1X/EAP Tonbko npu Hanu4um aBTopm3auun. TunuuHoe pewueHne 802.1X/EAP
BktoyaeT B cebs1 cepep RADIUS (cepBep ayTeHTMmKaumm), kommyTaTop nokanbHon cetn LAN (ayTeHTudunkaTop) n KnmeHTckme
yCTPONCTBA C NPorpaMmHbIM obecneveHnem ayTeHTudmKaumm, NoaToMy NofnHOLEHHas peanusaums pelleHns BO3MOXHa TONbKO B
TOM cryyae, ecnu 3To MO3BOMNSET TeXHMYeckas HdpacTpykTypa 3akasumka. B octanbHbix cnyvasx Baltneta octaBnsiet 3a cobont
npaBo B3MMaTb AOMOSHWTENbHYI NnaTy 3a MpeBbilleHne CTouMocTy paboT, a noboe AoMoONMHMTENbHOE O6OpyAOBaHMe,

Heobxoammoe ans peanusauun pelieHuns, aBrnsdeTca oTBeTCTBEHHOCTbIO 3akasuyvka u He SBMSeTCs YacTblo YCner.

23.2.7 TMOOOEPXKA

YcTaHoBka 1 06HOBIIEHME NporpaMMHOro annapaTHoro obecnevenus (firmware).

ABTOMaTUyeckne OOHOBMEHUS: yCTaHOBKa OOHOBMNEHU cBA3aHa C OBHOBMNEHHbLIMU BepcuamMmu, nopaepxxuesaemMbiMmu

npounssoauTenemMm, C Lenbtko yCTpaHeHUsa NporpamMmmMHbIX OLUMBOK, yﬂSBMMOCTeIZ B cucteme 6e3onacHoOCTU 1 T.0.

[naHoBble yCTaHOBKU: yCTaHOBKAa OGHOBMEHWA Ha OCHOBE pekoMeHZauui unv [JoroBOpPeHHOCTEN Ha CEeTEBOM 0GOpyaoBaHUM

3akasuuka.

LleHTpaﬂI/ISOBaHHoe ynpasrnieHue ayTeHTI/ICbVIKaLlI/IeVI. ﬂJ'IFI NOOKIMKYEeHUA K ceTeBoMy oGopy,qosaHmo 3akas4yuka ncnonb3dyerca
Ll,eHTpaﬂVI3OBaHHbII7I cepsep ayTeHTI/Iq)I/IKaLI,I/II/I, T.€. UBMEHEHUA KOHCbVIpraLWII/I, nponssoaumMbie B CETU 3akasuuka, CbVIKCI/IpyIOTCﬂ
nytem onpegeneHna KOHKPEeTHbIX CeaHCoB paGOTbI nonb3oBaTenen B CETU U  BbINOMHAEMbIX UMW  OEWACTBUN.

CoxpaHeH1e/BoCCTaHOBIIEHME KOH(UIypaLmid yCTPONCTB.

MocpegHuyecTBo ¢ npowusBogutensmu obopynosaHusi (Vendor support), ecnu 3akasuuk npuobpen Ycnyry noaaepxku
npeanonaraemMoro 06opyAoBaHus U OHa NpeaocTaBnsieTcsi No [JoroBopy co CTOPOHHEN opraHu3aumen, To cneumanucTbl Baltneta

nomMoraroT B peLLeHUn BONpoCcoB 1 06LLatoTCa Mo BONpocamMm COBMECTUMOCTN 060pyA0BaHMS.

B3anacHoe obopyaoBaHue B cnyyae nonomku, 3akasumky 6yaeTt npegoctaBneHo 3anacHoe obopyaoBaHue (He 06s13aTenbHO TO e
camoe, KOTopoe 1cnosnb3yeTcs 3aka3unmkom) Ansi BpEMEHHOrO BOCCTAHOBIEHMS 6a30Bo hyHKLMOHaNbHOCTU/paboTocnoco6HOCTH

CeTu 3a OMNOJTHUTENbHYIO eXeMeCAYHYI0 nnaTty, onpegendemMyto ncxoas n3 CTOMMOCTH Heobxoammoro oﬁopyqoaava.

AHanuTMka napameTpoB MOHUTOpUHra. OnpefeneHne cTaHAApTHbIX MapamMeTpoB ceTu 3akasumka W Mpo-aKTUBHbLIA aHanus
OTKIMOHEHW OT 3TUX MapamMeTpoB, OMNTUMM3aUMS CETU C TMOMOLLb HACTPOEeK, MpeaoCTaBfeHne pekoMeHgauuin npu
HeobxoammocTu. B criyyae BO3HUKHOBEHUSI MHUMAEHTA UMW OTKIOHEHUs1 OT CTaHAAPTHbIX MapameTpoB koMnaHus Baltneta gormkHa
BbISIBUTb €r0 W MPUHATb COOTBETCTBYHOLLUME Mepbl, MPU HeoBXoAMMOCTM MPOMHMOPMUPOBaTL 3aka3yuka U B3sTb Ha cebs
oba3aTenscTBa MO YCTPAHEHWIO HEWCTNPaBHOCTU B COOTBETCTBMM CO CPOKaMW pearvpoBaHWs U yCTpaHeHust Henonagok,
npeaycMoTpeHHbIMK [loroBopoM. B Apyrux crny4dasx, koraa MHUUAEHT CBSi3aH C (hPM3NYECKON HenCnpaBHOCTLI0 060PYAOBaHUS UK
TpeTbUMU NuuamMu, KomnaHust Baltneta rapaHTupyeT, 4To NpeanpuMET BCe BO3MOXHblE (PMHAHCOBO OBGOCHOBaHHbLIE Mepbl 4SS
yCTpaHeHusi MHUMAEHTa, OfHako B 06beM YCnyr He BXOAWT JOCTaBKa HEMCNPABHOTO 060pyA0OBaHMS B LEHTP MOCNEenpoaaxHoro

OGCJ'Iy)KVIBaHVIH nonnarta cyeta 3a PEMOHT.
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23.3 OrPAHNYEHUA YCNYTU

23.3.1 Bcsi yHKUMOHANBLHOCTL peanvayeTcsi B COOTBETCTBUM C NOTpeBHOCTAMM 3akasyuka.

23.3.2 CneunanucTbl Baltneta crapatotcs BbIMOMHATE Bce paboTbl B pamkax Ycnyrm no oBCnyXvBaHWIO CETW yAaneHHo, 4Tobbl
Haunyywym obpa3oM yAaoBNeTBOPUTbL MHTepechl 3akasuuka. B cnyyasx, korga paboTbl MNWM HEMCNpaBHOCTb He MOryT ObiTb
yCTpaHeHbl AMCTaHUMOHHO, crneumanucTtel Baltneta BeinonHsioT paboTbl Ha TeppuTopumn 3akasuuka (B BunbHioce, KayHace u
Knaiinege pabotbl Ha TeppuTopmn 3akasymka He noanexar A4OMNONHUTENbHON onnaTe, B ApyrMx ropodax ¢ 3aka34ymKkoB B3MMaeTCs
AononHutensHas nnata 3a npubbiTe Ha OOBEKT B COOTBETCTBMM C Tapudamu Ha npubbiTe Ha Tepputopuio 3akasuuka u
OononHuTENbHbIE PaboThbl, yCTAaHOBMIEHHBIMK B HacTosiLweM [oroBope).

23.3.3 Ecnu B obopynoBaHun 3aka3uvka MCrnonb3yeTcsi nporpamMMHoe obecrneyeHue, KOTopoe He NnoaaepXvBaeTcsi NPOU3BOAUTENEM
3TOro NPorpamMmmHOro obecneyeHms (M1 CPoK ero AencTBusi UCTEK), kKoMnaHus Baltneta He HeceT OTBETCTBEHHOCTU 3a pa3peLleHne
N0BbIX MHUMAEHTOB, CBA3aHHbIX C 3TUM NPOrpaMMHbIM obecneyeHnem.

23.3.4 Ycnyra no obcnyxvuBaHNIo CeTW He BKITIOYaET NepeyncneHHble Huxe YCryru, Ho 3Tu Ycnyrn MoryT 6biTk 3aka3aHbl 4OMOMHUTENBHO
no oTAenbHOMY COrnaLleHuo:

o [poknaaka kabenew nokanbHOM CeTH, yCTaHOBKa PO3ETOK.
e ApeHpa ceTeBOro 060pynoBaHus.

e [leTanbHasi aHanUT1Ka NOTOKOB AaHHbIX.

o KoHdpurypupoBaHue n obcnyxusaHve WAF.

e PaboTbl Mo nepeHocy ceTen.

e [logroToBka nnaHa MurpaLmmn CeTn v HoOBOW cpefbl.

e PeMOHT annapaTHoro o6opyaoBaHus.

e YNpaBreHne KOHTpaKkTamu ¢ TPETbUMU CTOPOHAMM.

23.3.5 KoHcynbTaummn, 4OKYMEHTUPOBaHWE, COCTaBlIEHE OTHETOB UK Nobble Apyrie paboTbl, CBA3AHHbLIE C ayANTOM, OpraHU30BaHHbLIM
TPETBMMU NULAMKM, BbINOSHAKTCA TOMbKO MO NpeABapuTeNlbHOMY COrNacoBaHU B COOTBETCTBMM C  pacLeHkamMu Ha
OononHuTenbHble paboTsl, ykadaHHbIMU B HacTosweM [lorosope.

23.3.6 Tlpu yBenuyeHun KonudecTsa obcnyxwusaemoro obopyaosaHusa Baltneta nponopunoHansHO yBenuuvBaeT CTOMMOCTb YCnyru B
COOTBETCTBUM C YCMOBUAMM, U3NOXEHHbIMK B HacTosLeM [loroBope unu 3akase Ha obcnyxmBaHue.

23.3.7 3anpocbl Ha BHECEHWE U3MEHEHU 1 NpeaocTaBneHve nHcpopmauum MoryT GbiTb 3aperncTpupoBaHbl TOMBLKO YNOMHOMOYEHHBIMK
npeactasuTensaMmn 3akasyunka, ykasaHHbIMY B 3aKase.

23.4  3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)
NMPEANONAIAEMOE BPEMA
CTAHOAPTHbIE PABOTbI / BAMEHA BbINONHEHUS PABOT NMPUMEYAHUE
O6HoBNeHVe cnucka ceTeBoro obopyaosaHus 30 MUH.
Otnenenne noacetent Wi-Fi 60 MUH OpHa nokaums
Bpems Ha ogHO
N3meHeHmne koHdbUrypaumm nHtepdeiica (interface) kommytatopa .
30 MUH. yCTPOMCTBO
Bpewms Ha 10
VMameHeHre KoHdUIrypaummn nepecoIniku MapLupyTusatopa
30 MuH. MHTEepdEeNCcoB.
WM3mereHve napons Wi-Fi 30 MUH.
WameHeHne umenn cetn Wi-Fi 30 MUH.
MpepocTaBneHve daiina KoHdUrypaummn ycTponcTea 30 MUH.
MpepocTaBnTb MHOPMAaLMIO O KOHUIYpaLMKU NOPTOB KOMMYyTaToOpa B
dopwmarte pdf, xIs unu gpyrom popmate 30 MUH.
OTnpasuTb oT4eT o nor chavine (log file) 30 MUH.
MpepoctasneHve koHdurypauum nepecoinku (forwarding)
MapLupyTusaropa 30 MyH.
MpepocrasneHve ot4eToB MoHUTOpUWHra (ICMP, CPU, RAM, SWAP,
OLLUNBKM) 30 MUH.
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MpenocTaeneHve cnncka ceTeBoro 060pynoBaHus, Noanexalyero
TEXHUYECKOMY 06CMyXMBaHMIO 30 MUH.
MpenocTaeneHve cxembl TOMOMOMUN CETH 30 MUH
MpepocTtaBneHne oTyeTa o kadecTse curHana Wi-Fi 30 MUH

Mepesarpy3ka craHumn Wi-Fi 30
HacTponka gononHutensHbIx IP-agpecos 30 MUH
HacTpoiika/msmeHeHe 0OCHOBHbIX NpaBun 6e30nacHOCTM Ha

KoMMyTaTope 60 MyH

Hactpoiika/zamena L2TP/SSL VPN (yaaneHHbIn 4OCTyM) Ha OQHOM
CEeTeBOM yCTpoincTBe 30 MuH.

HacTpoiika/usmeHeHve 0OCHOBHbIX NpaBun 6e3onacHoCTU

mapLupyTu3aTopa 30 MuH.
Hactpoika/usmeHeHue koHdurypaumm VLAN 30 MUH

24

24.1

NMPABWUIA NPEAOCTABIEHUA YCNYI 3ALLUUTLI MNEPUMETPA CETU (VUTM)

OMNCAHKME YCINYTU 3ALLUNTBLI MEPUMETPA CETU (VUTM)

3awmTa nepumetpa cetu (VUTM) - pelleHMe Ha OCHOBE BMPTYyanbHOro MeXceTeBOro akpaHa (OpaHgmayapalfirewall) B LlOL Baltneta ans

npenoTBpaLLeHns pasnuyHblx BuaoB yrpo3 (DoS, DDoS-aTtaku, BTopxeHus B 6a3bl AaHHbIX, ouwmHr (phishing), Bupycel, SPAM-coobLyeHuns).

24.2

OBBEM YCNyr
24.2.1 TMnaHbl VUTM:
vUTM vUTM vUTM vUTM vUTM vUTM
25 50 100 150 200 500
PekomeHayemoe makcMmMarnbHoe Konm4ecTBo 25 50 100 150 200 500
nonb3oBaTtenewn (WT.)
MponyckHasi cnocobHocTs VUTM, (M6uT/C) (npn 100 200 250 450 600 1200
aKTUBMPOBaHHOM nakeTe npaswn 6e3onacHocTH)
MakcrmanbHas nponyckHasi CnocobHOCTb 500 1000 1500 3000 3900 5000
6paHamayapa UDP (M6ut/c)
IPsec (Mbps) 75 150 200 250 325 450
SSL VPN (Mbps) 75 150 300 400 520 720
WAF (Mbps) 75 150 300 500 650 850
Anti-Virus (Mbps) 300 550 900 1500 1950 2500
IPS (Mbps) 200 370 450 780 1200 1500

24.2.2

24.2.3

2424

24.25

24.2.6

24.2.7

PekomeHayemoe MakcumanbHOe KONuM4ecTBO nomnb3oBaTeneil. PekomeHgyemoe KONMYeCTBO Monb3oBaTeniel OCHOBAHO Ha
peanbHOW Harpyske Ha cUCTeMy, Koraa Ans KaXaoro nonb3oBaTensi BKIOYEH MakcumarbHbli Habop npasun GesonacHoctu. B
cryyae 3HauYMTENbHOTO yBeNMYEeHWs KonmMyecTBa nonb3oBaTenen Baltneta nmeet npaso coobwmTe 3akasunky o Heobxogumom
M3MEHEeHUN TapudHOro nnaHa, u ecnm 3akasyuk OTKasblBaeTcsi OT M3MeHeHus TapudHoro nnaHa, Baltneta He Hecet
OTBETCTBEHHOCTU 3a KOPpeKTHoe (hYHKLIMOHMPOBAHNE CUCTEMBI B CIly4ae yBeIMYeHNs Harpy3kn Ha cuctemy.

Obwas nponyckHass cnocobHocTe VUTM, (M6wuT/c) (npu akTMBMpoBaHHOM nakeTe npasun 6esonacHoctn) B cnyvae
npeaocTaBneHns Ycnyrm B cetn 3akasymka BKMOYaeTcs CTaHAapTHbIN nakeT 6e30nacHOCTW, OrpaHnuMBaloWLMIA MaKCUManbHYo
NpOonyckHyto cnocobHocTb ceTn B MbuT/c, koTopas npvBegeHa B Tabnuvue HacToswmx npaswn. B Tabnuue Takke npuBegeHbl
MaKCMMarbHO BO3MOXHAs N OPUEHTUPOBOYHAS NPONYCKHAs CNOCOBHOCTb AN KaKOOW akTUBaLUM OYHKLIMOHANLHOCTU.
BpaHgmayap Bbicokoi HapexHocTu (HA). UHdpactpyktypa GpaHamayap pasmelleHa B LeHTpe obpaboTku fgaHHbix TIER3
komnaHuu Baltneta, rae peanusoBaHa BbicOkasi HaAEXHOCTb CepBUca B COOTBETCTBUM C TpeboBaHusimmn TIER3.

OrpaHuyeHne 1 KBOTMPOBaHME MOTOKOB. PYHKLIMOHANBHOCTb MO3BOMSET OrPpaHUYUTL pacrnpeperieHne COBOKYNHOro Tpaduka no
NPUMNOXEHUSIM MU KaTeropysiM, Nofb30BaTenNsM, rpynnoBOI NOMUTUKE.

3awwrta ot DDoS, IPS. [Ina obecneyeHus 3awmTbl nepumeTpa cetu 3akadyvka nuueHanap vVUTM ncnonb3yeT nepefoByto cuctemy
3aLmThl HOBOro nokosexus Intrusion Prevention System (IPS) 1 AByxMOTOpHOE aHTUBMPYCHOE CKaHMPOBaHWE C UCMOMNb30BaHNEM
COBCTBEHHBIX ¥ CTOPOHHWX CUTHATYPHbIX 6a3.

MopTan camoobcnyxuBaHus notpebutenen. 3akasyvk nonyyaeT AOCTYM K MopTany camoobenyxvBaHusa noTpebrTeneii B kayectse

aAMUHUCTpaTopa unun HabnogaTens, B 3aBUCMMOCTY OT TOrO, an06peTaeTc54 nm ycnyra C NakeToM TeXHU4eCcKoro 06CJ'Iy)KVIBaHI/Iﬂ
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24.2.8

24.2.9

24.2.1

2421

24.2.1

balt =3

unu 6e3 Hero. B cutyaumn, korga Baltneta n 3aka3unk umeroT NorMHbl ¢ NpaBaMn aaMUHUCTPATOPa, HEKOPPEKTHBIE U3MEHEHNS,
BHECEHHblE B MEXCETEBOM 3KPaH, CYMTaTCSl OTBETCTBEHHOCTLIO 3akasuuka, a Baltneta npoBognT BoccTaHoBUTENBHBLIE PaboThI B
COOTBETCTBMM CO CTaHAAPTHLIMK NapaMeTpaMu KavyecTBa oBCMy>XMBaHWSI UMW NOYACOBLIMU Tapudamu, ykadaHHbIMA B AaHHOM
[OKyMeHTe.

IPsec, SSL VPN, Remote Ethernet Device (RED) VPN. JlnueH3noHHble cpeacTBa npoussoautens vVUTM nossonsioT co3gasatb
sawmeHHble VPN Ha ocHoBe cTangapToB (SSL, PPTP, L2TP, Cisco VPN, Open VPN, RED VPN (TpebyeTca gononHutensHoe
obopyaoBaHve 3akasuyuka).

KoHTponb ¥ orpaHuyeHve HexenatenbHbIX NpunoxeHun u nocewaemblx WEB-cTpanuy. lMpoussogutens nuueHsun vUTM
npegocTaBnseT Bolbop cTaH4apTHbIX LWABGNOHOB NOMUTUK M NPaBWN 4151 OrpaHUYeHUst Uy 3anpeTta AOCTYNHOCTU onpeaeneHHbIX
NPUNOXEHUA UMW NPOTOKONOB B KOMMaHWW. KOHKpeTHble Habopbl MpaBunm orpaHUYeHust MpefocTaBnstoTcs 3akasuuky u
COrnacoBbIBalOTCSA A0 YCTAHOBKU YCnyru.

0 C6op AaHHbIX 06 MCNOMb3yeMbIX MpUNoxeHusx n nocewaemblx WEB-cTpaHuuax. Mpowssogutens nuueHsun vVUTM cobupaet
TpadvK, Npoxoaswmii Yepe3 6GpaHamayap, W NPefoCTaBnsieT BO3MOXHOCTb yBWAETb B MOAySle OTYETOB HAKOMMEHHYH
MHopMaumio 0 npocMoTpe npunoxeHun, cepsucoe U WEB-cTpaHuy,. MNpoussoguTens nuueHanm VUTM nmeeT ctaHgapTHble
WwabnoHbl oToOpaxeHUst WHGOPMaLMKU, KOTOpble MOryT ObiTb CKOPPEKTMPOBaHbl TOMbKO MOCHe 3aka3a TEeXHUYECKOro
obcnyxuBaHus.

1 Cbop n xpaHeHve xypHanbHbix 3anucen (logs). VUTM cobupaeT Tpaduk, npoxogswuin yepes bpaHamayap, v npegoctaenser
BO3MOXHOCTb NPOCMOTpa 3anuceit )xypHarnoB, KOTOpble XPaHSATCS B CUCTEME B 3aBUCUMOCTM OT 3arpy3ku ceTu 3akasuuka u Hanuuus

cBob0OAHOro AMCKOBOIo NPOCTPaHCTBA Ha cepBepe.

2 Paspenenue onepaunii ¢ VUTM n nHdpactpykTypoin 3akasumka. B nepmop ucnonbsoBaHus Ycnyrm komnaHus Baltneta HeceT
OTBETCTBEHHOCTb 3a npaBurbHoe yHKUMOHMpoBaHue VUTM, Bkntovast nHdpacTpykTypy, npegHasHaveHHyo anst vVUTM (ueHTp
06paboTku AaHHbIX, cepBepbl, CeTeBOe 06opyaoBaHMe) U nporpammHoe obecnedeHne npoussoauTens. B cnyyae cbos B pabote
nporpaMMHoro obecneyeHusi, 0 KOTOpoM npoussoauTenb nuueHsun VUTM odwuumaneHo yBegomnsieT, komnaHnusi Baltneta
0653yeTcs NpUHATL BCe HEOOXOAMMbIE Mepbl B pamKax CBOEW KOMMETEHLUMN ANA BOCCTaHOBMEHNS paboTbl CUCTEMbI, BKMOYas
meToq Haumyuwmx yeunuin (best-effort), ncnonbayemsii camvm npomssogutenem nuueHsum VUTM. Takke B cnyyae cboes B
nHppacTpykType 3akasunka u, kak cneacreme, cboes B pabote cepsuca VUTM, komnaHus Baltneta He HeceT oTBETCTBEHHOCTM 3a

NPOAOIMKMTENBHOCTL CGOSI M 3a ycTpaHeHue cBosi.

24.3 3AMPOCHI MO CTAHOAPTHOWM YCNYTE (RFC STANDARD)
NPEAMNONATAEMOE
CTAHOAPTHbLIE PABOTbI / BAMEHA BPEMSA NMPUMEYAHUE
BbINONHEHUA
BoccTtaHoBneHue noruHos ans 3akasyvka® 30 MUH. BbinonHseTcsa 3a 4oNonHUTENbHY NnaTty
BoccraHoBneHnwue konuu VM 13 pesepsHoi konum (backup) 60 MyH -
BoccraHoBneHnue konun VM 13 MoMeHTanbHoro cHumka (snapshot) 60 MyH )
MpepnocTtaBneHne otyeToB MoHuTOopuHra (ICMP, CPU, RAM, 30 M -
SWAP, oln6km) '
MpepocTtaBnexune xypHana goctynHoctn VM 30 MUH. )
[MpoBepka napameTpoB MOHUTOPUHra 30 MUH. )
Mposepka goctynHoctn VM 30 MyH. )

25

25.1

NMPABWUIIA NPEAOCTABJIEHUA YCNYI NO OBCNYXXUBAHUIO NEPUMETPA CETU (VUTM)

OMNCAHUE YCIYTWN MO OBCNYXXUBAHNIO MEPUMETPA CETU (VUTM)

O6cenyxuBaHne nepumetpa cetu (VUTM) - ynaneHHoe obcnyxvBaHue pelleHust 6esonacHocTy Ha 6ase BMpTyanbHoro 6paHamayapa. YcTtaHoBKa,

HacTpolika, MOHUTOPUHI OTKIOHEHUI B paboTe CUCTEMbI, yrpaBrieHne 1 KOHTPOMb BCEX AOCTYMHbIX (DYHKUMOHAMNbHBIX BO3MOXHOCTEN peLLeHus!

VUTM.

25.2

YCINYT'A BKIMIOYAET B CEBA

25.2.1 TnaHbl Yenyr:

OcobeHHoCcTH Ycnyru STANDARD PRO

MoHuTOpUHI:
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MOHUTOPWHI JOCTYNHOCTU + +
KoHTponb Harpy3ku - +
AHanmn3 xu3HeHHoro uukna Ycnyr - +
HoctynHocTb Beb-canta (ana WAF) - +
Bpanamayapbl 1 ynpasneHvie MHPOPacTPYKTYPON:
O6HoBNEHNe Bepcun bpaHamayapa B pabouyee Bpems B Hepabouee Bpemsi
PesepBHble Konuu 1 BOCCTaHOBMEHWE BUPTyanbHON MalunHbl Appliance + +
PesepBHoe KonvpoBaHue 1 BOCCTaHOBIEHNE KOHUTypaLmm ExxemecsiyHas konusi ExxeHenenbHbIn konust
YnpaBneHue mopynem 6paHamayapa 3akasyuka B y4eTHOW 3anucuy yrnpaBneHns - +
npounssoguTenem npogykra vVUTM.
dopmupoBaHve 1 ynpasneHue bpaHamayapom Ha 6ase npounssoguTens - +
Knacrepa
YnpasneHve nons3oBaTensamv U NPUNOXeHNAMU:
CospaHue 1 nogaepka nonmTuK aBTopusauuy nonb3oBaTtenem. + +
pynnmpoBka nonb3oBaTenen. + +
dopmmpoBaHme OTYETHOCTU + +
YnpasneHve 3anpeLleHHbIMU nopTanamm v NpunoxeHnamm + +
HacTpoika ncknioyeHuii 3 npasun - +
OueHka 1 BHepEHNE N3MEHEHW Ha OCHOBE 3anpocoB 3aka3ynKkoB [o 3 nameHenun B mecay, | o 10 uameHeHu B mecs,
YnpaBneHune 6e30nacHOCTbIO:
IPS, IDS, aHTuBMpYC, npotokonmposaxue (logging). + +
BkntoyeHne cTaHgapTHbIX NPaBun 3aLyTbl 3NEKTPOHHON NOYThI + +
npoussoautens®.
BkntoyeHne ctaHgapTHbIx npasun npoussoautens WAF* - 3a fononHuTenbHy
nnaty
YnpasneHuve ceTbio:
Hactpoiika IPSEC, L2TP/IPSEC, SSL TyHHenei. + +
KoHdburypuposarme DHCP-cepsepa. + +
CkaHupoBaHue no npotokony HTTPS. + +
CermeHTupoBaHve rno 3oHam o 3 30H Lo 10 30H
Moppepxka npasun knaccuduKauum 1 ynpasneHuns Tpagukom + +
MocpeaHnYecTBO C NpousBoaMTENeM Ans Noaaepxku nponssogutens (vendor - +
support)

*B cnyyae akTyBaLmy JOMNOMHUTENBHBLIX MOAYNen 6paHamayapa

25.2.2

25.2.3

25.24

MonwuTopuHr. BpaHgmayap 3akasuuka BKMIOMEH B CUCTEMy MOHUTOpuHra Baltneta, kotopasi B pexume 24x7 oTcnexusaeT
COCTOSIHWE YCTPOWCTB 1 paboTy cepBUCOB 1 NpedynpexaaeT 06 OTKIOHEHWSAX OT CTaHAAPTHBbIX (N COrNacoBaHHbIX) NapameTpoB.
MoHuTOopUWHr Bpanamayapa BkntoYaeT cneaytolme cdepsbi:
HoctynHocTb. MNpoBepka OOCTYNHOCTWM nporpaMmHoro obecneyeHus no npotokony ICMP. UHTepBan npoBepku - kaxable 300
cekyHa (5 MUHYT).
KoHTponb Harpy3ku (performance counter). Cuctema MOHWUTOPWHra NpPoOBEpPSiET U perucTpupyeT cobbiTua BpaHamayapa B ceTu
3akasyuka:

o [lapameTpbl NpoLieccopa, onepaTMBHON NaMATH, ANCKOBOrO NPOCTPaHCTBA;

e KoHTponb coctosinuss SWAP;

o Co0OLLEHMS 0 KpUTUYECKMX OLLUMOKaX v 3anucuy B XypHane.
AHanm3 Xus3HeHHOro umkna Ycnyr. KOHTponupyeTcs XM3HEHHbIN LMK BUPTyanbHbIX MalUWH, nepesarpy3ku, Bpemsi paboTsl,
Harpyska.
DocTtynHocTb cavta. B cnyyae BkntodeHust WAF, HabntogaeTcs 4OCTYNHOCTb Beb-caiita B CUCTEME MOHUTOPUHTA.
Bpanamayapbl 1 ynpasneHe nHppacTpyKTypOn:
O6HoBneHve Bepcun HBpanamayapa. B 3aBucMmocTv OoT nnaHa, o6HOBNeHNs BGpaHamayapa BbINOMHATCS B COOTBETCTBYOLLEE
BpeMsi No Mepe ouLmanbHOro Belxoda 0bHOBMEHWIA.
Pe3epBHble konuu 1 BOCCTaHOBMEHME BUPTYyanbHOW MalumHbl Appliance. ExxeHefenbHas Konus BUPTyanbHOW MaLUMHbI, Ha KOTOPOW
paboTtaeT cnyxba 6paHgmayapa, CO34aeTcsd U XpaHWUTCS B LeHTpe obpaboTku AaHHbIX KoMnanuwm Baltneta m moxeTt ObiTb
BOCCTaHOBIIEHA B Crlyyae HeobXxoanMocTu.
PesepBHoe konupoBaHWe W BOCCTaHOBMEHWe KoHdurypauun. ExeHenenbHo denaetca konus koHdurypauum 6GpaHgmayapa
3akasuuka, KoTopasi XxpaHuUTCs B LieHTpe 0bpaboTkn AaHHbIX Baltneta n npu HeobxoanmocTn MoXeT BbiTb BOCCTaHOBMNEHA.
YnpaBneHue moaynem 6paHamayapa 3akasyvka B y4eTHOM 3anucy ynpasneHust npoussoguTenem npogykra vVUTM.
YnpasneHve nonb3oBaTensiMm 1 NPUNOXeHNSMU:
CosgaHne u nopgepxka NONWUTVK aBTopu3auumn nonb3oBaTenen. Co3gaHue WM MHTErpauusi fnokasnbHbIX Monb3oBaTtene ¢

cyLlecTBytoLLen y 3aka3yvka cuctemon ayteHTudmkaumm nons3osatenen (LDAP, AD, RADIUS), npmBsa3ka aTux nonb3osBartenei k
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CyLLeCTBYIOLLMM NpaBunam 6paHamayapa u obecnedeHve ux paboTbl. Baltneta He HeceT OTBETCTBEHHOCTU 3a COBMECTUMOCTb
6paHamayapa 1 cuctemMbl ayTeHTudMKaLmum nons3osaTenei 3akasyvka B crnyyae UHTerpaumm, He NpoBOAMTCA AeTanbHbI aHanma
UCKITIOUMTENbHBIX CryYyaeB HEKOPPEKTHOro cpabaTbiBaHWs rpynnoBOM MOMWUTUKU Wnu aBTopusauum npu paboTe obLuero
dyHKUMOHana, Baltneta He HeceT OTBETCTBEHHOCTM 3a KOHPUrypaLmm cucTeMbl ayTeHTUMKaLMW Nonb3oBaTenein 3akasumka nnm
nobbIX ApYrvx Yactel MHAPaAcCTPYKTYpbl M He MNoAknyaeTcs K MHgpacTpykType 3akasuumka, Takol Kak cepBepbl, cuctema
ayTeHTUdMKaLUM nonb3oBaTenen unu Apyrue cepauchl.

e [pynnupoBka nonb3oBaTenei. [pynnupoBka nonb3oBaTtenen GpaHamayapa C MPUMEHEHVWEM TPYMMOBbLIX MOMWUTUK (HOCTYMHOCTb
nNpunoxeHun, HasHavexnme tuna VPN, rpynnoBble NonuTUKK U T.4.)

o dopmupoBaHme OTHETOB. PYHKLIMOHAMBHbBIE BO3MOXHOCTM BKITHOYAIOT:
o MNpepocTaBneHne JocTyna K MOAYyI OTYETHOCTY;
o PopMUpOBaHKE NEPUOANYECKNX OTHETOB 0BLLEro XapakTtepa (MPUMOXEHNS U KOHTEHT, CeTb M yrpo3bl, ucnons3osaHue VPN);

o NHpuBnayanbHas oT4eTHOCTb Nonb3oBaTtens. IHaMBuayanbHas OTYETHOCTb BeAeTCH TOMNbKO Ans obnagatowmx nnaHom PRO.

MakcmmarnbHoe KONMMYecTBO OTHETOB PasHbIX TUMOB HEe MOXeT MpeBbillaTb 10 0TYETOB Ha OAMH 3anpoc.
o YnpaBrieHune 3anpeLLeHHbIMM nopTanamMmmn n NpUNoKeHUsIMu:
o HacTtpoiika ctaHgapTHbIX NpunoxeHuin npoussoautens nuueHsui vVUTM n WEB-dunbTpos ansa rpynn unv npasur,

o Co3gaHve n HacTporka HecTaHOapTHbIX Mornb3oBaTenbckux npunoxenun mnu WEB-cunbTpoB, a Takke HacTpouka

WCKIMIOYEHMIN 13 NpaBun AOCTYNHbI TONbKO Brnagensuam nrnaHa PRO;

e OueHka 1 BHegpeHWe M3MEHEeHMI no 3anpocam 3akas3yukoB. [aHHas YHKUMOHaNbHOCTb BKMtoYaeT B cebs aHanu3 3anpocoB
3akasyvka Ha npegMeT COOTBETCTBUS M OTCYTCTBUSI MPOTUBOPEYMS 3anpallmBaeMbiX U3MEHEHUIA OOLLMM NIOrMYyeckum npasunam

©OpaHamMayapa 1 BbINOSHEHME 3TMX 3aNpOCoB.

25.2.5 YnpaBneHue 6e30MNacHOCTbIO:

IPS, IDS, aHTuBMpYC, npoTokonupoBaHue (logging). Mogaepka aTon PyHKUMOHANBLHOCTY BKIOYaET:
o BkntoueHne 1 BHeceHve nsmeHeHuin B cTaHaapTHble npasuna nponssoautenei IPS/IDS/aHTnBupycos;

o MHaovBmnaoyanbHoe cosfaHve u akTMBauusi nonb3oBaTenbCckux npaswun IPS saBnsieTcs ucknioumtenbHoW 06513aHHOCTBIO

BnagenbLueB TapudgHoro nnaHa PRO;

o Obbem namsTv AN XpaHeHusl 3anucen XypHana orpaHuyeH 50 I'b.

YnpaeneHue npaBunamu 6€30MacHOCTU 3NEKTPOHHOM MOYThl. PYHKLMOHANBLHOCTL BKIIOYAeT B cebs BKIOYEHVE 1 ynpaBneHne
M3MEHEeHUAMM CTaHAapTHbIX NpaBun GpaHamayapa, 3almTbl 3MeKTPoHHOW nodTel unu WAF npoussogutens npogykra vVUTM.
KomnaHusi Baltneta He HeceT OTBETCTBEHHOCTU B Criy4ae HECOBMECTUMOCTU CTaHAAPTHbIX (PUNbTPOB UK NPaBWI NPOU3BOAUTENS
¢ uHdpactpyktyport wunn WEB-cTpanuuen 3akasumka M He paccMaTpuBaeT OTAeflbHble MHUMAEHTbI, CBS3aHHble C
MHppacTpyKTypon 3akasuuka B npouecce paboTbl Bcero gyHKLMoHana.

25.2.6 Hactpovika TyHHenen Ans yaaneHHblx pabounx cTaHuuid (yoanenHbin L2TP/IPSEC, SSL VPN). [Ons BknuveHus 3Tow
PYHKUMOHaNbLHOCTN TpebyeTcs TOMbKO HacTpoMKa 4acTu ceTeBOoro obopynoBaHus. 3akasuuk oTBevaeT 3a ycraHoBky VPN Ha
yaaneHHoMm paboyem mecte 3akasduka. B pamkax gaHHou Ycnyru Baltneta He nogkntoyaeTtcs k paboyen ctaHumMmn 3akasyumka u He

BbIMOMHSAET HUKaKUX AeNCTBMI No HacTpoike VPN-3aka3unka Ha o6opyaoBaHum 3akasuuka.

25.2.7 YnpaBneHue CeTbio:
Hactporika IPSEC, L2TP/IPSEC, SSL TyHHene.

HacTpolika yaaneHHbIX ounuanos unm TyHHenewn CTOpoHHUX npoussoautenei (Site to site IPSEC VPN). B cnyyae ¢ IPSEC VPN
BKITIOYEHWE (PYHKLMOHAMNBHOCTM Ha Ha3Ha4YeHHoM 3aka3qynkom HAPaACcTPYKType TPeTbUX NNL, He BXOAUT B 06513aHHOCTM Baltneta.
3aka3unk HeceT OTBETCTBEHHOCTbL 3@ COrfacoBaHWe aeTanei KoHgurypaumum ¢ TpeTbeit cTopoHoit. Baltneta BeinonHseT aencTeus,
CBSi3aHHble C WMHPACTPYKTYpOr U KoHdurypauuei GpaHgmayapa, a Takke NpoBOAMT CTaHAAPTHYIO AMAarHOCTUKY, €Cru oHa
TpebyeTcs TpeTbMMM nuuamy unuM no 3anpocy 3akasuuka, BKIOYAs BKIOYEHUE/OTKNIOYEHWE TYHHENS WM npoBepKy
dyHKkumoHaneHocTn IPSEC VPN y npounssoamTens 6a3osoro npogykta VUTM. Peanusaumns AaHHON yHKLMOHANBHOCTU Takke He
noanagaet noj craHaapTHbIE NapaMeTpbl KayecTBa 06CNyXUBaHNSA 13-3a NPUBMEYEHUS TPETbUX NL, NO3TOMY Npu 3anycke Ycnyru
NPUMEHSIeTCS NOAXO0[, OCHOBaHHbIN Ha MakcumanbHbIx yeunusix (best effort ).

e HacTpoiika TyHHenen AN ypaneHHblX pabounx ctaHumin (yoanedHoin L2TP/IPSEC, SSL VPN). [Ona Bkno4yeHus 3Ton
YHKLMOHaNbHOCTM TpebyeTcs TONMbKO HaCTpoWka YacTu ceTeBoro obopyaoBaHus. 3akas3yuk otBevaeT 3a yctaHoBky VPN Ha

yaaneHHom paboyem mecte 3akasduka. B pamkax aaHHou Yenyru Baltneta He nogkntoyaeTtcs k paboyen ctaHumMmn 3akasyumka u He
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BbIMOMHSET HUKaKUX AeNCTBMI No HacTpoike VPN-3aka3unka Ha obopyaoBaHum 3akasuuka.

KoHdurypmposaHue DHCP-cepeepa.

CkaHupoBaHue no npotokony HTTPS. Moagepxka 1o yHKUMOHANBbHOCTM BKMOYaeT B cebs BKMIOYEHWE CTaHAaPTHBIX NpaBwun
ckaHupoBaHus. CosgaHve MHAMBMAYyanbHbIX nNpasun, paboTbl, cBA3aHHble C ynpaeneHuem Cnyx6on ceptudumkaumm vVUTM, n
KOHCYINbTaLMK nonb3oBaTenen no Bonpocam pas3BepTbiBaHUsi Ha paboynx MecTax npegnaraercsi Tonbko obnafarowmm nnaHom
PRO.

3oHanbHasa cermeHTauus. Moaaepxka aTon YHKLUMOHANBLHOCTM BKIOYaET co3aaHne 1 MoanduKaLmio NpaBu cerMeHTaumm cetu
M HOBbIX CeTeBbIX MHTepdencoB. KonnyectBo 30H orpaHWYyeHo Ans Kaaoro TapudHoro nnaxa - Brnagensubl TapudHoro nnaHa

Standard moryT cermeHTMpoBaTh 40 3 OTAENbHbIX 30H, BnagenbLbl TapudHoro nnaHa PRO - o 10 30H.

Mopnepxka npasun knaccudukaumy v ynpasneHus Tpadukom. Moagepkka 3Toi (yHKUMOHANBHOCTM BKIOYaeT cosgaHue u
MOAMUMDUKALMIO NPaBUI CErMEHTALMM CETU U HOBbIX CETEBbIX UHTEPCENCOB. BKrioueHre nepapxmyeckux npasun knaccupmkaumm

BO3MOXXHO TONbKO ANns Bnagensues MnaHa PRO.

Ha Ycnyry no ob6cnyxvsanuio VUTM komnaHum Baltneta pacnpocTpaHstoTcst orpaHuyeHrs no npaeunam 1 Konm4ecTBy U3MEHEHU,
onpefeneHHble B HaCTOSALMX MpaBuiax, HoO OCTaBnseT 3a cobo NpaBo NPUMEHWUTb OrpaHWYeHne Mo BPEMEHU B Criyyae SBHO
ONVTEnNbHOro 3anpoca Unu KonNu4ecTsa 3anpallnBaeMbiX USMEHEHWI NPEBLILLAIOLLMX pa3yMHOe, NPy 3TOM BnagenbLbl TapudHOro
nnaHa Standard orpaHuyeHbl 1,5 yacamu B Mecsiy, Ha 3anpockl, a Bnagenblpl TapudgHoro nnaHa PRO - 3 yacamu. B cnyyae
NPEBbLILIEHNS 3annaHMPOBaHHOTO BPEMEHM rMocneayllee Oo6CnyXuBaHWe onnayvMBaeTcs Mo AOMOSHUTENbHBIM MOYaCOBbLIM

Tapuam, ycTaHOBMEHHbIM B HacTosLiem [Jorosope.

25.2.8 B cToMMOCTb YCryrn He BXOAAT NepeyncrieHHble Huxe YCyrn, Ho 3T YCnyr MoryT ObiTb 3aka3aHbl JOMOMHUTENBHO MO OTAENbHOM
[loroBopeHHOCTY:
e PasseptbiBaHne VPN-3akasumka Ha kKoMnbloTepHOM paboyem mecTe 3akas3unka;
e YcTaHOBKa cepTnduUKaToB Ha KOMMbIOTEPM3NPOBaHHOE paboyee MecTo 3akasuuka;
e YCTaHOBKa, HAaCTPONKa 1 CONPOBOXAeHWe nonb3oBaTtenbckmux npasun WAF;
e Jliobble KOHCYMNbTaLWK, JOKYMEHTMPOBaHUE, COCTaBIIeHMe OTYETOB U Apyrve paboThl, CBA3aHHbIe C ayAUTOM TpeTbell CTOPOHBI,
BbINOSHSIOTCA TOMbKO Ha NpeABapuTENbHO COrMAacoBaHHON OCHOBE W OMMauMBalOTCA MO MOYACOBbIM CTaBKaM, yKasaHHbIM B
HacTosiwem [lorosope.
25.3  3AMPOCHI MO CTAHOAPTHOW YCIYTE (RFC STANDARD)
NPEOMNONATAEMOE
CTAHOAPTHBIE PABOTbI / BAMEHA BPEMA NMPUMEYAHUE
BbINONHEHUA
BoccraHoBneHne nogknioveHnii ansa 3akasyuka 30 MUH. BbinonHseTcs 3a JONONHUTENBHYIO NaTy
BoccraHoBneHnue konuu VM 13 pesepsHoi konum (backup) 60 MyH -
BoccraHoBneHnue konun VM 13 MoMeHTanbHoro cHumka (snapshot) 60 MyH -
MpepocTtaBneHne oT4eTOB MOHMTOPUHIa cepeepa vutm (ICMP, 30 MUK )
CPU, RAM, SWAP, owwunbkun)
MpepocTtaBnexune xypHana goctynHoctn VM 30 MuH. -
[MpoBepka napameTpoB MOHUTOPUHra 30 MUH. —
Mposepka goctynHoct VM 30 MUH. —
BbinonHute gnarHoctuky TyHHens IPSEC: 30 MUH. }
BKITIOYEHWNE/BbIKIMIOYEHNE TYHHENS;
[OwnarHocTuka TyHHens L2TP: BknoveHUe/BbIKMIOYEHNE TYHHENS; 30 MuH. -
[unarHocTrka TyHHens SSL: BkntoyYeHne/BbIKINYeHNe TYHHENS; 30 MUH. -
BoccraHoBneHue konuu K0Hd)y|rypaumm 6paHamayapa u3 30 MUK )
pe3epBHOVi Konuu
BoccraHoBneHne konum BUpTyanbHoOM MallmHbl (appliance) 30 MUH. -
M3meHeHre nonutukn 6pangmayapa (Firewall) 30 MUH. -
BknitoyeHve nonb3osaTtenei nokaneHoro 6pangmayapa (oo 10 30 MUK )
nosnb3oBarenen)
BkntoueHune/oTknoveHe yHKLMM ckaHnpoBanus HTTPS 30 MyH. -
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BknitoyeHne/oTKNoYeHne cTaH4apTHbIX NOMUTUK
aHTUBMPYCHOW/aHTMCNamoBol 6e3onacHocTu npounssoauTens (4o 3 30 MyH. -
npaswn)

BkrtoyeHne/oTknoMeHNe CTaHAAPTHBLIX MONUTUK 6e3onacHoCTH 30 v
npunoxenu n WEB-cTpaHuy nponssoaguTens (go 3 npasun) '
BkntoyeHne/oTknoYeHe cTaHaapTHbIX NONUTUK B6e3onacHocTH 30 v
IPS/IDS npoussogutens (ao 3 npasun) '

MmnopTt/akcnopT cepTudmkata HTTPS 30 MyH. -

BbikntoyeHve nonb3oBaTtesiei nokansHoro 6paHamayapa (oo 10 30 MuH )
nonb3oBarene) )

YpaneHue nonb3oBaTernen nokansHoro 6paHamayapa (ao 10 30 MuH .
nonb3oBarenen) )

Mogaundmkauust npaBun knaccudgmkauum ceTeBoro Tpaguka 60 MVH -

OcyLecTBuTL NepeHanpaeneHne nopTos 30 MuH. -

M3ameHeHne HacTpoek DHCP / pesepBupoBaHue IP-agpecos 30 MyH. -

M3meHeHne HacTpoek DHCP / nameHeHve HacTpoek cepsepa 30 MUH. -
MpepocTtaBnexne ot4yeToB MoHMTOpUuHra (ICMP, CPU, RAM, 30 MuH
SWAP, owwn6km) )

MpepocTaBneHne 0gHOro U3 CTaHAAPTHLIX OTYETOB 60 MUH -

MpepocTtasnexne xypHana goctynHoctn VM 30 MuH. -

MpepocTtaBnTb XXypHan perucTpauuu 3anucen (log) ot 30 MuH :
npounssoauTens npogykra VUTM )

[MpoBepka napameTpoB MOHUTOPUHra 30 MUH. —

[MpoBepuTb, BKMOYEHbI NM CTaHAAPTHLIE NONUTUKKM Be3onacHOCTH 30 M )
npunoxexnun n WEB )
MpoBepuTb, 4TO CTaHAapTHbIE NonUTKKM BesonacHocTu IPS/IDS 30 MuH
BKITHOYEHbI )

[MpoBepka BO3MOXHOCTU NPUMEHEHUs cTaHaapTHbIX npasun WAF 30 MUH. -

MpoBepka gocTynHocTu canTa (B cnyyae WAF) 30 MuH. -

Mposepka goctynHoctn VM 30 MuH. -

[ob6aBneHne/nsmeHeHve agpeca aNeKTPOHHON NOYTbI ANS 30 M )
OTNPaBKW OTHETOB )

HasHaueHue cylecTByOLLMX NpaBui Ha bpaHamayape 30 M )
nonb3oBaTtensam (4o 10 nonb3oBaTenemn) )

HacTporika 3anpaiumBaemMoro 3akasz4ynkoM UCKIYEHUs Ans 30 M )
npasun )

Hactpoiika TyHHensi L2TP IPSEC Ha cTopoHe 6paHamayapa 60 MuH -

Hactpoiika SSL-TyHHeNsi Ha cTopoHe bpaHamayapa 30 MuH. -

CospgaHure nonb3oBaTernewn nokansHoro 6paHgmayapa (go 10 30 M )
nonb3oBaTenein) )

Co3sfaHune yyeTHON 3anvcy Ha nnatdopme ynpaeneHust 60 M )

npoussoauTensamv npogykuum vuTM

CospgaHue gocTyna Kk MoayIio oT4eToB 6paHaMayapa (ans ogHoro 30 M )
nosnb3osarens) )

HasHayeHune nonb3oBartener B rpynnesl 6paHamayapa 30 MUH. -

MameHeHne nonutukn VPN 30 MuH. -

M3meHeHve nonb3oBaTtenen VPN 30 MyH. -

26  NPABUNA NMPEOOCTABJIEHUA YCNYT MO OBCNYXUBAHUIO SDN

26.1 OMNCAHWME YCNYT MO OBCNY>XXUBAHWIO SDN
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SDN MOHWTOPUHF - 3TO MpOrpamMMHO-annapaTHoe CeTeBOe pelleHue, MO3BONsoWee MNpeanpuUaTUAM  LEeHTPanmu3oBaHHO, MpPOCTO U

aBTOMaTU3MPOBAHO YNPaBMsTh CETbIO YAarneHHbIX 06 EKTOB U UCMONb30BaThL NoBY0 KOMOMHALMIO IP-TpaHCNOPTHBIX YCryr, BKIKOYasi ONTOBOMOKHO,
MPLS, LTE v gpyrve.

26.2 OBbEM YCNnyr

26.2.1 MOHUTOPUHT AOCTYNHOCTW. LLIMpOKME BO3MOXHOCTUN YAANEHHOro MOHUTOPUHTA, OLEHKa Ka4yecTBa CUrHana, BO3MOXHOCTb KOHTPONS
cocTosHNA SDN-yCTpONCTB, @ Takke HaCTPOMKN U N3MeHeHWs kKoHdurypauum SDN-yCTponcTB.

26.2.2 TlpepocTaBneHvne 3aka3uynky naHenm MOHUTOPUHra. BO3MOXHOCTb MOHUTOPUHIA COCTOSIHWUSA CETU yAarneHHbIX CalnToB, NpocmoTpa
HaCTpOoeK 1 COBbITU B pexrMMe pearnbHOro BpeMEHU B Ka4ecTBe rocTs, C MpaBamu TONbKO ANs YTeHus (read-only).

26.2.3 ABTOMaTMyeckne obHoBneHus GesonacHoctn ansa SDN-ycTpoiicte. O6HoBRNeHUe obopynoBaHus SDN cpasy ke nHuuumpyetcs
6paHgmayapoMm B criyyae BO3HUKHOBEHUS HUmMaeHTa 6e3onacHocT. ObopyaoBaHve nonyyaet 06HOBNEHUst HeMeaneHHO, BMECTO
TOro 4Tobbl XAaTb OKHA, 3annaHNpPoBaHHOIo Ans 06HOBNEHUs 06opyaoBaHUs.

26.2.4 3awmTta Tpadwuka ycTpoircTBa C MomMolbio npaBun GpaHamayspa. O6opyposaHue SDN nossonseT npubnvavTb npaswna
6paHgmayapa k dunmanam. Tpaduk o6opyaosaHus SDN nposepsieTcs 6paHamayapom, Aaxe korga BHyTpeHHee obopyaoBaHune
obMeHvBaeTCs AaHHbIMU BHYTPU YCTPOICTBA.

26.2.5 CoxpaHeHue koHdurypauui SDN-ycTpoiicTB B wabnoHax 6paHgmayapoB. B cnydyae Bbixoga u3 ctposi SDN-ycTpowctB vnum
nobaeneHns [OMOMHUTENbHOMO YAANEHHOro OTAENEHUS Mbl MOXEM OYeHb ObICTPO BOCCTAHOBWUTbL WCMOMb3yeMble HaCTPONKM
ceTeBoW 6e3onacHoCTu.

26.2.6 AHanus notpebneHus Tpaduka no noapasgeneHuio. OueHka n aHanu3 Tpaduka noapasgeneHun KoOMMaHuW, oTcrexvsaHue
OTKNOHEHWN OT HOPMbl U aKTUBHOE MNpefoCTaBfieHWe KOMMEHTapueB WM PekOMeHAAUMi Mo WM3MEHeHWo npasun paboThbl
noapasaeneHun nnm N3MeHeHuIo ckopocTn VIHTepHeTa B NoapasfeneHunsx.

26.2.7 PaclunpeHHble BO3MOXHOCTM MapLupyTusaumum (split tunneling). Bo3amMoxHOCTb pasgeneHuns 30H, No3BonsioLas oTka3aTbCs OT
npasun GpaHaMayapa Ans 30H UMM KOHEYHbIX TOouek, He Tpebytowmx obecnedeHus GesonacHocTn. OTCyTCTBME Meperpyskut
6paHamayapa, Koraa B 3TOM HeT Heo6X0AMMOCTY.

26.2.8 HasHayeHwue npaBun Ans KOHKPETHOrO YCTPOMCTBA, AOCTYNHOCTL A0 2 ypoBHs agpeca (IP-agpec, MAC-agpec u T.4.). YcTpoiicTBa
SDN no3sonsoT BUAETb paclUMpeHHOe YMCNO CeTEBbIX YCTPOWCTB BNOTL A0 aapeca BTOPOro ypoBHA M Ha3HavaTb npasuna ans
KOHKPETHbIX YyCTPONCTB.

26.2.9 CkaHupoBaHue no npotokony HTTPS. MNMopaepxka 3Toi OyHKLMOHANBHOCTU BKIlOYaeT B cebsl BKMIOYEHNe cTaHA4apTHbBIX MpaBun
ckaHupoBaHus. Co3faHune, ynpasneHue n KOHCyNbTMpOoBaHUE Nonb3oBaTernei no Bonpocam BHeAPEHNS Nonb3oBaTe IbCKUX Npasun
Ha pabo4ymx mecrtax.

26.2.10 dunbTpaumsa Tpaduka Mexay ycTponcTBamu, HaXOASLWMMUCS B OOHOW 30He 6e30nmacHOCTU. BO3MOXHOCTb HasHayeHus npasun
6e30nacHOCTN MEXCeTeBOro akpaHa Ansa oTAeNbHbIX 30H 6e30nacHOCTM Npyu obMeHe AaHHbIMKU Mexay HUMW. [leTanbHbIi aHanu3
Tpadmka 1 NPOCMOTPOB.

26.2.11 Co3gaHue 30H B ycTpourcTee. Co3aaHue oTaenNbHbIX 30H KOHEYHbIX YCTPONCTB 1 HACTPOWKa MHAMBUAYaNbHBIX NPaBUIT MEXCETEBOTO
3KpaHa B 3aBMCMMOCTM OT NOoTpeBHOCTEN 1 ypoBHS 6e30nacHoOCTy.

26.2.12 lNocpeaHMYecTBO C NPOM3BOAUTENEM AN NOAAEPXKKM npoussoauTens (vendor support). Mpenoctasnsemoe o6opyaosaHme SDN
noaaepXkuBaeTcs Npou3BoAMUTENEM, YTO MO3BONSET MonyyaTb OGHOBNEHNS 06OPYAOBaHUSI U TEXHUYECKYIO NOAAEPXKKY NMpU ero
HacTpovike unu obcnyxmeaHum.

26.3 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)
NPEAMNONATAEMOE
CTAHOAPTHbBIE PABOTbI / BAMEHA BPEMA NPUMEYAHUE
BbINONHEHUA
CospgaHue y4eTHON 3anmcu Ha nnatdopme ynpaBneHus 60 M )
npounssoguTensamv npogykuum vUTM
CospaHune JocTyna K MoAynio 0TYETOB NpousBoauTens (Ans 30 MUK -
0[HOro nonb3oBaTens)
O6HoBneHve Bepcun SDN-ycTpoiicTBa 30 MUH. .
MHuummposaHue obHoBneHwin 6e3onacHocTu Ans SDN-ycTpoicts 30 MUH. )
CospaHve/mMmoandykaums Beibopa mapLupyTa (routing u split 30 MUK -
tunneling)
HasHaueHune npaBmn Ha eanHULY KOHKPETHOrO KOHEYHOro 30 MUK -
o6opynoBaHue (oaHo)
HacTpoiika gononHuTensHOro Bxoga nogknoyeHuns 4G 30 MUH. Ob6opynoBaHue OomkHO noaaepxueatb 4G
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HasHaueHve/nsmeHeHve napameTpoB 6e3onacHOCTY ANs 30HbI

30 MyH. -
6e3onacHocTu
MN3meHeHne HacTpoek DHCP / pesepBupoBaHue IP-agpecoB 30 MyH. [o 5 wrT. 3a pa3
M3meHeHne HacTpoek DHCP / nameHeHue HacTpoek cepeepa 30 MUH. -
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27  NPABUIIA OKA3AHUA YCNYT MO OBCNYXXMBAHUIO KOMIMBbIOTEPU3UPOBAHHbLIX PABOYUX MECT (KPM)
27.1  OMUCAHME YCNYTU TEXHUYECKOIO OBCIYXXMBAHWMA KOMIMBbIOTEPU3NPOBAHHBIX PABOYMX MECT (KPM)

TexHuyeckoe obcnyxvBaHne KOMMNbTEPU3NPOBaHHbIX pabodnx mect (KPM) - aTo obcnyxuBaHve KOMNbOTEPa U CBA3AHHbBIX C HUM NepudeprnHbIX
YCTPOWCTB (MOHMTOP, Mbillb, KnaBuaTypa, AOK-CTaHUMS) U nepudeprinHbIX YCTPONCTB (NPUHTEP, CKaHep, MHOroyHKLMOHaNbHoOe yCTPOWCTBO) C
uenbto obecneveHnsi CBOEBpPEMEHHOTO YAoBneTBopeHus 3asiBok. CepsucHoe obcnyxwvBaHne KPM MoxeT ocCylecTBNATbCS Kak yAaneHHo

(cepBucHbin nnadH KPM REMOTE), Tak 1 yganeHHo u Ha Tepputopumn 3akasunka (cepsucHbin nnadH KPM PRO).

27.2  OTBETCTBEHHOCTb 3AKA34YMKA

27.2.1 3akasuuk 06s3yeTcs NMcbMeHHO UHopMUpoBaTh Baltneta He MeHee yem 3a 5 pabounx aHelt o Mobbix paBoTax, koTopble ByayT

npoBoauTbes Baltneta unu TpeTbumn nuuamu Ans ycTaHOBKM HOBOTO KOMMbIOTEPHOIO O60py,D,OBaHVIﬂ nnn paclimpeHunsa ceTu.

27.2.2 TlpepocTaBnsATb KOHKPETHYIO 1 NocneoBaTenbHyo nHopmMauuio npu permctpaumm 3anpocos KPM ¢ npucBoeHMEM yHUKanbHOro

Homepa KPM kaxgol paboyeit cTaHLmMmM KoMMbloTepa.

27.2.3 He TpeboBaTb nocelleHusi komnaHuen Baltneta mecta yctaHosku KPM B cniyyasix, koraa 3anpoc MOXeT ObiTb pelleH yaaneHHo.

27.2.4 Tlpu HeobxogmmocTn obecneuntb BO3MOXHOCTb NpefocTaBneHus Ycnyr no obenyxuBaHuio KPM Ha Tepputopumn 3akasyvka B
Hepaboyee Bpewms.

27.2.5 3akasuuk 0ba3yeTcs B TeyeHue 5 pabounx gHen nocne noanucaHus 3akasa Ha TexHudeckoe obcnyxveaHne KPM npegoctaButb
KomnaHun Baltneta cnvcok Bcex coTpyaHukoB 3akasuuka, Ha obcnyxuBaHve KPM koTopbix pacnpocTpaHseTcs NoAnvMcaHHoe
ropy4eHve, ¢ ykaszaHvem amuinmm, MMeHmn, oT4ecTBa, Homepa TenedoHa 1 3NEeKTPOHHOM NOYTbI COTPYAHMKA.

27.3  OBbEM YCNYIY TEXHUYECKOIO OBCITY>XVMBAHKSA KOMMbIOTEPU3MPOBAHHBLIX PABOYMX MECT (KPM)

27.3.1 TnaHbl TEXHUYECKOro 06CNYKMBAHUA KOMMbLIOTEPU3NPOBAHHbLIX Paboynx MecT:

Ycnyra REMOTE PRO

YoaneHHoe obcnyxueaHne KPM + +

O6cenyxuanne KPM Ha TeppuTopun 3akasynka 60,00 EBpo/vac + nnara 3a +
npubbiTHe

MoarotoBka HOBOro paboyero Mecrta + +

3anacHoe obopynoBaHue + +

O6cnyxunsaHne nepudepuitHoro obopygoBaHust + +

O6crnyuBaHue creuuanmampoBaHHoOMo
nporpamMmmHoro obecreyeHusi
O6cnynBaHne aHTMBMPYCHOrO NMPOrpaMMHOro

+ +
obecneyeHus
O6cnyxuBaHne M HacTpoWka yaaneHHbIX paboumx
mecT (VPN) * +
WHBeHTapusaums onsny4eckmx n nporpaMmMHbIX . +
cpeacTs
Mpo-aKTUBHbIA MOHUTOPUWHT U yNpaBneHne + +
C60op v aHanu3 KOMMbITEPHbIX XypHanos (log) . +
Mepuoanyeckas yctaHoBKka OGHOBIEHWIA
nporpaMmmHoro obecnedeHuss Microsoft + *
OueHka 1 pekoMeHaauum no 3KOHOMMKe
MH(OPMALIMOHHBIX TEXHOMOMMiA ANs + +
KOMMbIOTEPU3NPOBAHHbIX Pabounx MecTt
BblgeneHHbii MeHegxkep no obcnyxveanuto UT + +
KoHcynbTaumm no anekTpoHHOW noyTe u TenedoHy + +
KpyrnocyTtouHoe nHcgopmmposaHue o6 UT- . +
MHUMOEHTax
Cnyxba TexHU4ecKon Nogaepku (AocTynHa ans . .

BCEX COTPYAHWUKOB KOMMaHUM)
OT14éThl 06 ObpaLLeHnax + +
BbiGop HOBOrO 06OpPYA0BaHMS U MPOrPaMMHOO

+ +
o6ecneyeHns U KoHCynbTaumm
C60p 1 yT1nm3auus XecTkux guckos n 6atapen ot . .
Heucrnonb3yemMoro o6opynoBaHusi
JIMUEH3Ust Ha aHTUBMPYCHYHO NporpaMmy Mo HeobxoaumocTn Mo HeobxoaumocTn
LLindpoBaHme komnbloTepa Mo HeobxogmnmocTu Mo HeobxogumocTu
3alumTa 3neKTPOHHOM NoYThbI Mo HeobxogumocTH Mo HeobxogumocTH

27.3.2 TexHudeckoe obcnyxuaHne KPM BkntoyaeT B ce6s pelleHne 3anpocoB, CBA3AHHbLIX C KOMMbIOTEPHbIMU pabouMmn CTaHUMAMU U

nepudepuitHeiMM yCTpONCTBaMu, yaaneHHo n/vnun Ha Tepputopum 3akasymka.

27.3.3 B cnyyasix, koraa 3anpoc 3akasuunka He MOXeT ObITb pelleH ANCTaHLMOHHO, creumanucTel komnadum Baltneta nposoasT pabothl
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Ha TeppuTopun 3akasduka. [na tapudHoro nnaHa KPM PRO konmuecTBO 3BOHKOB He orpaHuyeHo. B cnyyae wncnonb3oBaHus

nnaHa KPM REMOTE 3aka3uuk 4ONONHUTENbHO OnnayvBaeT Kaxabli BbI30B U paboThl, BbINOMHSEMbIE Ha TEppUTOpMM 3akasumka.

27.3.4 TlogroTtoBka HoBOro pabouero mecrta noppasymeBaeT MOArOTOBKY HOBOro aBTOMaTuM3vpoBaHHOro paboyero mecrta Ans HOBOro
COTpyOHUKa UM MOATOTOBKY HOBOTO KOMMblOTEpa MyTeM nepeHoca Monb3oBaTenbCKMX AaHHbIX. B TapudHbix nnaHax KPM
REMOTE n KPM PRO noarotoBka HOBbIX paboymx MecT BKMOYeHa B CTOMMOCTb OBCNyXMBaHWUS, OAHaKO 3akasquk He MOXeT
peructpupoBaTtb 6onee 20% ot obLero konuyectsa KPM ans 3anpocoB Ha NoAroToBKy HOBbIX paboymx MecT B Te4eHWe OgHOro
KanengapHoro Mecsiua. Mpu npesbiweHun nopora B 20% B3umaeTcs nnata B pasmepe 59 EBpo 3a ogHo KPM 6e3 yyeta HOC.
Kpome Toro, ans nnaHa KPM REMOTE npegycmoTpeHa nnata 3a nocelleHne obbekta, ecnm aTo TpebyeTcs B paMkax 3anpoca Ha

noAroToBkKy HOBOro paﬁoqero MecTa.

27.3.5 Tlpu HEBO3MOXHOCTU MCMOMb30BaHWUS 3akas3yuMkoM (YHKUMOHaNbHbIX BO3MoOxHocTen KPM 6Gonee 8 uwacoB (npu cpave
obopydoBaHMs Ha rapaHTUiiHoe/nocnerapaHTUiiHoe obCnyXxuBaHWe, MpU MONOMKe CTaporo obopyAoBaHWsl, NpU OXuAaHUM
nocTaBku HOBOro M T.4.), KoMnaHus Baltneta 06s13yeTcst npegoctaButh No 3anpocy 3akasunka cMeHHoe obopyaoBaHue. 3ameHa
obopyAoBaH/s BO3MOXHA TOSbKO AN NEPEeHOCHbIX KOMMbloTepoB. SLA He pacnpocTpaHsoTCsl Ha NpefocTaBneHne 3anacHoro

o6opynoBaHusi. CMeHHoe 060pyoBaHne AOCTYNHO TONbKO B pamkax nnaHa KPM PRO.

27.3.6  ObcnyxuBaHve nepudepuitHoro obopyaoBaHus BktovaeT B cebsi cnegytowme Ycenyru: HacTpovika nepudepuiiHoro obopyaosaHust
N ycTpaHeHve Henonagok B paboTte obopyaoBaHns - goctaska obopyaoBaHWS B/U3 aBTOPU3OBAHHOMO CEPBUCHOTO LieHTpa (B TOM
Xe ropoge), npu 3ToM 3akasymKk onnayvBaeT CYET, BbICTaBMEHHbIN CEPBUCHBIM LieHTpoM. Ecnn nepudepuinHoe obopynosaHune
npuobpeTeHo y TpeTbux NuL, To Baltneta BeinonHsAeT ToNbKo HACTPOVIKY NepudepuintHoro 06opyaoBaHus, HO He OKa3blBaeT MOMOLLIM
B YCTPaHEHWUN HeMonagoK, KOTopble AOMKHbI ObiTb MHALMMPOBAaHbLI 3aKa3ynkoM MyTeM obpaLleHus K NOCTaBLUMKY nepudepuitHoro
obopynoBaHus.

27.3.7 PaboTtbl B 06nactn obcnyxuBaHua cneuuanu3vpoBaHHOro NporpaMmMHoro obecnederuns (MHcTannsaums, obHoBneHne, cosgaHve
HOBbIX UMW JOMOMHUTENbHbIX MYHKLMIA, @ Takke Apyrve paboTbl, CBS3aHHbIE C MCMOMb3yeMblM 3aka34ynkom CrieLnanm3npoBaHHbIM
nporpaMmHbIM obecneyeHrem) He BKIIOYEHbl B 06beM ycnyr obcnyxmaHus KPM. PaboTbl, cBA3aHHbIE CO CneLuanm3mpoBaHHbIM
nporpaMMHbIM ~ obecriedyeHMeM MOryT BbIMOMHATBCA MO  3ampocy 3akasyMka W onnayvealoTcst  gononHutenbHo. K
cneuManu3vpoBaHHOMY MPOrpamMMHOMY OGEeCrneyYeHUo OTHOCATCS CUCTEMbl YrpaBrieHus GU3HecoMm, cucTemMbl ByxranTepckoro
yyeTa, CUCTeMbl JOKyMEeHTO060poTa 1 Apyrme cneuuanuavpoBaHHble MPUMOXEHNS.

27.3.8 CraHpapTHOe nporpammHoe obecnedveHue Bk4vaeT B cebs onepaumoHHble cuctembl (Windows, Mac), naket MS Office,
anekTpoHHyto nouty Outlook, Be6-6paysepbl (Edge, Mozilla Firefox n gp.), npunoxenna MS (Visio, Project), aHTMBUpYyCHble
nporpaMmel, Nporpammbl apxmeuposaHust, Adobe Reader.

27.3.9 AHTVBMpYCHOE COMPOBOXAEHME BKIIOYaeT B cebsi cnefytowme Ycnyru: yctaHoBka aHTuBUpycHoro MO, o6HOBNeHne aHTUBUPYCHOTO
MO, aBTOMaTM4ECKOE CKaHMpOoBaHUe aHTMBKPYCcHoro MO, HacTpolika napameTpoB (NonMUTUK). B cnyyae ecnu 3akasuuk npuHumaeT
pelleHWe O 3aMeHe CyLLEeCTBYIOLIEro aHTMBMPYCHOTO NpOrpaMMHOro obecneyeHusi Ha mporpammHoe obecrneveHve [pyroro
nponssoauTens, paboTbl N0 3aMeHe He CYUTAKOTCH YacTbio YCnyru, a NpoLecc 3amMmeHbl onnavnBaeTca B COOTBETCTBUM C Tapudamm

Ha [lJononHuTenbHble paboTbl, yCTAHOBMEHHbIMM B HacTosiLem [orosope.

27.3.10 O6cnyxuBaHWe 1 HacTpoiika BupTyanbHom YactHol cetu (VPN) BkntovaeT B cebs yctaHoBky VPN-3akasunka Ha KOMMbIOTEp 1 ero

HaCTpOIZKy B COOTBETCTBUU C NpeoCTaBfIEHHbIMU YY4E€THbIMU JAaHHbIMW.

27.3.11 VHBeHTapu3aumsi r3M4eckoro u nporpammHoro obopyaosaHus. B pamkax conposoxaeHust KPM komnanus Baltneta nposoamt
MHBEHTapu3aLumio r3nN4ecKoro u nporpammHoro obopyaosaHusi. ViHBeHTapu3aumy nogBepraeTcst Tonbko To o6opyaoBaHue, Ha

KOTOPOM YCTaHOBI1€Ha NPO-akTUBHaA nporpamMmma TeéXHU4eCcKoro 060]'Iy)KI/IBaHI/Iﬂ KPM.

27.3.12 [Mpo-aKTUBHbIN MOHUTOPWHT 1 ynpasnexue. MNpu Npo-akTMBHOM MOHUTOPUHIE 1 ynpaeneHumn Baltneta cnegut 3a paboToii cryx6 Ha
KOMMbIOTEPU3NPOBaHHbBIX pabounx ctaHuuax (KPM) u npegynpexaaeT o6 OTKNOHEHUSX OT 3aA4aHHbIX NapameTpoB, npoBepsieT
npaBa nonb3oBaresiell Ha KOMMbloTepe, NPOBEPSIET COCTOSIHUE XECTKOro AnCKa, 0CBODOXJaeT AMCKOBOE NPOCTPaHCTBO MO 3anpocy
3akasuuka.

27.3.13 lNMepuognyeckasi yctaHoBKa OBHOBMNEHWUI nporpammHoro obecneveHusi Microsoft. B pamkax TexHudeckoro obcnyxmanus KPM
KomnaHusi Baltneta ocyLuecTBnsieT akTMBHYI0 yCTaHOBKY OGHOBMEHMIN MporpammHoro obecneyenusi Microsoft Ha paboumnx ctaHumsx

3akasyuka.

27.3.14 OueHka x03a1cTBa KOMMbIOTEPU3NPOBaHHbIX paboumx mecT. o 3anpocy 3aka3uvka B TedeHue 60 gHew nocne 3akasa Ycnyr unm
oAVH pa3 B rof komnaHusi Baltneta npoBoguT nepBuuHYl0 OLEHKY Napka KOMMbOTEPHbIX pabounx mect (KPM) 3akasuumka u
npepoctasnseT ot4eT 06 oueHke napka KPM, koTopbiii BkntovaeT: nHBeHTapusaumio UT-uHdpactpykrypel (KPM, nepudepuitHoe
obopyaoBaHue, nporpaMMHoe obecneyeHne), oueHKy (yHKUMOHaNbHOCTW, HapexXHocTn u 3awmeHHocTn KPM; BbisiBneHve
pUCKOB; pekomeHgaumn no yctpaHeHuto UT-puckos. Mo pesynbTaTam OLEHKM Mapka KOMMbIOTEPU3MPOBAHHLIX pabodmx mecT

AarnbHenwme paboTbl U BbINONIHEHWE PEKOMEHAALMI COrNacoBbIBaOTCS C 3aKa3yMkoM B MHAUBUAYaNbHOM Nopsiake.
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27.3.15 B pamkax Ycnyr no conpooxgeHnto KPM komnaHusi Baltneta npepoctaBnsieT 3akasuuKy BbIAENEHHOTO MeHeaxepa Mo
obcnyxusaHunio UT, KOTOpbIN KOHCYNbTMPyeT 3akasyvka Mo BOMPOCaM MCMOMHEHWUS CyLECTBYIOLUMX W 3aKIMOYEHUS HOBbIX
KOHTPaKTOB.

27.3.16 B pamkax Ycnyr no conposoxgeHnio KPM komnaHus Baltneta koHcynbTupyeT 3akasumkoB Mo BoOMpocam BbIXOA4a M3 CTPOS,
aKcnnyaTauum, MogepHU3aLmmn unm NpMobpeTeHNs KOMMbIOTEPHOTO 1 NepudepuiiHoro o6opyaoBaHms.

27.3.17 ExxemecsiyHO aBTOMaTUYECKM hOPMUPYETCA OTHET O MPOBEAEHHbIX paboTax no TexHudeckoMy obcnyxusaHuio KPM n BpemeHn,

3aTpa4yeHHOM Ha MX YCTpaHeHue, KOTOpbIN pasmellaeTcs Ha noptane 3akasuuka https:/myportal.balt.net.

27.3.18 B pamkax Ycnyr no conpoeoxaeHuio KPM komnaHusi Baltneta npegocTasnsieT 3aka3unky BO3MOXHOCTb obpaliaTbcst K KoMnaHum
no Bonpocam BblGopa 1 npuobpeTeHust HoBOro 060pyAo0BaHNSA U NMPOrPaMMHOro obecneyeHmns.

27.3.19 O6enyxuaHne KPM He BkntovaeT B cebsi 06CnyxumBaHne MobuIbHbIX YCTPOMUCTB Nonb3oBaTenei cepeumca.

27.3.20 Ecnu nocne BbINOMHEHMS pekomeHZaumn no oueHke xo3sanctea KPM, B KPM ocTtaloTcs ycTaHOBNEHHbIMW HenoaaepXveaemble
onepaumoHHble cUCTeMBbI, TO Ha 3Tu 3anpockl KPM He pacnpocTpaHsieTcst ypoBeHb SLA, ycTaHoBneHHbIN B 3akase.

27.3.21 Ecnn  3aka3uMk uMCronb3yeT nporpaMmHoe obecnedyeHve, He uMelolee nporpamMMHON MOAAEPXKKM OT MNPOV3BOAUTENS
nporpaMmMHoro obecneveHunst (UnNu cCpok AENCTBUS KOTOPOWN MUCTeK), komnaHusi Baltneta He HeceT OTBETCTBEHHOCTU 3a pelueHune

NoBbIX BONPOCOB, CBA3AHHBIX C 3TUM NPOrpaMMHbIM o6ecneyeHnem.

27.3.22 KomnaHus Baltneta He npoBogut 06yyeHune paboTe ¢ KOMMbIOTEPHOWN TEXHUKON 1 NpOorpaMMHbIM obecneyeHreM npeactasutenemn
3akasuuka (nonb3oBaTenen KPM).

27.3.23 ina obecneyeHuss kayecTBa M NpPO-aKTUBHOCTWM TpebyemMoro cepsuca peanudyeTcsi nporpaMma Mpo-akTUBHOrO MOHWUTOPWHIa
KaXXJ0ro KOHTPONMPYeMOro KOMMNbTEPU3NpoBaHHoro paboyero mecta (KPM). YpoBeHb SLA No ymonyaHuio He NpuMeHsieTcs, ecnu
Ha KOMMbIOTEPU3NPOBAHHbLIX pabounx MecTax He yCTaHOBIIEHO NporpamMMHoe obecneveHne Ansa Npo-akTMBHOTO MOHUTOPUHTa.

27.3.24 KoHcynbTaumm, MOAroToBKa [OKYMEHTOB, COCTaBMEHME OTYETOB unu niobble Apyrve Buabl paboT, CBA3@HHble C ayauToM,
OpraHn3oBaHHbIM TPETbUMW NMUAMM, BbIMOMHAOTCA MO npeaBaputenbHon [JoroBOPEHHOCTU TONbKO MO AEWCTBYIOLLEN Ha TOT

MOMEHT MOYaCcoBOM CTaBKe AOMNONMHUTENbHbLIX paboT komnaHumn Baltneta.

27.4  3AMPOCHI NO CTAHOAPTHOW YCIYTE (RFC STANDARD)
NMPEANONATAEMOE
CTAHOAPTHAA PABOTA BPEMA BbINMONHEHUA NMPUMEYAHUE
PABOT
Korga avickoBoe NpocTpaHCTBO 3aKaHYMBAETCS, UHXEHeP Mo
OcBoboXxaeHne UCKOBOro
30 MyH. ykasaHuto 3akasyvka nepemellaet/cTupaeT n3bbITOUYHYO
NpoCcTpaHCcTBa
MHopMauuto.
Mpon3BoanTCA NOAKNIOYEHNE K KOMMBIOTEPY U OOHOBIEHNE
nporpaMmmMHoro obecneveHusi (06HoBneHusi Microsoft
BbinonHeHne ctaHaapTHbIX yCTaHaBnmBatTCa cuctematundeckmn). CtangapTHoe nporpaMmMHoe
0BHOBMEHWI NPOrPaMMHOro 30 vuH obecneyeHne BKMoYaeT B cebs: onepaunoHHyto cuctemy (Windows,
obecneyveHus ' Mac), naket MS Office, anekTpoHHyto nouTty Outlook, Be6-6pay3epbl
(Internet Explorer, Mozilla Firefox n gp.), npunoxenuns MS (Visio,
Project), aHTvBUpYCHble, apxuBHble Npunoxerusi, Adobe Reader,
rpadunyeckue npunoxerus (AutoCAD, Corel Draw, Photoshop).
BoccTaHoBneHune napons .
P 15 MuH. BoccTaHoBneHnne vyepe3 AD/Proactive
YcTaHoBKa 513bIKOBOrO nakeTa 15 MuH YcTaHoBKa Ha KOMMNbIOTEP AOMNOMHUTENBHBIX S3bIKOBbLIX NaKeToB
' (Hanpumep, LT/RU)
N 3710 MOXeT 6bITb No6Goe yCTPONCTBO (Nepudepusi, NPUNOXEHNE), Ha
YcTaHoBKa HOBOIO YCTpoWcTBa (npu
KOTOpOe NpeaocTaBnseTcs JOKyMeHTauus, B criyvae ecnu pabora He
Hanuunm foKyMeHTaLum) 20 MuH.
npesbilwaeT 1 yaca. B npotuBHom cnyyae pabota paccmaTtpusaeTcs
KaK JOMONHUTENbHbIN 3aKas.
YcTaHoBUTE nakeTa NporpamMmmHoro )
X YcTaHoBka knueHTckoro naketa Office ¢ nMueH3naMmn n gaHHbIMK Ans
obecneyenus Office 30 MUH.
BXOAa B CUCTEMY.
CTtaHgapTHOe nporpammHoe obecneyeHmne BkroyaeT B cebs:
YcTaHoBka/yaaneHve nporpaMmHoro onepauuoHHyto cuctemy (Windows, Mac), naket MS Office,
obecneyeHns U3 CTaHAapTHOro crmcka 30 Mk anekTpoHHyto noyty Outlook, Be6-6paysepsl (Internet Explorer, Mozilla
nporpamm ' Firefox n gp.), npunoxexuns MS (Visio, Project), aHTuBmpycHble,
apxvBHble npunoxexus, Adobe Reader, rpaduueckune npunoxeHus
(AutoCAD, Corel Draw, Photoshop).
YcTaHoBKa/yaaneHvue aHTUBUPYCHOrO
nporpaMmmHoro obecneveHus 20 MuH. -
YnaneHue faHHbIX Yepe3 20 v Monb3oBaTtenb yaanseTcs ¢ KOMMboTepa, a AaHHble CTUPaTCS Unn
nonb3oBaTtens (y4eTHyto 3anmcb) ' NepeHOCHATCSA Ha ApYyroe YCTPOWCTBO Mo Mepe HeobX0AMMOCTH.
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3ameHa aucka

180 MuH. 3amMeHa ecTKoro Aucka KoMnbloTepa Ha HOBbIV U NEPEHOC AaHHbIX.

MameHeHve si3bika KOMMnbloTEPA

20 MUH. MameHeHuve si3bika B cpege Windows PC

MoagroToBka paﬁoqero MecCTa B

Hactpoiika napameTtpoB Windows Anst HOBOro koMmnbtoTepa,
noaKIto4eH1e K IOMEHy, MOAEpHM3aLus, HanncaHue cTaH4apTHOrO

yAaneHHoM pexunmMe 120 muH
nporpaMmHoro obecneyeHus, BBOA, B TEXHUYeckoe obcnyxusaHmne u
HacTpoWiKa Nonb30BaTENbCKON Cpeabl.
MoprotoBka paboyero mecta k noesake Hactpoiika napameTtpoB Windows anst HOBOro koMmnbetotepa,
Ha 06bekT (6e3 ydyeTa BpeMeHu Ha NOAKIMIOYEHME K IOMEHY, MOAEPHU3ALMNS, HAanUcaHe cTaHgapTHOro

150 MUH.
aopory) nporpaMmHoro obecneyveHus, BBOA B TEXHUYECKOe 0BCnyXvBaHue 1

HacTpoWiKa Nonb30BaTENbCKON Cpeabl.

MpenoctaBuTb cnncok
KOMMbOTEpOB/Nonb3oBaTenemn 20 MUH. OT4eTHOCTb 13 cucTembl Proactive

MoakntounTte

nepeHoca npoduns 3akasuuka) 20 MUH. MopxkntoyeHne komnbroTepa k AD.

KOMrblOTEp K AOMeEHY (6e3

ApxvBrpOBaHMe NOYTOBOrO SALLMKaA

ApxvBurpyem noyty B noyty nporpamme Outlook n cosgaém npasuna

30 MUH. N
apxuBaumu (co3gaétcs 1 npasuno)
PopMUpoBaHMe CTaHAapPTHOroO oTyeTa 20 MuH Bce wabnoHHble 0T4eThI, KOTOpble MOTYT BbITb ChOpMUPOBaHbI C
’ nomoLubto Proactive

MoaknoyeHne K KOMNbIOTEPY M yCTaHOBKa NpUHTEpa/ckaHepa,

YcTaHoBKa npuHTepa/ckaHepa 20 MuH 3a10KyMEHTMPOBAHHOrO B y4eTHOW 3anucu 3akasvuka. Ecnv Ha
' MOMEHT MHBEHTapU3aLmMn yCTaHoBKa He Obina naeHTuduumposaHa, To

paboTbl paccMaTpuBaOTCS Kak MOHTaX HOBOW YCTaHOBKM.
HacTpoiika noytoBoro npoduns Ha o
HacTporika nodtoBoro npocpuns B Outlook ¢ ykazaHueM AaHHbIX Ans
KOoMMbloTepe 15 MuH.
BXOAa B CUCTEMY.

Hactporika VPN Ha komnbloTepe 15 muH YcTtaHoBka VPN-3aka3unka Ha KOMMbIOTEP U €ro HacTpoKka Ha OCHOBE

npenocTaBfieHHbIX YY4EeTHbIX OaHHbIX

Co3sgaHve HOBOrO Mosib30BaTers ¢
nepegayei AaHHbIX

Mpy cMeHe nosb3oBaTens KOMMbITEPA CO34AETCS HOBbI
120 MUH nonb3oBaTernb U nepeaatTcs HeobxoanMble AN HEro AaHHbIe (Ao
CMEHbI KOMMbIOTEP YXKe Haxoawurcst Ha obCnyxnBaHUm)

[Oo6aBuTb Anckn (NprcoeanHuTb ann
€ 06LMM JOCTYMNOM K

nonb30BaTeNbCKON cpeae) u 15 MuH.

obecneynTb NOAKINIOYEHNE K cepBepY

MopxkntoveHve obLuen nanky K cpeae nornb3oBaTens nytem
npenocrtaBfeHnsa y4eTHbIX JaHHbIX A4 BXo4a B CUCTEMY.

LLincpposaHmue xecTKoro ancka

LLincppoBaHue xecTKoro Ancka komnbroTepa ¢ nomoLbio Bitlocker nnu
30 MUH. aHanorM4yHoro cpeacTsa C COXpaHeHneMm Kniova g poBaHns B

KoMMbloTepa
ykasaHHOM 3aka34yuKkoM MecTe.

27.5 [OPYIVE YCNOBUA

2751

27.5.2

27.5.3

2754

2755

27.5.6

27.5.7

Pab6oTbl, He Bxoaslme B abOHEHTCKYH0 nnaTy BblbpaHHOro 3akasymkom cepsucHoro nnaHa KPM, BbIMOMHSOTCSA MO COrnalleHuto
CTOPOH B COOTBETCTBUM C AENCTBYIOLLMM Ha TOT MOMEHT NOYacoBbIM Tapudom komnaHum Baltneta n odopmnsitotest aktom npuema-
nepegauu.

MpencTtaButens 3akasyvka 0653yeTcsl MpUHSATbL 3akasaHHble paboTbl 6e3 oTAenbHOro npeaBapuTENbHOTO MUCbMEHHOTO
cornalleHusi Npu ycnoBmK, YTO CTOMMOCTb A0NOMHUTENbHbIX paboT He npesbiwaeT 400,00 EBpo 6e3 yueta HOC. PaboTbl JOMKHbI

ObITb 0chopmneHbl akToM Mpuéma-nepenaym pabor.

Mpw ncnone3osaHun nnaHa KPM REMOTE nnata 3a npubbitue B ounuan 3akasyvka B3MaeTcsi B COOTBETCTBUM C Tapudamu Ha

npubbITUE, ykasaHHbiMM B O6Lwem [JoroBope o npegoctasnerHun Yenyr (OOMY), ecnu nHoe He OroBopeHo B JaHHOM 3akase.

Mpwn ncnone3osanunn nnaHa KPM PRO nnata 3a npmbbiTve B dmnuan 3akasuuka 3a npegenamu BunbHioca, KayHaca, Knannegbl

B3/MaeTCsi B COOTBETCTBUM C Tapudamu Ha npubbiTue, ykasaHHbIMK B [loroBope OLINY, ecnv nHoe He OroBopeHo B A@HHOM 3akase.

Mpn yBenuyeHun KonmyecTBa OBCNYXMBAEMOro KOMMbIOTEPHOro obopyAoBaHWMA KomnaHuusi Baltneta nponopumoHansHo
yBeNMUMBaeT eXeMeCsiuHylo nnaty 3a obcnyxueaHue C nepeoro paboyero AHA cregylowero kaneHgapHoro mecsua. Ecnu
KONM4ecTBO 06CyXMBaemMoro o60pyAoBaHUA YMEHbLUAETCSt MO CPaBHEHWIO C yKa3aHHbIM B JaHHOM 3akase, 3aka3yvk obssaH
coobwmTb 06 3TOM MpeacTaBUTENAM koMnaHum Baltneta v BepHyTb npenocTaBneHHble Mo AaHHOMY 3akaly ckuaku (nnaty 3a

akTusaumio Yenyru n oueHky KPM).

3aka3uvk 06s13aH BO3MECTUTb npeaocTtaBfieHHble CKUOKKU, ecnu nencTeus 3akasuuka npuBOoOAT K W3MEHEeHUo yCJ'IOBI/IVI

npenocrtaesneHnsa yCﬂyFM, Ha OCHOBaHMU KOTOPbIX 6bina npegocraBfieHa CKMAKa Ha MOMEHT nNoanucaHnsa 3akasa.

K0Hcyanau,vm, AOOKyMEeHTUpOoBaHWe, CoCTaB/ieHne OT4eTOoB Unun niobble apyrve Buabl pa60T B CBA3M C ayanTOM, OpraHn3oBaHHbLIM
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28.1

baltya

TpeTbMMN nuuamu, BbIMOJNTHAKTCA TONMBbKO MO npeaBapuTesibHOMY cornacoBaHuUlo Mo no4yacoBon CTaBKe, MPUMEHSIEMON B

COOTBETCTBUU C pacLeHKaMn Ha OO0MNONHUTENbHbIE paﬁOTbI, npegycMoTpeHHbIMU HACTOALWNM ﬂ,OFOBOpOM.

NMPABWUIIA NPEOOCTABJIEHUA YCNYI NO OBCNY>KMUBAHUIO CEPBEPOB

OMNCAHUME YCIYTW MO OBCITYXMBAHNIO CEPBEPOB

Ycnyra o6enyxusaHus cepeepa BkitoyaeT B cebsi NocTosiHHOe 06CryXuBaHWe cepBepHO MHGPaCTPYKTYpPbI, OCYLLECTBIIIeMOe Kak yaaneHHo, Tak

1 no TpebosaHuio 3akasyuka, BkNtovaroLee B cebs paspeLueHue 3anpocos, nepsoHavasbHylo HacTPOIKY, CBOEBPEMEHHYIO YCTaHOBKY OGHOBIEHUIA

1 NPO-aKTUBHbIN MOHUTOPWHI NapameTpoB cepBepa.

28.2

28.3

OTBETCTBEHHOCTb 3AKA3YMKA

28.2.1

28.2.2
28.2.3
28.2.4

28.2.5

3akasuuk 06s3yeTcsl He MeHee YeM 3a NsTb pabounx gHel NMCbMeHHO HAOPMUPOBaTL KoMMaHuio Baltnet o mobbix paboTax no
yCTaHOBKe HOBOTO NMPOrpaMMHOro oGecneyeHust, KoTopble GyayT NPOBOAUTLCS CAMOCTOATENBHO UMK C NPUBIIEYEHNEM TPETBUX ML,

a Takke 0 NObIX APYrUX U3MEHEHMSIX, KOTOPblE MOTYT MOBMMSTL Ha paboTy cepBepoB.
Obecneuntb BO3MOXHOCTU NPOBeAEHNs paboT Mo TEXHUYECKOMY OBCIY>KMBaHWIO.
MpepocTaBnsTb KOHKPETHYIO U NocneAoBaTENbHY MHGOPMaLWMio Npu pervcTpaumm 3anpoca.

Mpu HeobxoamMMocTH obecneyunTs BO3MOXHOCTb NPpeAoCcTaBneHns Ycnyr no o6CcnyxuBaHunio cepeepa Ha Tepputopum 3akasyvka B
Hepaboyee Bpewms.

CospgaTb ycnoBus Ansi Toro, 4ToGbl COTPYAHMKM Baltneta Mornv npoBoanTe peMOHT cepBepHOro 06opyaoBaHust.

OBBEM YCIYT MO OBCIY>XUBAHNIO CEPBEPOB

28.3.1

28.3.2

28.3.3

28.3.4

28.3.5

28.3.6

28.3.7

28.3.8

Ycnyra no obcnyxuBaHuio cepBepa BkrtovaeT B cebsi: mepBoHayanbHyld YCTaHOBKY W KOHGUIypupoBaHWe, YCTaHOBKY
onepaumoHHOW CUCTEeMbl, HEeOOXOAMMbIX porewt (CepBUCOB), CPEACTB MOHUTOPWMHIA CepBepa W HaCTPOWKy HeobXoaMMbIX
napameTpoB, KOTOpble AOMKHbI BbITb BLINOMHEHbI B TedeHne nepBbix 30 kaneHaapHbIX AHEN C MOMeHTa Havana AencTeus 3akasa
Ha o6cnyxuBaHue.

Ycnyra BktoYaeT ycTaHOBKY OGHOBMEHWI U KOHCYNbTUPOBaHMe, BKIHOYaloLLee YyCTaHOBKY OGHOBEHWI ONepaLmoHHOM CUCTEMBI,
0GHOBIIEHMIN NPOTPAMMHOTO 0BECTEYEHNsI U aHTUBMUPYCHBLIX OGHOBIIEHWI. 3aKasumKy Takke NPeaoCTaBMSAOTCA KOHCYIbTauum Mo
BOMpOCcam 3Kcrsyarauum, MogepH13aumm n npuobpeTeHnst cepeepos.

B o6beM Ycryr BXOAWUT NPo-aKTUBHbIA aHanua 6e30nacHoCTH, Nor-haiinios, UCMomnb30BaHKs PECYpPCOB, NIaHMPOBaHWe pecypcos,
aHanu3 NPon3BOANTENBHOCTU CUCTEMBI, OMTUMU3ALMS NMPOM3BOAUTENBHOCTM CUCTEMbI C MOMOLLBLIO HACTPOEK, KOHCYMbTauuu no
ONTUMMU3ALMM  MPUMIOXKEHWIA, NpPepocTaBneHne  paspaboTymkam  MPUIOKEHWA  NOTOB  HE3dEKTMBHO  paboTalowmx
3anpocoB/NPoLIECCOoB.

B pamkax Ycnyru ocyLiecTBNsSieTCs MOHUTOPWUHI MPOUM3BOAUTENBHOCTN CEPBEPOB W BbiAaeT OMNoBeLleHWs 06 OTKIMOHEHUsIX OT

3a4aHHbIX NapamMeTpoB.

Baltneta o6s13yeTcs ynpaBnaTb pe3epBHbIM KONMpPOBaHMEM cepBepa, ecnn 3akasyuk npuobpen aTy Ycnyry unu nmeet cpeacrsa
(auck, nporpammHoe obecrnieveHne) Ans BbIMNOSHEHWSI Pe3epBHOr0 KOMMPOBaHUA, B 3TOM crlydyae Bce paboTbl, CBSi3aHHbIe C
pe3epBHbIM KOMWPOBAHWEM, T.e. YCTAHOBKA, MOHWUTOPWHI, W3MEHEeHWe MpaBui, BOCCTAHOBMEHWE, BLIMOMHAITCA KOMMaHuewn
Baltneta. Ecnn cepsep pacnonoxeH B fata-ueHTpe Baltneta, To anckoBoe npocTpaHCTBO ANS1 XpaHEHWUS Pe3epBHbIX KOMUA 1
nporpaMmmHoe obecrnedeHne Ans pe3epBHOro KONMPOBaHWs NpUobpeTaloTCs AONONHUTENbLHO. Ecnu cepeep pacnonoxeH He B farta-
LeHTpe Baltneta, 3akasuuk 0653aH NpefoCTaBUTL MECTO AN XPaHEHWs Pe3epBHbIX KOMWI M NporpaMmHoe obecredeHne Ans

KOMMpPOBaHUA.

BoccTaHoBneHne gaHHbix. B crnyyae notepu AaHHbIX UK BbiXoda U3 CTPOA 060py,ClOBaHI/IF|, Baltneta BoccTtaHaBnuBaeT AaHHble
3akasuuka, yCneLwHo CcKkonupoBaHHble Ha pe3epBHOE AUCKOBOE NPOCTPaHCTBO, C NOMOLLbIO cnelnanm3npoBaHHOro NnporpaMmmMmHoOro
obecneyveHus. Ecnu ans BoccTaHoBNEHUs AaHHbIX Tpe6yeT0ﬂ CMEHHOe oGopy,qosaHme, ay 3aka3yunka ero HeT, TO OHO MOANEXUT
pononHuTenbHon onnate. Baltneta moxeT BbINONMHWUTL BOCCTaHOBMNEHWE AaHHbIX Ha ypoBHe OC unu 6a3bl JaHHbIX B pamMkax YCner

TOJTbKO B TOM Crny4ae, ecnm pelleHue no BOCCTaHOBJIEHUIO AaHHbIX NpaBuUIiibHO HACTPOEHO.

Pa6oTbl B obnactu OGCJ'Iy)KI/IBaHVIﬂ cneymnanmsmpoBaHHoOro nporpaMmmMmHoro obecneveHus (VIHCTaJ'IﬂﬂLI,VIﬂ, obHoBneHWe, co3naHve
HOBbIX UM OONOJTHUTESIbHbLIX (byHKLlI/IVI, a Takxe gpyrue pa60TbI, CBA3aHHbIE C UCNonb3yeMbiM 3akazumom cneunanusnpoBaHHbIM
nporpaMmmMmHbIM 066CI'Ie‘-{eHI/IeM) He BKMYEHbl B 06bem ycnyr 06CJ'Iy)KVIBaHVIFI cepBeposB. PaboTbl, cBfi3aHHble CO
cneuynanu3npoBaHHbIM - nporpamMmMHbIM obecneyeHvem MOryT BbINONTHATBCA MO  3anpocy 3akasumMka U onnaynBatoTcs
pononHutensHo. K cneymanmsnpoBaHHOMY nporpaMmmMmHOMYy obecneyeHmno OTHOCATCA CUCTEMbI ynpasneHuna 6u3HecoMm, cuctembl

6yxranTepCKoro yyeTa, CUCTeMbI ﬂOKyMEHTOO60p0Ta n apyrue cneunann3npoBaHHbIe NMPUNoXeHus.

Ponu n 06bem obecnyxvBaembix CepBepoB:
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cepBep MS Active Directory

Beb-cepsep - LAMP (Linux, Apache, MySQL, PHP)

. MpoBepka >xypHana cobbITui;

. LleHTpanusoBaHHoe ynpasneHne 06HOBMNEHUSIMY;

. YnpasneHve npasamu B Active Directory;

. YnpaBneHve gomeHHbIMU cnyx6amu Active Directory;
. YnpaBneHvne DNS-cepBepowm;

. Ynpasnexnue GPO (rpynnoBbiMuU NONUTUKaMWU);

. YnpaBneHve 6paHgmayapom;

. ALMUHUCTPUPOBaHNE aHTUBUPYCHOMN CUCTEMBI.

. M3MEHeHWe HacTpoek NPorpamMMHOro obecneyeHus;

. o6HOBNEHWe nporpamMMHoro obecnevyeHusi (40 HavBbICLLEN
noaaepXuBaemoii Bepcun, ykasaHHOW B MHCTannstopax
NPUNOXEHWI);

. UKCUPOBaHWE 1 aHanm3 oLIMBOK HaCTpPOWKY;

. npefocTaBneHne OTYeTOB O COAEpXUMOM  dhaiinos
xypHanos (log) mo 3anpocy (He 4Yalle ogHoOro pasa B

mecsiL);

. KOHTpOnb pa3mepa chaiinos xypHanos (log);

. nepepacnpefeneHme UCKOBOro NpocTpaHcTBa ¢hannosoit
CUCTEMB;

. KoHGurypuposaHue PHP u apyrux mogynen Apache;

. ynpaBreHue npaBaMu JoCTyna K dhannam;

. BHedpeHne 6ubnuotek PHP  (unu  ppyrux  cpep
nporpaMmmnpoBaHust) No mepe HeobxoaMmMocTu;

. HacTpolika SSL-cepTudukatoB no TpeboBaHmIo;

. Virtual host, cosfaHve/yaanexve nonb3oBaTtenen,
ynpaBreHue npaBamu;

. pesepBHoe KonnpoBaHue c NMOMOLLbIO
cneuManu3npoBaHHOro NporpamMmMHoro obecneyeHus Ha
TokanbHOM ANCKe;

. aHanu3 no TpeboBaHWMIO annoB XypHana MeAneHHbIX
3anpocos (slow query log);

. aHanu3 npoueccoB paboTbl 6asbl AaHHbIX, WM3MEHEHWe
napamMeTpoB 6asbl AaHHbIX, BMUSIOLMX Ha CKOPOCTb W
(PYHKLMOHANbHOCTb CUCTEMBI;

. MS TepmuHanbHbi cepsep (Terminal Server)

. Cepsep bl (My SQL Server, PostGre)

. npoBepkKa XypHana cobbITui;

. LieHTpanu3oBaHHoe yrpaeneHne oGHOBNEeHUsIMU

. ynpasneHme  TepMuHanbHbiMKM  Ycnyramu/YaanéHHbim
paboynm cTonom

. yrnpasneHue Ycrnyramu neyatu;

. ycTaHoBKa nporpammHoro obecneyenusi (Adobe, MS Office,
cpeacTBa apxuBauuu, Apyroe npuknagHoe nporpamMMHoe
obecneyeHune)

. yrnpaBneHue npaBamu A0CTyna K carinam;

. aAMVHUCTPUPOBaHNE aHTUBUPYCHOW CUCTEMbI;

. ynpaeneHue 6paHamayapom;

. aAMVHUCTPUPOBaHUE NULIEH3NIA

. M3MEHeHWe HacTPOeK NPOrpamMMHOro obecneyeHus;
. obHoBReHVe nporpammHoro obecneyeHus (Ao HamBbICLLE
noaAepXuBaemoii Bepcum, ykasaHHOW B MHCTanmnsitopax

NPUNOXeHWN);

. bMKCHpOoBaHUe 1 aHanma owMboK HaCTPONKK;

. npefocTaBneHne OT4EeTOB O COAEepPXMMOM  (hannos
XypHanoB (log) no sanpocy (He 4alle OgHOrO pas3a B
mecsu);

. KOHTpOnb pa3mepa chaiinos xypHanos (log);

. nepepacnpegeneHne QNCKOBOro NpocTpaHCcTBa chainosow
cUCTeMbl;

. pesepBHOEe KonnpoBaHue c NOMOLLbI0

cneLnanu3vpoBaHHOrO MNporpamMmmHoro obecrneyeHuns Ha
TIoKanbHOM ANCKe;

. aHanu3 no TpebGoBaHWO arinoB XypHana MeAneHHbIX
3anpocos (slow query log);

. aHanua npoueccoB 6asbl AaHHbIX, WH(OPMUpOBaHME O
BHe3amnHbIX U3MEHEHUSIX B CUTyaLnu;

. ontummsaumst  6asbl  JaHHbIX  MyTeM  W3MEHeHUst
napameTpoB, BIIMSIOLLMX Ha ee NPOU3BOAUTENBHOCTb;

. yCTaHoOBKa " HacTpolika [OMONMHUTENBHbBIX
nHcTpymeHToB/cepucos (Memcached, Sphinx, Maatkit,
Pgfouine, Pgpool2 n 1.4.).

. CepBep MS SQL

. MouToBLI cepBep Baltmail

. LieHTpanu3oBaHHoe yrnpaBneHne o6HOBNEHUAMMY;

. npoBepka XypHana cobbITuii;

. ycTaHoBka o6HoBneHuit SQL no 3anpocy 3akasuuka;
. MOHUTOPUHT cnyx6 SQL;

. M3MeHeHWe HacTpoek nNporpaMmHoro obecneveHus;
. oBHOBREHWE NporpaMMHoro obecneyeHus
. hbMKCHpoBaHUe 1 aHanma owmboK HacTPOWKK;

. MOHWUTOPUHI COCTOSHUSA 6a3bl AaHHbIX; . npegocTaBieHne OT4EeTOB O CoAepXumom  bannos

. MOHWUTOPUHI  JUCKOBOrO MPOCTPaHCTBa, 3aHWMaeMoro XypHanos (log) no 3anpocy (He uvalle OAHOrO pasa B
6a30i1 JaHHbIX; mecsu);

. aAMUHUCTPUPOBaHWE XXypHanoB TpaH3akuui (transaction N KOHTPOMb pasmepa haitnos xypHanos (log);
log) 6a3 gaHHbIX; . nepepacnpefeneHe ANCKOBOro NpocTpaHcTea channosom

. nedparmeHTaumns 6a3sbl JaHHbIX MO 3anpocy 3akas4yuka; CUCTEMBI;

. OTYETHOCTb 06 Ucronb3yembix 6asamMu JaHHbIX pecypcax b afMVHICTPUPOBaH1e U yripaerexue cuctemoin AntiSpam;
cepBepa Mo 3anpocy; . MOHMTOPUHI NOYTOBON OYepeau;

. pesepBHOe KonupoBaHue (Tonbko ecnm . MOHUTOPUHI YepHbIX CMUCKOB W yAaneHne u3 Hux IP-
yCTaHOBIeHO/3aKa3aHo cneunanmsnpoBaHHoe aapecos;
nporpaMmHoe obecneyeHvie ANs pe3epBHOro KONMMPOBaHUS . yCTaHOBKA W HACTPOMKa CMUCKOB PacChinkv no mepe
M 3aKasaHo MM AOCTYNHO AMCKOBOE MPOCTPaHCTBO ANs HeobxoanMoCTy.
XpaHeHusi pe3epBHbIX KONu);
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baltya

ynpasrneHve 6paHomayapom;
aAMUHUCTPUPOBAHWUE aHTUBMPYCHOW CUCTEMBI.

darinosbii cepsep MS

cepBep Samba

npoBepKa XypHana cobbITuii;

LieHTpanm3oBaHHoe yrpaeneHne o6HOBNEeHUIMU
MOHUTOPUHI HanonHeHns aitnosbIX CepBepoB;
nHdopmMupoBaHne 3aka3uuka 06 OKoHuYaHuu paboyero
MmecTa;

OTYeTHOCTb Mo TpeboBaHWIO O MPOCTpaHCTBE haiinos U
KaTanoros (He pexe OQHOro pa3a B MecCsiLl);

BHeApeHue u ynpasneHue Print services (Ycnyru neyatn);
ynpasneHve npaBamu AocTyna K cainam;
aAMVHUCTPUPOBaHUE aHTUBUPYCHOW CUCTEMBI;
ynpasneHue 6paHaMayapom.

M3MEHeHWe HacTPOeK NPOrpamMMHOro obecneyeHus;
o6HoBMeHne nporpaMMHoro obecneveHns

UKCUPOBaHWE 1 aHanm3 oLIMBOK HaCTPOWKY;
npefocTaBneHne OTYeTOB O COAEepXuMoMm  daiinos
xypHanoB (log) mo 3anpocy (He 4alle ogHOro pasa B
mecsiL);

KOHTpOrnb pa3mepa chaiinos xypHanos (log);
nepepacnpefeneHme JUCKOBOrO NMpocTpaHcTBa hannoBoi
cUCTeMbl;

ynpaBrieHue npasamu foctyna k dainam;
co3faHvie/yganeHve nonb3oBartenen,
npaBamu.

ynpasneHve

Cepeep MS Hyper V

Mpokcu-cepsep (Nginx, Varnish n .4.)

06HOBMNEHWE NporpaMmHOro obecneveHms (TonbKo no
3anpocy 3akasduka);
npoBepKa XypHana cobbITui;

M3MEHeHNe HacTpoeK NporpamMMHoro obecneyeHns;
o6HOoBMNeHWe nporpammHoro obecneveHuns (4o HauBbICLLIEN
noaaepXXnsaemMon Bepcun, ykasaHHoW B MHCTannsaTopax
NPUNOXEHWIA);

hbMKCUpOBaHME U aHann3 oLMBOK HACTPOWIKK;
npegocTasiieHne OT4ETOB O COAEPXXMMOM hannos
XypHanos (log) no 3anpocy (He Yalle ogHoro pasa B
mecsL);

. aAMUHUCTPMPOBaHNE aHTUBNPYCHON CUCTEMBI; KOHTpOIb pasmepa cainos xypHanos (log);

. ynpasneHue 6paHamayapom; nepepacnpegeneHve JMCKoOBOro NpocTpaHcTea hannosom

. MOHUTOPUHT JOCTYMNHOCTY; cuUcTeMbl;

. KOHTPOIb 3arpy3ku. HacTpovika SSL-cepTudumkatoB no TpeboBaHuIo;
BbIGOP 1 KOHUIyprpoBaHNe obbema KaL-NamsiTu;
aHanu3 3anpocoB k Beb-cepBepy (Apache u ap.), Bbibop
cTpaTtermm kawmpoBaHus (cache), nogrotoska
npeanoxeHwUn A4ns pa3paboTunkoB NPUNIOXKEHWN,
peanusauus pelueHus;
KOHCYTNnbTUpOBaHWe no 3aronoskam (headers).

MS Web cepsep Cepsep npunoxeHnun (Java, Tomcat, node.js n ap.)

. 06HOBMNEHWS NporpammHoro obecneveHuss; M3MEHEHWNE HACTPOEK NPOrpaMMHOro obecneyeHus;

. LeHTpanu3oBaHHoe ynpasneHne 06HOBNEHNAMU; 0o6HOBMEeHWe NnporpammHoro obecneveHuns (40 HanebiCLLIEN

. npoBepKa XypHana cobbITuii; noaaepXnBaemMon BepCun, ykasaHHOW B MHCTannsaTopax

. MOHWUTOPUHT AUCKOBOTO NPOCTPAHCTBA, 3aHNMaeMOoro NPUNOXEHWNN);

6a30l1 faHHbIX; UKCMpOBaHME N aHanu3 oLWNBOK HACTPOWKK;

. aAMVHUCTPUPOBaHNE aHTUBUPYCHON CUCTEMBI; npeaocTaBneHne OT4eTOB O COAEPXUMOM chainos

. ynpasneHue 6paHamayapom; xypHanos (log) no 3anpocy (He Yalle ogHOro pasa B

. ynpasneHve ceptudukatamu; mecaL);

. MOHUTOPUHTI CEepPTUUKATOB; KOHTpOIb pa3mepa dannos xypHanos (log);

. ynpaneHue cnyxtamu DNS; nepepacnpeaeneHne QUCKOBOro NPOCTpPaHCTBa hannoBom

. MOHUTOPUHT CePBUCOB 6a3 aHHbIX;

MOHUTOPUHI JOCTYMHOCTU;
KOHTPOJb Harpy3ku,

CUCTEMBI;
aHanu3 NpoLeccoB, NHGOPMUPOBAHME O BHE3AMHbIX
VN3MEHEHUSAX B CUTYaLIK;

28.4

28.5

OrPAHUYEHWA YCNYTU

e TecToBble BOCCTAHOBIIEHUS A@HHbIX HE BXOAAT B 06beM Ycnyru.

Ecnn 3aka3uunk ucnonb3yeT nporpaMMHoe obecrneyeHne, He UMetoLee NporpaMmmMHON NOAAEPXKKU OT MpPoM3BoAUTENs (MK CPOK
OeNCTBMS NPOrpaMMHON NOALEPXKKU UCTEK), kKoMnaHus Baltneta He HeceT OTBETCTBEHHOCTM 3a paspelleHne niobbiX MHUWAEHTOB

1N 3anpocos, CBA3aHHbIX C HenoaaepXuneaemblM nNporpaMmmHbIM obecnevyeHvem.

Baltneta He 0GyyaeT npeacraBuTenen 3aka3ynka HaCTPOWKe U yCTaHOBKE CEpBEpPOB, paboTe ¢ nporpamMmmamu (MPUIoKeHUsSIMM).

KomnaHus Baltneta He gomkHa BbINOMHATL paboThl, HE MMEIOLLME NPSIMOrO OTHOLLEHUSI K AaHHOMY [JoroBopy, Takue kak BHeceHue

MN3MEHEHUI B OnepaLMoHHyt0 CUCTEMY cepBepa, NraTdopMy BUpTyanu3auum 1 npuknagHoe nporpamMHoe obecnedeHne.

Baltneta He npepocTaBnsieT Ycnyrn no y4veTy, YCTaHOBKE, HACTPOMKE U aBapuiHOMY BOCCTAHOBIEHMIO Creuuann3npoBaHHbIX

nporpamMm (ecnu He OroBOPEHO MHOE).

Mpu obecnyxmnBaHUM cepBepoB BpeMsl Ha pa3peLleHne 3anpocoB He BKIKYaeT BpeMs YCTAHOBKM ONEePaLMOHHON CUCTEMbI, BPEMSI
BOCCTaHOBIIEHUS AaHHbIX 13 Pe3epBHbIX KOMUIA, hopMaTrpoBaHve aucka, AedparMeHTaumio v Apyriue MOMEHTbI, He 3aBucsLLme OT
komnaHun Baltneta. Ecnn ans paspewenus 3anpoca Tpebyetcsa 3ameHa obopyaoBaHusi, TO Takoe ob6opygoBaHue

npenocrtaendaeTca 3akasunkom.

3AMPOCHI NO CTAHOAPTHOW YCIYTE (RFC STANDARD)
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NPEAOMNONATAEMOE BPEMA
CTAHOAPTHAA PABOTA BbINONHEHMS PAEOT NMPUMEYAHUE
3anpockl Ha o6cnyxuBaHue cepBepoB Linux
Jamn (dump) PostGre/MySQL 15 MUH.
Ecnu SSL-ceptudmkaT npuobpeteH y
O6HoBneHne SSL-ceptudumkata 15 MUH. komnaHuu Baltneta, Heobxoaumo 3akasatb
€ro npoAneHve 3a AoNOMHUTENbHYIO NnaTy
He pevicTByeT, ecnu peyb MAET O YaCcTHON
BoccTtaHoBneHune aaHHbIx/cepeepa ns
. 60 MuH nHpacTpykType 3akasymka n 3akasuvk He
pes3epBHOI Konun o
npefocTaBun MECTO ANS XPaHEHUS KONun
YcTaHoBUTE CTaHAapTHbI mogynbe PHP 13
15 MuH.
penosutopusi PHP
MHuunmposaTh yaaneHve IP-agpeca 15 uH
cepBepa U3 YepHbIX CMMCKOB '
M3meHeHne DNS-3anuceli B cepBepax MMeH
15 MUH.
Baltneta
M3meHeHne DNS-3anuceii B cepBepax MMeH
30 MUH.
Baltneta
3meHeHne napons OCHOBHOIO
15 MUH.
none3oBaTtens
CosfgaHve OononHuTenbHon 6asbl AaHHbIX 15 MUH.
3asBku Ha o6cnyxuBaHue Windows Server
OcBoboxaeHne ONCKOBOro NPOCTpaHcTBa 30 MuH.
BHeceHve namerHeHuii B npasuna
: 30 MuH.
6paHamayapa Windows
Ecnun SSL-ceptudmkaT npuobpeTeH y
O6HoBneHne SSL-cepTndmkata 30 MUH. KomMmnaHum Baltneta, Heobxoaumo 3akasaTtb
€ro NpoAneHve 3a AONONMHUTENbHY NnaTy
. He pencTeyerT, ecnu peyb naeT o YacTHOW
BoccTtaHoBneHne aaHHbIX U3 pe3epBHOii
Kon 60 MUH nMHpacTpykType 3akasymka n 3akasyvk He
npeaocTaBun MECTO A5t XPaHEHUS KON
YcTaHoBKa NpuUHTEpa Ha cepBep nevatu 30 MuH.
OuuncTka 6a3bl gaHHbIX (shrink) 15 MUH.
KnoHvpoBaHue 6a3bl faHHbIX 30 MUH.
BbInonHseTcs, korga cepeep HaxoauTcs Ha
YBenuyeHue ANCcKoBOro
. pecypcax Baltneta. Ecnu cepsep 3akasuuika,
npocTpaHcTBa/npoueccopa/onepaTtMBHON 15 MUH.
HamsTy TO MOXeT notpeboBaTbcs NpuobpeTeHne
OOMNOMNHUTENBHbLIX YacTen
M3meHeHne DNS-3anuceii B cepBepax MMeH
20 MUH.
Baltneta
MameHeHne DNS-3anuceli B cepBepax MMeH
20 MUH.
Baltneta
M3meHeHne npae gocTyna nonb3oBatens K 20 M
darinoBomy cepBepy Yepes kaTtanoru '
M3meHeHne npaB focTyna nonb3oBaTenst K 20
daiinoBoMy cepBepy Ha ypoBHe rpynnbl '
M3meHeHre napons nonb3oBaTens 15 MUH.
. Ecnu Hy>HO Tonbko Ao6aBuTb B
M3meHeHre npas nonb3oBaTenen 15 MUH.
COOTBETCTBYOLLME IPynMbl
[o6asneHwve B cnvcku White n Block
20 MUH.
cepBepa Exchange
MpepocTaBneHne AaHHbIX CUCTEMBI 20 M
moHuTopuHra (CPU / Disk / Network) )
Mepesarpyska cepsepa 15 MUH. Ecnu nocne nepesarpyskn HAYEro He HYXHO
nenatb
Mepesarpy3ka cepepa 15 MUH.
MHuuumpyeTcsa npu noucke NpuymHbl
CkaHupoBaHuWe cepBepa Ha Hanudve o
- 60 MuH 3aHeceHuns IP-agpeca cepBepa B YepHbIN
BPEAOHOCHOW aKTUBHOCTM
CNUCOK
Co3sgaHne OoNoNHUTENBHOrO Nonb3oBaTens 15 MUH.
CO3,CI,aHI/Ie/KOppeKTlI/IpOBKa o6bekToB Active 15 MuH.
Directory
29  NPABWNA NPEOOCTABJEHUSA YCNYT NOAOEPXKU NOJNIb3OBATENEN MICROSOFT 365
29.1 OMUCAHWE YCNYI1 NOOOEPYKMN NONb3OBATENEN MICROSOFT 365
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Ycnyra no nogaepxke nonb3oatenen Microsoft 365 BkntovaeT B cebst agMuHucTprpoBaHmne nnatdopmbl Microsoft 365 (Office, Exchange Online,

Teams, SharePoint, OneDrive) 1 nocTosiHHOE peLLeHne 3anpocoB nonb3oBatenen Microsoft 365.

29.2  OBbEM YCNYI NOAOEPXKM NONb3OBATEJIEM MICROSOFT 365

29.2.1

29.2.2

29.2.3

29.2.4

29.2.5

29.2.6

Monb3oBatenu:

CospaHue/yaaneHve nonb3oBaTenei.

HasHaueHune nuueHsunii nonb3oBaTento, nepegada nuUeH3uin Apyromy nonb3oBaTtento, aHHynMpoBaHue NULEH3NIA .
BoccTaHoBneHune napons.

[ob6aeneHne nonb3oBaTtens B rpynmny.

WHdopmaumsa no yuétHon 3anven M365 npegocTtaBnsiercs 3akasdyvky no 3anpocy (MHdopmauus npegoctaensieTcs B oopmate
CSV)*.

HacTpotika napameTpoB B kOHCOMM ynpasneHns M365. HacTpolikn KoHUryprpyoTcs B COOTBETCTBMM C 3anpocoM 3akasyvka Ha
BKIOYEHNE/BbIKMIOYEHNE ONpeaeneHHbIX NapaMeTpoB.

MouTa:

CosgaHue 1 agMUHUCTPMPOBAaHWE NMOYTOBOrO SILLMKA.

CospaHue n agMmuHucTpupoBanue rpynn/Shared Maibox (konnekTMBHOIO NOYTOBOrO ALWMKA).

Co3spaHune 1 aMUHUCTPYPOBAHWE NOYTOBOIO LKA 060pyA0BaHNSA/NMOMELLEHWIA.

Co3aaHne KOHTaKTOB.

MpoBepka 3anucen B xypHarne u npefocTaBneHne nx 3akasyuky no 3anpocy:

YnpaBneHue atpubytamm nons3osatenen Exchange.

N3meHeHne DNS-3anucu (npu npegoctaBneHnn 3aka3ymkoM JOCTyna K naHenm agMUHUCTPUPOBAHNS).

[o6aeneHne JoNONHUTENBHOrO IoMeHa (Npu NpegocTaBneHMn 3akaz4ymkom AOCTyNa K NaHenu agMUHUCTPUPOBaHUS).
BoccTaHoBneHve/yganeHne AaHHbIX Mo 3anpocy (Ha OCHOBE MHCTPYMEHTOB M BO3MOXHOCTeN, npefocTasnsiemMbix MS).

OKCNOPT MOYTbI OAHOTO fALMKa B hopmaTe pst.

ObecneyeHne BO3MOXHOCTN apXMBUPOBAHWUS 3MEKTPOHHOW NMOYTHI B PEXUME OHMaWH.

SharePoint/Onedrive:

OcHoBbI ynpaBneHusi npaBamu gocTyna k Sharepoint.

YnpaBneHue HacTporkamu Sharepoint/Onedrive.

Teams:

YnpaBneHve napametpamy Teams.

BesonacHocTb:

BnokupoBatb/pa3bnokupoBaTh IP-agpec/agpec anekTpoHHon noytskl 3a CMAM.

AxkTtuBaumnsa MFA.

OTt4eTbl N0 6e30NacHOCTM Ha OCHOBE BO3MOXHOCTEN NpuobpeTteHHon Azure AD.

Ecnu B TeyeHune cpoka aeincteums [loroBopa konuyecTBo nuueHsnii Microsoft 365, nmetowmnxcs y 3akasuuka, usmeHuTCs u He byaet
COOTBETCTBOBATL YCINOBUSAM [AEWCTBYIOLLEro NnaHa, nnaH u ctoMmMocTb obcnyxwusaHusa Microsoft 365 mMoryT 6GbiTb U3MEHEHbI B

OAHOCTOPOHHEM MnopsAaKe Ha ,D,pyFOVI nnaH, COOTBeTCTByIOU.lMVI KONMn4ecTBy UMerLLnXca TINLEH3UN.

29.3  3AMPOCHI MO CTAHOAPTHOW YCIYTE (RFC STANDARD)

NPEONONATAEMOE
CTAHOAPTHAA PABOTA BPEMS BbIMONMHEHUA NPUMEYAHUE
PABOT
BoccraHoBneHwe yaaneHHbIx nncemM nons3oBaTens BoccTaHoBreHe BO3MOXHO TOMbKO B TOM criydae,
45 MUH. €eCnun OHK Mo-npexHeMy xpaHsTcs B cpeae M365.

BnokupoBats/pasbnokvposats |IP-agpec/agpec
ANEKTPOHHOWM NoyThl 3a CMAM 45 MUH.

OkenopT nrcem B pst (4N Kakaoro NoYToBoro

AlmKa) 60 MUH OpAHOro NOYTOBOrO SALLMKA.
BknioyeHne MFA gns ogHoro nonb3oBarens Ecnn 3akasunk camMocTosiTeNlbHO  HacTpauBaeT
20 MUH. ayTeHTUdmKaTop.
BknounTb oHNariH-apxvBupoBaHme 45 MUH.
BkntounTb nons3osatens B rpynny 15 MUH.
Mpeo6pa3oBaHune no4ToBoro sumuka B SharedMailbox
(6e3 xpaHeHWs aaHHbIX B OneDrive) 15 MUH.

MepeHanpaBneHne CooBLLEHWNIA SNEKTPOHHOM MOYTbI

Ha Jpyron Awmk 15 MUH.
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MameHeHue 3anvucu DNS Korga 3akasuvk npegocTaBnsieT AOCTYNn K naHemnu
20 MUH. agMuHucTprpoBaHmsa DNS.
M3ameHWTb napornb 15 MUH.
KoppeKTpoBKa y4aCcTHUKOB B rpynmnoBbIx/06Lwmnx
NoYTOBbLIX ALUMKax (group/shared mailbox) 20 MUH.
PepaktupoBaHue atpubyToB nonb3oBaTtens
(Hanpumep, gobaBneHve Homepa TenedoHa, MoxeT BknoyaTb: gobaBneHve [OoMOSIHUTENBHOMo
nobaBneHne [ONONHUTENBHOTO agpeca 3NeKTPOHHON agpeca 3MeKTPOHHOW MoyThl, fobaBneHne Homepa
noyThbl) 15 MUH. TenedoHa, fobaBneHne oTobpaxxaeMoro UMeHu
MpenocTtaBneHne oT4éta 06 UCMONb30BaHUN OT4YeTbl O TOM, KaKMM MoMnb3oBaTeNsiM Ha3HayeHbl Te
NULEH3NI 30 MUH. WM UHbIE NULIEH3NN.
MpenocTaBneHve 3anuncen B XxypHane B »ypHane MoryT GbiTb cAenaHbl crefytoLime 3anucu:
1) Mo4emy nucbMo He gowno Ao agpecata; 2) Kto u
korga otnpasBun nucbMo; 3) C kakumx |P-agpecos
30 MuH. ocyLecTenancsa goctyn k M365.
Mepepava nuueH3ny gpyromy nonb3oBaTento 15 MUH.
[obaBneHune [ONONHUTENBHOTO HOMEpa Korga 3aka3uvk npepocTaBnsieT JOCTYN K MaHenwu
30 MuH. apMuHucTpupoBanns DNS.
HasHaveHve nuueH3uy nonb3oBaTento 15 MUH.
Co3spaHue o6LLero NoYTOBOro fALLMKa 20 MUH.
Co3gaHue rpynnoBoro No4YTOBOroO silMka (group
mailbox) 20 MYH.
Co3sgaTtb nonb3oBartens Monb3oBaTtenb €o30aéTCA B KOHCOMU YynpaBreHus
20 MUH. M365.

30

30.1

MPABUNA NMPEOOCTABIIEHUA YCNYI APEHAbI IMLEH3UA MICROSOFT 365

OMWCAHWE YCNYTN APEHABI NIMLIEH3WM MICROSOFT 365

Ycnyra apeHapbl nuueHsuii Microsoft 365, ato Ycnyra apeHabl nporpammHoro obecnevenus. CyliectByeT ABa cnocoba apeHabl nuueHsunii Microsoft

365:

1) ExxemecsayHas apeHga nuueHaum Microsoft 365 ¢ exxemecayHbiMmn obs3aTtenscteamu (P1TMM).

2) BExxemecsiuHast apenga nuueHsumn Microsoft 365 ¢ rogobim oba3aTensctsom (P1YM).

O6Ga meTofa OCHOBaHbl HA MOAENW EXXeMECSHHbIX NiaTexen 3akasymkom.

30.2

30.3

Bepcus 20241129

OTBETCTBEHHOCTb 3AKA34YNKA

30.2.1

MoanuckiBas Hactosiwmii [oroBop, npeactaBuTenb 3akasyuka MOATBEPXKAAET, YTO Ha AaTy NOANUCaHUS OH O3HAKOMWICH W
cornaceH c ycnosusimm O6wmx nonoxeHui n ycnosuii Microsoft Cloud, onybnukoBaHHbIx Ha cavite https://docs.microsoft.com/en-

us/partner-center/agreements.

YCNOBWA NPEQOCTABIEHNA YCNYTU APEHABI NIMLEH3WM MICROSOFT 365

30.3.1

30.3.2

30.3.3

Ha Ycnyry apeHapl nuueHnsuin Microsoft 365 pacnpocTtpaHsieTca SLA npon3BoaumTensi, C KOTOPbIM MOXHO O3HAKOMUTLCSI Ha canTe
npon3sBoauTens Www.microsoft.com.

LleHbl vnu ycnosusi apeHabl NUUEH3UA MOryT ObiTb M3MEHEHbl B COOTBETCTBUM C YCIOBMAMW HacTosiwero [doroBopa unu

N3MEHEHNAMU, UHULUNPOBAHHbIMU NPOU3BOAUTENEM NNLUEH3NN Microsoft.

Ycnosus apeHapbl nuueHsun Microsoft 365 (P1MM):

CTOpOHbI NPAIMO cornallatoTcs ¢ Tem, 4To nuueHsun Microsoft 365 (P1MM) npepoctaBnsoTcs Ha cpok 1 (0AMH) Mecsw u cpasy
aKTVMBUPYIOTCS Ha BECb Nepuos.

Jlnyensun Microsoft 365 (P1MM) geiicTBuTENbHBI B TedeHne 1 (04HOr0) MecsiLa ¢ MOMeHTa akTuBauuu. Ecnm B TedeHne 72 yacos
rnocrne WUCTeYeHWst Cpoka AeWcTBMSi 3akasa HU ofHa M3 CTOPOH He MnoxenaeT pacTOprHyTb WMNM u3meHuTb 3akas, To 3akas
aBTOMaTU4eCKu NMpoANEeBaeTCs Ha credyroLmii cpok B 1 (0AMH) Mecsil, Ha Tex e ycrnoBusix. KonnyecTBo Takux NpoAneHuin He
orpaHuyeHo.

B cnyyae pactopxeHus 3akasa no nHuumatuee 3akas3yvka [0 UCTEYEHWst cpoka, ykadaHHoro B 3akase, CTOPOHbI cornalluaroTcs,
yTo 3akasyuk 06s3aH BbINNATUTL KomnaHuu Baltneta Becb ocTaTok exemecsiuHOM MnaTbl M MOracuTb BCe NPEefoCTaBreHHble
3akasyuky ckuakv He nosaHee 30 KaneHdapHbIX AHEN C AaTbl pacTopxeHus 3akas3a. 3akasuuk Takke obAsyeTcs onnatuTb BCe
Tapudbl 3a NpefocTaBneHHbIe AONONHUTENbHbIE YCyru.

CTOpOHbI OAHO3HAYHO COrnallakTcs ¢ Tem, YTo nuueHsnm Microsoft 365 (P1MM) npegocTaBnsaoTCa yunTbiBas AENCTBYIOLLYO Ha
TOT MOMEHT LeHOBYIO nonutuky Microsoft, n ueHbl MoryT ObiTb M3MeHEeHbl B OAHOCTOPOHHEM MOpSAKE CTOMbKO pas3, CKOMbKO
Microsoft 6yneT nx KoppekTmpoBarts.

3akas ynonHomMo4eHHoro npeacraBuTens 3akasymka Ha yBenuyeHue konuyectsa nuuensuii Microsoft 365 (P1MM) Ha cymmy, He
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npesbiwatowtyto 300,00 espo/mecay (6e3 yveta HIOC), BbinonHsietca 6e3 npeaBapuTEnbHOTO MUCbMEHHOTO COrflacoBaHWs B
TeyeHne 1 pabouero OHs. 3akas3uyvk nNpusHaeT npaBo komnaHum Baltneta B3umaTb ¢ 3akasymka nnaTy B 3aBUCUMOCTM OT

aKTU4eckoro KonnyecTsa NULEH3Ui, 3akadaHHbIX 3aka3ynkom.

30.3.4 Ycnosus apeHabl nuueHsuit Microsoft 365 (P1YM):
o CTOpOHbI NMPSIMO CcornaLlakTecs ¢ Tem, 4To nuueHaunmn Microsoft 365 (P1YM) npegoctaBnsioTcst Ha cpok 12 (aBeHapuaTb) MecsueB
1 nofnexar HemeAneHHON akTMBaLMK Ha BeCcb Nepuop, ykasaHHblii B 3akase.

o 3aKasyuk onnaymBaeT eXerofHyo NMLEH3VOHHY0 NnaTty komnaHum Baltnet ogHnm 13 cneaytolwmx cnoco6os.:
o BbinnaumBaeTcs nonHoCTbIO B TeveHne 12 mecsueB paBHbIMU exeMecsyHbIMy nnaTtexamm (1/12);
o MonHas onnata B Te4yeHne 30 kaneHaapHbIX AHe C AaTbl BbICTaBIEHUs cYeTa.

o JlnueHsun Microsoft 365 (P1YM) gencteBuTenbHbI B TedeHve 12 (ABeHaauaTh) MecsileB C MOMEHTa aktusaumun. Ecnmn He meHee
YeM 3a 1 (OAMH) MecsiL, O UCTEYEHNS CpoKa AeicTBust 3akasa HU oaHa 13 CTOPOH He 3asiBMSIET O XXeNaHuM NpeKkpaTuTs unm
n3MeHnTb 3aka3, 3aka3 aBTomMaTUYeckn NpoaneBaeTcs Ha criedytowmii nepuog B 12 (aBeHaguaTb) MecsiLeB C NPUMEHEHNEM
[OENCTBYIOLLEro B 9TOT nepuwof, (CTaHgapTHOro) LeHoobpasoBaHus nuueHsuii Microsoft. KonvmuectBo Takvx npoaneHwin He

orpaHuYeHo.

o B cnyyae pactopxeHusi 3akasa no nHuumaTtnee 3akasqumka [0 UCTEYEHNS CPOKa, ykazaHHoro B 3akase, CTOPOHbI cornaluaroTcs,
yto 3aka3unk 06s13aH BbINMATUTL KOMnaHuu Baltneta Becb ocTtaTok exerogHow nnatbl, NMOMHOXEHHbIA Ha KONM4ecTBO
CbaKTI/NeCKVIX 3aKa3aHHbIX J'II/ILI,eH3VIl7I - ecnu onnarta npou3BOAUTCA B COOTBETCTBUM C AaHHbIM MYHKTOM U Mnoracutb Bce

npegocTaBneHHble 3aka3uunky ckuaku He nosgHee 30 kaneHaapHbIX AHEN ¢ AaTbl pacTopxkeHus 3akasa.

31 MPABUIA MPEOOCTABIIEHUSA YCNYT MO YNPABEHUIO MOBUIbHLIMU YCTPOUCTBAMMU (MDM)
31.1  OMWCAHUE YCNYT1 YNPABIEHUA MOBUNbHBIMU YCTPOACTBAMU (MDM)

Ycnyra no ynpasneHuio mobunbHeiMu ycTpoicteamm (Mobile Device Management - MDM) ocHoBaHa Ha nporpammHoM obecneyveHun Microsoft
Intune unn SureMDM 1 BkntovaeT B cebs nepBoHaYarnbHy0 YCTAaHOBKY Y HACTPOWKY peLLeHns, Co3aaHne nonuTuk 1 npasmn 6e3onacHocTu, a Takke

TekyLee obcnykmBaHne MOBUIbHbIX YCTPOWCTB, UCTONb3YeMbIX B OpraH13aLmy.

31.2 OBBLEM YCNYT YNPABIIEHUA MOBUNBHBIMU YCTPOVUCTBAMK (MDM)

Crapusa OcobeHHocTH Ycnyrn

MoaroToBka CospgaHune cnucka ycTponcTs

Peructpaums yctpoiicts B cpeae "Microsoft Intune”

Pervctpauus yctponcts Windows 10 B "Microsoft Azure Active Directory’
HacTpoiika pyHKUMIN 1 napameTpoB 6e30nacHOCTM Ha YCTPOMCTBax
KaTtanornsaumsi n HacTpovika CTaHAapTHBIX KOPNOPaTUBHBLIX NPUNOXEHWIA

YcTaHoBka HacTtpolika napameTpoB 3aluThl JaHHbIX HA YPOBHE MPUMOXEHWUIA.

HacTtporka Wifi 1 VPN Ha ycTporicTBax

HacTpolika nouTtoBbIX Npodunen Ha ycTporcTBax

HacTpolika 1 pasBepTbiBaHNe NONUTUKM aBTOMATUYECKOro o6HoBNeHus npunoxeruii "Office” Ha ycTporcTBax
HacTpoika wncpoBaHma AUCKOB Ha YCTPOMCTBaX

MpepocTtaBnexne nHgopmauum o6 yctporncteax

MpepocTtaBneHne nHopmaLumm 06 yCTaHOBMEHHbLIX NPUINOXEHNAX Ha 3apervcTPUpPOBaHHbIX YCTPOUCTBAX
YCcTaHOBKa NPUINOXEHWIN Ha 3aperncTpUpoBaHHbIe YCTPONCTBa

AoMuHUCTprpoBaHne | YaaneHve NnpunoXeHuin ¢ 3apercTpupoBaHHbIX YCTPOMCTB

MonHoe nnun YactuyHoe yaaneHne nHopMaummn ¢ yCTporucTea

MpepocTtaBneHne oT4ETHOCTU, co3aaBaemolrt Microsoft Intune

PyyHas ycTaHoBKa HOBOrO YCTPOICTBA / yAaneHne CTaporo ycTpocTea

31.2.1 Cepsuc goctyneH npu Hanuaum nuueHsun "Microsoft Intune” nnu "42Gears SureMDM". 3Tu nULEH3MN He BXOAAT B cOCTaB YCnyrn
MDM w 3akasbiBatoTca oTaenbHo. Ecnu 3akasynk He ucnonb3yet 3TV NULEH3UWU, TO OH AOMMKEH 3aMeHWUTb WCMOofb3yeMble B
HacTosiwee Bpems nuueHsun Microsoft 365 Ha cnepytowme nuueHaun: "Microsoft 365 Business Premium"; "Microsoft 365 E3";
"Microsoft 365 E5"; "Enterprise Mobility + Security E3"; "Enterprise Mobility + Security E5"; "Microsoft Intune" unu npnobpectun nx

LAONOJTHUTENbHO!

31.2.2 CepBuCc nopgaepxumBaeTCs TOMbKO Ha Creaylolwmx Bepcusx onepaumoHHbIx cuctem yctponcts: Windows 10 - Pro, Education,
Enterprise; Android - Bepcus 6.0 1 Bbiwwe; iOS - Bepcusi 12.0 u Bbiwe; iPadOS - Bepcus 13.0 u Bbiwe; iMacOS - Bepcusa 10.13 n

BbllLe.
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31.2.3

3124

31.25

31.2.6

31.2.7

31.2.8

31.2.9

balt i3

Baltneta obecneunBaet yctaHoBKy nporpammHoro obecnedenus VPN Ha ycTporicTBax 3akasuuka, HO He obecneymBaeT HaCTPONKY
VPN.

YcTaHoBKka nporpammHoro obecneveHnss VPN He npegycmatpuBaeT aBTOMaTMUYECKOrO MpefoCTaBneHust AaHHbIX AnS BXoda B

cuctemy. Monb3oBaTtens JOMmKeH nogknoumTbes k ceTn VPN, BBeAs CBOM AaHHbIe NOAKMHYEHNS.

YcTaHoBka KoHgurypaumu cetn WIFi He npegycmaTtpuBaeT aBTOMATMYECKOTO MPEAOCTaBMEHUs PErvcTPaLMOHHbLIX AaHHbIX

nonb3oBaTens. MNonb3oBatenb JormkeH noakntounTees k cetn WiFi, BBegs CBoM pernctpaumoHHble AaHHbIe.

YctaHoBka cetn WiFi He npepycmaTpuBaeT HacTpOWKy C WCMONb30BaHWMEM MONb3oBaTeNbCKMX cepTudukatos (Hanpumep
“Certificate Authority").

Baltneta He HeceT OTBETCTBEHHOCTW, €CnM YCTPOWCTBa 3akasyvMka He MOryT 3apeructpupoBaTtbes B cpege "Intune" um3-3a
HenpaBuUnbHOW BEPCUM OMEPALMOHHON CUCTEMbl YCTPOWCTBA WM TNOBbLIX APYrMX TeXHWYeckux npobnem, CBsi3aHHbIX C
YCTPOWCTBOM;

Baltneta He HeceT OTBETCTBEHHOCTM, eCnn Ha YCTponcTBax 3akasyvka He yaaeTcs YCTaHOBUTb NPedyCMOTPEHHbIE MOMUTUKA U
NPUNOXEHUs1 13-3a HenpaBWUIbHON BEPCUMM OMEPALIMOHHON CUCTEMbI YCTPOWCTBA MM MoObIX APYrMX TEeXHWYeckux npobnem,
CBS13aHHbIX C YCTPOWCTBOM.

Ecnn B obopyaoBaHun 3akasyvka MCnonb3yeTcs nporpaMMHoe obecnedeHue, KOTopoe He NoaaepXvBaeTCs Npou3BOAUTENEM
3TOro NPOrpamMmHOro obecneyenHuns (M1 CPoK ero AencTBus UCTek), komnaHus Baltneta He HeceT OTBETCTBEHHOCTH 3a pa3pelleHne

NOObIX MHUMAEHTOB, CBA3aHHbIX C 3TUM NPOrpaMMHbIM obecneveHvem.

31.3  3AMPOCHI NO CTAHOAPTHOW YCINYTE (RFC STANDARD)

CTAHOAPTHAA PABOTA NPEONONArTAEMOE BPEMA NMPUMEYAHUE

BbIMONHEHUA PABOT

YcTaHoBKa W yaaneHve npuoxeHus Ha/msa
3apermcTpMpoBaHHbIX YCTPOWCTB 30 MuH. -

MpepocTtaBneHne nHopmaumm 06 ycTponcTeax 20 MUH. -

MpepocTtaBneHne HdopMaumm 06 yCTaHOBMEHHbIX -
NPUNOXEHUSIX Ha 3aperncTpPMPOBaHHbIX

yCTpoWcTBax 30 MuH.
MpepocTaBneHne oTY4ETHOCTU, CO3AaBaEMON -
Microsoft Intune 45 MUH.
PyuHas yctaHoBKa/yaaneHvue HOBOro yCTponcTea 15 MUH. -

[MonHoe nnn yactTuyHoe yaaneHne nHgopmalmum c -

ycTpovicTea 25 MUH.

32 NMPABWUNA NPEAOCTABIJIEHUA YCNYI NO APEHAOE U OBCITYXXUBAHUIO XPAHUITULLA OAHHbIX (NAS)

321 OMNCAHWME YCNYT MO APEHAE N OBCNY>KNBAHUIKO XPAHUITULLA OAHHbBIX (NAS)

Ycnyra apeHabl 1 obcnyxuBaHus xpaHunuiia gadHeix (NAS) BkrodaeTt B cebsi apeHy yCTpoWcTBa XpaHeHUs faHHbIX 1 Tekyllee obCnyxvBaHue

peLleHnd, a Takke CBoeBpeMeHHOe pa3peLleHne 3arnpocos. ycnyra MOXET NpeaoCTaBlATbCA B IBYX BapuaHTax: 1) apeHna ceTeBoro xpaHunuilia c

obcnyxusaHvem; 2) obcnyxuneaHue coOBCTBEHHOTO CETEBOTO XpaHunuiLa 3akas4yuka.

32.2  OBASATEJIbCTBA 3AKA3YMKA

32.21

B cnyyae obcnyxmBaHusi cobcTBEHHOrO XpaHunuwa gaHHbix 3akasdumka (NAS), 3akasumk oba3aH npegocTaBuTb AOMNONHUTENBHOE
OMCKOBOE MPOCTPAHCTBO WM HECTU [OMOMHUTENbHbIE pacxofbl, HeobXoauMble AN pacluMpeHnsl OUCKOBOrO MNPOCTPaHCTBa,
CcaMoCToATENbHO UK ¢ nomolbio Baltneta. PaclumpeHue guckoBoro npocTpaHcTBa Ha xpaHunuwe aaHHbix (NAS) 3akasuuka
onnayMBaeTcs B COOTBETCTBUM C [EUCTBYIOLWMMM Ha TOT MOMEHT B komnaHuu Baltneta novacoBbiMu Tapudamu Ha

[OMONHUTENbHbIE PaboTbl.

32.3 OBbEM YCNYIM MO APEHAE W OBCNYXXVBAHWIO XPAHUIULLA JAHHBIX (NAS)

3231
.
.
.
.

Ycnyra BknovaeT B cebsi:

Hactporika npasun;

YnpaBneHue nonb3oBaTensMm - NnpefocTaBneHne npas, J06aBNeHNe HOBbIX NOMb3oBaTenNen, yaaneHme crapbix;
MOHWTOPWHI 1 pearnpoBaHmne Ha CUCTEMHbIE OMOBELLEHWS;

OB6HOBIEHVE OMEpPaLMOHHOM CUCTEMBI;

BoccTaHoBneHne AaHHbIX 13 COXPaHEHHbIX PE3EPBHbIX KOMWIA;

YBenuyeHue o6bEMa namsaTu.

B cnyyae apeHnabl ceteBoro xpaHunuvwa (NAS), Baltneta o6si3yeTcst opraHvM3oBaTb paclUMpeHne AUCKOBOrO MPOCTPaHCTBa C
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COOTBETCTBYHOLLEN KOPPEKTUPOBKOWM aBOHEHTCKOI MaThbl B 3aBUCMMOCTU OT 06bema AOMONTHATENbHOTO AMCKOBOIO MPOCTPaHCTBA.

32.4 Ycnyra He BKIOYaeT yCTaHOBKY COBCTBEHHOrO XxpaHunuwia aaHHblx (NAS) 3akasuuka. dta paboTta onnaymBaeTcs no AencTBYOLWEN Ha TOT

MOMEHT MoYacoBOW CTaBKe 3a AoMnonHuTeNbHbIe paboTsl B Baltneta.

33 MPABWUIA NPEOOCTABJIEHUA YCNYI BALTNETA SIEM'AAS
33.1  OMNUCAHME YCNYTY BALTNETA SIEM'AAS

Ycnyra Siem'aas npeactasnsieT cobon pelleHne no obecneyeHnto 6e3onacHocTn Ha 6ase nporpammHoro obecnevenusi Graylog, paboratollee B
naTta-LeHTpe Baltneta, koTopoe cobupaeT xypHanbHble 3anucu (logs) 13 pa3nuyHbIX MCTOYHUKOB (CepBepbl, ceTeBoe obopyaoBaHue, annapaTtHble
cpeactBa M T.4.), aHanu3vpyeT UX B PeXVWMe pearnbHOro BpeMeHW W MOCTOSIHHO WHdopmupyeT 3akasduuka 06 yrposax unu MHUMOEeHTax
6e3onacHocTu. Cepauc SIEM'AAS pasgerneH Ha Tpu CTaH4apTHbIX CEPBUCHBIX NilaHa B 3aBUCUMOCTM OT MOSNIUTMKM XpaHeHus xxypHanos (50 I'b, 100
B, 200 I'B).

33.2 OBbEM YCNYI BALTNETA SIEM'AAS

33.2.1 Ycnyra BKnoYaeT B cebsi:

CocraBneHue cnmcka 06beKToB, C KOTOpbIX ByAyT cobMpaThes 3anucy XypHana.

YcTaHoBka nporpaMmHoro obecneveHmnst Graylog B nHdppactpyktypy Baltneta/3akasuumka.

WHTerpaums nporpammHoro obecriedeHust Graylog €O BCeMu YCTpOMCTBaMW, AN KOTOpbIX 6yaeT  OCyLecTBAATLCS

LeHTpan13oBaHHbI cOop >XypHanbHbIX 3anucei (logs).

BbinonHeHe HeobXxoAMMbIX KOHMUIYpaLWii 1 CO34aHve npasur.

CospaHue pabounx okoH (dashboards) (B pamkax gaHHon Ycnyr MoxeT 6bITb CO34aHO 40 Tpex paboymx okoH 1 Ao 9 napameTpoB

Ha ogHo paboyee OKHO).

Oby4eHre ynonHOMOYeHHoro nuua 3akasymka paboTe C y)Ke HaCTPOEHHbIM MHCTPYMeHToM Graylog.

ConpoBoxaeHue Ycnyru ans obecneyeHns KOppekTHol paboTbl YCryrn Ha NporpaMMHOM YPOBHE 1 pa3peLleHysi 3anpocoB.

XpaHeHvie 3anucen B xypHane(-ax).

O6HoBneHne nporpammHoro obecneveHus Graylog.

B TeyeHwue cpoka AevicTBus [JoroBopa MoryT 6biTb BHECEHBI OGHOBMNEHUS B CEPBHC 1 A06aBMNEHbI HOBbIE 3anncK XXypHana.

33.2.2 Cnucok 3anucen B XXypHane, BXogsLwmx B o6bem Ycnyru:

CospgaeTcst HOBbIN Nonb3oBaTerb.

Monb3oBaTtenbckme AaHHble U3MEHEHbI.

Monb3oBaTtens yaansercs.

HeypayHas nonbiTka BxoAa Nonb3oBaTens B CUCTEMY.

MonbITKN CMeHbl napons.

Monb3oBaTtenb AobaBreH B rpynny.

Monb3oBaTtenb yaaneH 13 rpynneoil.

XyprarnbHas 3anuch Gbina yaaneHa.

WHnumuvpoBaHa nepesarpyska KoMmnbloTepa.

Kputunyeckune coobLueHns (owmnbkun) onepaumoHHOM CUCTEMbI.

CoobLeHuns naeHTudmKaummn nonb3oBaTenen 6ecnpoBoAHbIX CeTEN.

MoakrtoYeHne K NaHensiM ynpassieHnst KOMMyTaTopoB, GpaHaMayapoB U y3roB A0CTyna K GeCnpoBOAHON CETH.

MN3meHeHUs B KOHUIypaLmm CUCTEMBI.

CoobueHuns 06 ayTeHTUdMKaummn nons3osatenen VPN.

CoobLeHuns 06 ayTeHTUdMKaLMKM nonb3oBaTenen bpaHamayapom.

BbICOKOI'IpVIOpI/ITeTHbIe yBeooMIeHUsa Ang BCcex CeTeBbIX yCTpOVICTB.

Co006LLEeHNst 0 COCTOSHUM (PU3NYECKUX CEPBEPOB (NOMMHbI, HeyAa4Hble NOrViHbI, COCTOSIHWE AUCKOB, MUTaHMWE).
33.2.3 Ycnyra Siem'aas He 3aHuMaeTcs 06paboTKON 3anNpOCcoB Ha YpPOBHE cepBepa.
33.2.4 Ycnyra Siem'aas He cobupaeT XypHanbHble 3anucu Ha ypoBHE NPUNOXEHNIA.
33.2.5 PaboTbl N0 KOHUrypMpOBaHUIO OOBLEKTOB, He BXOAALWMX B 06beM Ycnyr Siem'aas, BbIMOMHATCA B COOTBETCTBUM C NMOYACOBOMN
CTaBKOW 3a JOMOSHUTENbHbIE paboTbl, NpUMeHsieMoi koMnaHuen Baltneta B HacTosiwem [Jorosope.
33.2.6 O6bem faHHbIX, NepedaBaeMblx No Ycnyre Siem'aas, He MOXeT npesbiwate 5 I'b B AeHb.
33.3 3AMPOCHI MO CTAHOAPTHOW YCNYTE (RFC STANDARD)
| CTAHOAPTHAA PABOTA ] MNPEONONATAEMOE ] NMPUMEYAHUE

Bepcusa 20241129 54/63



balt i=a

BPEM#A BbIMNOJIHEHNA

PABOT
BbInosniHeHne 06HOBMEHMS NPOrPaMMHOro 30 MvH )
obecneueHusi Graylog '
HacTpoika cepB1CHbBIX OOHOBNEHWIA 3TM 0BHOBNEHUSI HE ABNSAIOTCS NEPUOANYECKUMU - OHU
60 MuH Npou3BOAsATCS, koraa UHxeHepbl Baltneta HaxoasaT cnoco6bl

ynyyLWwnTb 06CnyxmBaHne 3akasuvkoB, UCMONb3yst Myyune

NPakTUKK.

Co3spaHune 0HOro JOMOMHUTESIbHOMO
paboyero okHa (dashboard)

Cospaetcs paboyee 0KHO, B KOTOPOM oTobpakatoTcsi rpacpukm
15 MuH. 1 Tabnuubl cobpaHHbIX 3anucen xypHana. Tabnuu/rpadmkos
CTOSIbKO XK€, CKOIbKO TUMOB COBpaHHbIX 3anucelt B XXypHarne.

34  MPABWUIA NPEOOCTABJIEHUA YCNYI NO OBCNYXXUBAHUIO KITACTEPA KUBERNETES

34.1  ONUCAHME YCNYTU MO OBCNYXMUBAHUIO KITACTEPA KUBERNETES

Ycnyra no obcnyxuBaHuio knactepa Kubernetes - ato cepsuc anst uHgpacTpykTypbl knactepa Kubernetes, knactepa Kubernetes n cepsucos,

KOTOpble Ha HeM paboTatoT (Hanpumep, cepsuc GanaHcupoBku Harpysku - Loadbalancer), cBsasb cetu, cnyx6a DNS, knactepHbin IP, BHewwHwuii [P

Knactepa, Touyka AocTyna K knactepy (Ingress), camo npunoxeHue, paboTatoLlee Yepes oauH ceteor nopT ([opT) Haa3op 3a ykasaHHbIM U Npo-

aKTUBHOE ynpaslieHue.

342  OBBEM YCNYTY MO OBCNYXXMBAHUIO KINACTEPA KUBERNETES

. M3ameHeHve koHdurypaumm knactepa Kubernetes;

. O6HoeneHue knactepa Kubernetes (engine);

. dukcaumnsi 1 aHanu3 3anucen B xxypHanax knactepa Kubernetes (Log);

. MpepocTaBneHve oTHETOB O coAepPXVMMOM haiinoBs XypHarnos (log) no 3anpocy (He Yalle ogHOro pasa B MecsL);

. HabntogeHve 3a cnocobHocTAMM KnacTepa (capacity), NpoakTUBHOE ynpaBneHvue n pearnpoBaHue;

. MepepacnpegenexHve 1 onTMMM3aLmnsi QUCKOBOTO NPOCTPaHCTBA KracTepa;

. Hactpoiika SSL-cepTucukaToB B knacTepe;

. KoHTponb cpokoB aevictBus SSL-ceptndmkatoB n nHpopmmpoBaHue 3akasymka 0 Cpokax Ux AenNCTBUS;

. Bbl60op cnyx6bl yCKOPEHUS NaMATU Y PEKOHUIYPaLUSi NPUIOXKEHUS;

. Ananus 3anpocos B knactep Kubernetes

I'Ipe,El,ﬂo)KeHI/Iﬁ paspa60T~W|KaM npvu'|0>|<eH|/||7|, peanusauna peleHunsd;

(Nginx, Proxy n 1.4.), BbIGOp cTpaTternm yckopeHusi/kaumposanmst (Cache), npegocraBnexHne

. OueHka pyckoB 6e30nacHOCTU KrnacTepa pa3 B MecsiL (OLeHUBaeMble kaTeropun: naponu, ynpaeneHue npasamv 1 orpaHuyeHne gocryna

(Encryption in transit);

. Ynpasnexue cnyxb6amv DNS; YnpaBneHue 6paHgmayapamu cryxo;

L] MOHI/ITOpVIHr ﬂpI/IJ'IO)KeHI/IPI, KnacTepoB N MeXCEePBUCHbIX B3aMMOLENCTBUN;

e PesepBHoe KONMpoBaHWe KOHUIypaLmm.

343  3AMPOCHI NO CTAHOAPTHOW YCIYTE (RFC STANDARD)

CTAHOAPTHAA PABOTA NMPEOMNONIATAEMOE BPEMSA NMPUMEYAHUE
BbINOJIHEHUA PABOT

MpoaneHve SSL-ceptudmkaros 15 MUH. MpoBoAMTCA OANH pa3 B o
MoaroToBka Kk 3anycky HoBoro npunoxexus (deployment) 60 MUH )
M3meHeHune CI/CD pipeline 15 MUH. )
M3meHeHne koHdUrypaummn Beb-ceperca NpunoXxXeHust 60 MUH )
MameHeHne koHdurypaumm 6a3sbl AaHHbIX NPUNOXEHNS 30 MUH. )
Oamn (dump) PostGre/MySQL 30 MUH. }
MameHeHne DNS-3anucei B cepBepax UMeH Baltneta 15 MUH -
MN3meHeHne DNS-3anuncei B cepBepax nmeH Baltneta 30 MuH -
OrtueT o pabote knactepa Kubernetes 60 MyH R
BoccTaHoBneHne gaHHbIx/cepBepa U3 pe3epBHON Konuu 60 MyH -
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YcTaHoBWTe cTaHAapTHbIN mogynb PHP 13 penosutopus

PHP 15 MuH.
WHuunmpoBatk yaaneHue IP-agpeca cepeepa ns YepHbIx }
cnmckoB 15 MuH.
CospgaHune AononHUTENbHON 6a3bl AaHHbIX 15 MUH. -
344  OPYTVE YCNOBUA
34.4.1 [nata 3a ycTaHoBKy krnactepa Kubernetes B3umaeTcsi OTAENBHO U HE BXOAUT B €XXeMeCsiuHylo nnaTy 3a o6ecnyxviBaHune, ecrnm nHoe
He yKa3aHo B 3aka3e Ha obcrnyxumBaHue.
34.4.2 Ecnn B TeyeHue cpoka aenctBusi [JoroBopa WM3MEHSIETCA KONMYECTBO CEPBEpPOB, KIacTEpOB WM CEpPBUCOB B KIacTepHOM

UHdpacTpykType Kubernetes 3akaaunka, CTOUMOCTb YCIyrn MOXeT GbiTb M3MEHeHa B O4HOCTOPOHHEM MOPSiAKE B COOTBETCTBUM C

LIeHON pacluMpeHuns, ykasaHHOM B 3aKase Ha Ycnyry.

35 MPABWUIIA NPEOOCTABJIEHUA PELUEHUA MO YMPABJIEHMIO MAPOJIAMU

35.1

OMNCAHWE PELLEHWA MO YNAPABNEHMIO MNAPOJIAMUN

PelueHne aonsa ynpaeneHusi naponsMu npeacTaBnsieT coboi nporpamMMHbIA NpoZykT Keeper, BKnovalowmii B cebs WNpOBaHHbIA XpaHunuLe

napone|7| ANA Ka)XOoro nonb3oBatesia U KOHCOMb yrnpaBlieHua And agMUHUCTpaTopa XpaHunuwa naponel?l. Pewenne no ynpaeneHno naponamm

COCTOMT U3 ABYX YacTeii 1) apeHa nuueH3un Ha nporpaMmHoe obecneveHve Keeper; 2) cnyx6a nogaepkv peLleHns no ynpaerieHUo naponsmMm

KomnaHuy Baltneta. PelueHne no ynpaBneHuio naponsiMu MoXeT ObiTb NMpefoCTaBNeHO Kak C NoadepkKoi, Tak U 6e3 noaaepxXkuM CO CTOPOHbI

komnaHun Baltneta. Ecnu pelueHve gns ynpaesneHus naponsiMu NnoaaepxmBaeTcs koMmnaHuen Baltneta, To komnaHnst LONONHUTENBHO BLIMOMHAET

NEepBUYHYIO HACTPOIKY NnatdopMbl Keeper, NepBrYHyto HaCTPOKy NpaBsun 1 pornen, oByYeHre nonb3osaTernei 1 KOHCYbTMPOBaHWe Mo BOMpocam

paseuTus. Ecniv pelueHve no ynpasreHntio Nnaponsmm npegocTasnsercs 6e3 noaaepkkm co CTopoHsl Baltneta, To Baltneta npegoctasnsiet Tonbko

nporpaMMHoe obecneyenne, Heobxoanmoe Ans paboTbl peLleHus.

35.2

MPABUNA NMPEOOCTABNEHMA APEHObI JIMUEH3MW HA TPOPAMMHOE OBECMNEYEHME KEEPER (OJ14 PEWEHWA MO
YMNPABINEHUIO MAPONAMN)

35.2.1
35.2.2
35.2.3
35.2.4

35.25

35.2.6

35.2.7

35.2.8

35.2.9

Ycnyra apeHabl NULEH3NI Ha nporpaMMHoe obecneveHne Keeper npefocTaBnsieTcst Ha YCNOBUSIX MOMECSHHOW apeHapbl.
MporpammHoe o6ecneveHne Keeper oCHOBaHO Ha MOAENM EXEMECSYHOW onnaTon 3aka3ymKoMm.
ycnyra apeHabl J'II/ILl,eH3llll7I Ha nporpamMmHoe obecneveHne Keeper npenoctaBnAaeTcd B COOTBETCTBUM C SLA npounssoauTens.

[oroBop apeHabl NMUEH3UA Ha nporpammHoe obecneveHve Keeper 3akntovaeTcst TONbKO Ha 12 MecsueB, B TeYEHUE KOTOPbIX

Baltneta He MOXET N3MeHATb LieHbl Ha apeHay NULEH3UI Ha nporpaMMHoe obecneyeHue.

HoBble ycnosusi [loroBopa Ha apeHay nuuUeH3nin Ha nporpaMmmHoe obecneveHne Keeper oroBapuBatoTcst kaxaple 12 mecsiLeB B
COOTBETCTBMU C AENCTBYIOLLEN Ha AaHHbIN MOMEHT odhMLManbHON LIeHOBOWM NONUTUKOW Nponssoantens Keeper.

CTOpOHbI NPAIMO COrnawarTcst ¢ TeM, YTO NULEH3MU Ha nporpammHoe obecneveHve Keeper npenocTaBnsitoTCcA Ha cpok 12

(nBeHaguaTh) MecsaueB U NoanexaT HeMeIeHHON akTVBaLMK Ha BECb Nepuom, ykasaHHbIn B 3akase.

B cnyyae pactopxeHus 3akasa no nHuumatuee 3aka3uumka [0 UCTEYEHUS CPOKa, ykazaHHoro B 3akase, CTOpPOHbI cornallarTes,
yTo 3akasunk obsi3aH BbINNATUTL KOMMNaHuM Baltneta Becb ocTaTok exxerofHow nnatbl, MOMHOXEHHbIN Ha KONMYECTBO akTUYECKMX
3aKa3aHHbIX NULEH3W 1 moracutb BCe NpefocTaBreHHble 3akasuuky ckupgku He nosgHee 30 kaneHdapHbIX AHel ¢ aathbl
pacTopxeHus 3akasa.

Ecnu He meHee YeMm 3a 1 (OAMH) MecCsIL, A0 UCTEYEHMsI Cpoka AeicTBust 3akasa HY ogHa M3 CTOPOH He NoXenaeT npekpaTuTb Unu
n3meHutb 3aka3, 3aka3 aBTOMaTWYeCKu npoafieBaeTcs Ha cnegywwmn nepuwod B 12 (OBeHaguaTb) MeCSILEB, NPUMEHss
[OeiCcTBYIOLME Ha TOT MOMEHT LieHbl Ha nuueH3un Keeper. KonmyecTBo Takux NpoasieHnin He orpaHuyeHo.

3aka3 ynonHOMOYEHHOrO NpeacTaBuTens 3akasyuka Ha yBenuUYeHne KonnyecTsa NuueH3unii Keeper Ha cymmy, He NpeBbILLatoLLyto
300,00 eBpo/mecsy, (6e3 ydeta HAC), BoinonHseTca 6e3 npegBapuTENbHOrO MMCbMEHHOTO CornacoBaHus B Tedenne 1 paboyero
OHSA. 3akasyuk npusHaeT npaso Komnawuu Baltneta Baumatb ¢ 3akasumka nnaTy B 3aBUCUMOCTU OT (DaKTUHECKOro KonuyecTea

TNMUEH3MI, 3aKa3aHHbIX 3aKa34nMKOM.

35.2.10 Buapl nuueH3nii Ha pelueHne Ans ynpaeneHuns naponsamu Keeper:

MnaH

ENTERPRISE

DyHKLMOHANBHOCTb ENTERPRISE
PLUS

JTIMLUEH3N KEEPER

3alwndpoBaHHOE XpaHUNULLE 451S KAXAO0ro Mnosib3oBarens + +

[Mankn n BNOXeHHble nanku + +

Bepcusa 20241129 56/63



baltjV'a

O6Lwme KoMaHAHbIe Nanku + +
[locTyn ¢ HeorpaHM4YEeHHOro KoNM4ecTBa yCTPONCTB + +
MexaHuam pa3paboTku 1 peanusauum NOAUMTUK + +
AyanT 6e3onacHocTu + +
OTYETHOCTb O AEATENBHOCTM + +
YnpaeneHne komaHaowm + +
Bbasosas asyxdaktopHas ayteHTudukaums (SMS, TOTP,

smartwatch n FIDO U2F) * *
AyTeHTudukaums no npuHumny "eguHoro Bxoaa" (SAML

20) + +
ABTOMaTV3MPOBaHHOE ynpasneHne KOMaHAon + +
MpoaBuHyTasa asyxdakTopHasa ayteHTudmkaums (DUO n

RSA) * *
CuHxpoHusauus Active Directory n LDAP + +
Ob6ecnevenune SCIM n Azure AD + +
ABTOMaTM4ECKOE NPeaoCTaBNeHNE ANEKTPOHHON MOYThI + +
Co3sfaHune pe3epBOB C MOMOLLbH0 KOMaHAHOW CTPOKK + +
API ons paspaboTyunkoB Anst potauum naponen un

MHTerpaumm ¢ 6akeHaom ¥ *
XpaHunuwe o6bemom 100 I'b + +
Breachwatch (Hag3op 3a HapyLueHusimn) - +
PaclumpeHHbIi Molyfb OTYETOB M OMOBELLEHUI - +
Xpanunuwe oovemom 1 Th - +

353 OBBEM YCNYT MO NOJAEPXKE PELWEHWA MO YNPABNEHNIO NAPONAMU
CTAOUA PABOTbI

MoparotoBka CornacoBaHve TpeboBaHuii K Ycnyre ¢ 3akasymkom

[MepBOHa4anbHbIN 3anyck 1 HacTporika nnaTdopmbl Keeper

Co3sganue nonb3osartenei/ rpynn AD

KoHdurypauumsa SSO Ha ocHoBe [OCTYMNHOW/BbIGpaHHOM TexHonornm SSO

Hactporka 2FA

YcraHoBKa
CornacoBaHue npasun 1 ponen ¢ 3akasz4ymkom

HavanbHas koHdburypaums npasun 1 ponen

O0by4yeHne nonb3oBarene (no 3anpocy 3akasunka) [pedocmasnsemcsi 8 sgudeoghopmame

MHCTpyKUmMK (B COOTBETCTBUM C NOTPebHOCTAMM 3akasuuka)

KoHcynbTaumm (2 4 B Mecsil) No pasBUTUIO/OONOMHEHWIO/AONONHUTENBbHBIM KOHUIYpaLmsaim
dT1an okasaHus Ycnyr
peLueHusi

354  OPYIME YCNoBuUA

35.4.1 Baltneta He umeeT AOCTyna K KOHCOMW aAMWUHUCTPUPOBaHWUSA MaponbHOro kabuHeta 3akasuuka BO BpeMs oka3aHusa Ycnyru

NnoAAEPXKKU peLleHNA No ynpasrieHno naponisamu. lepaBneHme KOHCONbO agMUHUCTPaTOpa Keeper ocyulecTendaeTcA 3akasymkom.

35.4.2 B pamkax Ycnyrv nogaepxku pelleHvs no ynpaeneHuio naponsmm komnanus Baltneta ocylectsnset nepBoHavanbHbIN 3anyck 1

HacTpoviky nnatdopmbl; co3gaHue nonb3osatenei/ rpynn AD; HacTpoiiky SSO (B COOTBETCTBUM C UMEHLLENCS/BbIOpaHHOM
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TexHonornen SSO); HacTporky 2FA; cornacoBaHue MpaBwun U pornen ¢ 3akas4yMkoM U MepBOHaYaribHyl HaCTPOWKy; obyyeHue
KOHEYHbIX Monb3oBaTeNiell peLleHno Mo ynpaeneHuio naponsmu (B dopmaTte BWAEOPONMKa);, MOATOTOBKY WHCTPYKUMIA (B

COOTBETCTBUU C I'IOTpeGHOCTﬂMVI 3akasuuka).

35.4.3 B pamkax Ycnyrm nogaepXKku pelleHus No ynpasrneHuio naponsmu komnaHus Baltneta exemecsuHo npepoctaBnsieT 2 4
KOHCYINbTaLWi MO BOMPOCaM Pa3BUTUS, COBEPLUEHCTBOBAHWUS U AOMONMHUTENbHbIX KOHMDUIypauui pelleHust No ynpaBneHUo
naponsiMu. [lononHWUTenbHbIe Yackl ONS1a4nBaoTCs B COOTBETCTBUM C pacLeHkaMu Ha AONONHUTESbHble paboTbl, yCTaHOBNEHHBIMU

B HacTosiwem [loroBope.

35.4.4 B pamkax Ycnyru noaaepku peLleHuns no ynpasneHuo naponsmv komnaHus Baltneta He 3aHumaeTcsi paccmoTpeHuem 3anpocoB

KOHEYHbIX NOMb3oBaTenen, CBA3aHHbIX C UCMOMb30BaHNMEM PeLLeHUst N0 YNPaBneHnio NaponsimMu.
36 MPABWIIA NPEOOCTABJIEHUA YCNYT NO OBCNY>XXUBAHUIO CLOUDFLARE
36.1  OMNUCAHME YCINYTWU MO OBCNYXMBAHNIO CLOUDFLARE

Ycnyra no obenyxumBanuto Cloudflare - aTo koHCynbTauus n HacTpovika napameTpoB u npasun cepsuca Cloudflare (WAF, DDoS-3awmTa u 1.4.),

no3BorstoLLasa NoBbICUTb 6e3onacHOCTb canTa nnv MobunNbHOro NPUNOXeHNs 3akasyuka.

36.2 OBBEM YCNYT MO OBCITYXNBAHWKO CLOUDFLARE

36.2.1 Baltneta BHocuT nsmeHeHus B HacTpowiku DNS-cepBepoB cavita 3akasuuka.

36.2.2 KomnaHus Baltneta oka3biBaeT KOHCYnbTaUMOHHbIE YCnyru, a Takke Ycnyrvi no nogbopy n BHEAPEHWIO peLLeHuii No obecneveHunto
6e3onacHocTy Be6-calnToB C UCMONb30BaHNEM UHCTPYMEHTOB M Habopos npasun Cloudflare.

36.2.3 Baltneta HacTpamBaeT napameTpbl 1 npasuna ans cepsucos Cloudflare.

36.2.4 Cloudflare, kak Habop Ycnyr TpeTbMx nuu, NpeaocTaBnsieTcs No NnpuHumuny "kak ectb” (as is), u Baltneta He MoXeT 1 He rapaHTupyeT
B6ecnepeboiiHyto paboTy ero yHKUmMA unu 6e3ownbouHyto paboty atux dyHkumii. SLA Cloudflare, npumeHumble k TapudHbIM
nnaHam Business u Enterprise, gocTynHbl Ha caiite www.cloudflare.com.

36.3 APYIVE YCNOBUA

36.3.1 CroumocTb Ycnyru no obenyxusanuio Cloudflare paccuntbiBaeTcs anst ogHoro cavta 3akasyuka (418 ogHOro TapudHoro nnaHa
Cloudflare ¢c ogHumM gomeHom).

36.3.2 [ns npepocTtaBneHuss Ycnyrm no obecnyxueanuto Cloudflare moxeT ObiTb ucnonb3oBaHa CyLllecTByloWasi yyeTHast 3anucb
Cloudflare 3akasuuka, nubo Baltneta moxeT odopMuTb Nognucky Ha Heobxoammbli TapudHbI Nnad Cloudflare.

36.3.3 Ecnu yyeTtHas 3anuce Cloudflare 3apernctpupoBaHa komnaHueii Baltneta, To nnan Cloudflare aktuBupyetcs Ha 12 (aBeHagLaThb)
MecsiueB. YuyeTHasi nnaTa Cloudflare 3a BbibpaHHbI 3akasunkom TapudHbiv nnaH Cloudflare BeinnaunBaeTcs exemecsyHo. Ecnu
3akas4uk npekpaluaeT obcnyxveaHue 40 UCTeveHus 12-MecsyHoro nepuoaa, oH obs3aH onnaTuTb OCTaBLUMECS HEOMNayeHHble

MecsiLbl.
37 NPABWIA NPEOOCTABJIEHUA YCNYT WI-FI U APEHbI CETEBOIO OBOPY[JOBAHUA
37.1 OMWCAHWE YCNYT APEH[bLI WI-FI U CETEMN

ApeHga WI-FI n ceteBoro obopynoBaHus faeT 3aka3uuky BO3MOXHOCTb Ha OrpaHUYEHHbI CPOK WCMONb30BaTb B CBOEW WHMPACTPYKType
obopynoBaHne MMpOBbLIX NpousBoauTenei cetesoro obopyaosanus Fortinet, Sophos, HPE, MikroTik, Cisco, Juniper, Ruckus, Ubiquiti, Cisco, HP

Aruba v gp.

37.2 OBBLEM YCINYT MO APEHAE OBEOPYOBAHWSA ANS CETEN WI-FI

37.2.1 VYkasaHHoe B 3akase WI-FI n ceTeBoe obopymoBaHve AocTaBnsercss KypbepoMm unm 3akasuuk 3abupaeT obopypoBaHve B
6nkaniuem ocduce komnaHum Baltneta.

37.2.2 B cny4yae Bbixofa 13 cTposi 060pyAoBaHus He No BMHe 3aka3unka, 3akasunk perncTpupyeT HemcnpaBHOCTb B LieHTpe TexHnyeckoro
obcnyxuBaHus Baltneta, a komnaHusi Baltneta npounssoauT 3ameHy o6opyaoBaHus Ha paBHOLEHHOE, OTNPaBNss ero Kypbepom no
ykasaHHOMY agpecy, nmbo nepenaeT obopyaoBaHve HermocpeACTBeHHO 3akasuuky B Gnvkaiiem oduce Baltneta. 3akasumk
0653yeTcs AOCTaBUTL HencnpaBHoe o6opyaoBaHve B oduc Baltneta B TeueHune 7 gHei.

37.3 OrPAHUYEHUA YCNYTU

37.3.1 Ycnyra He BKnoYaeT HACTPOWKY U YCTaHOBKY 060pyaoBaHUS. YCnyru no HacTpomnke 1 ycTaHoBKe 060pyAoBaHNSA 3aKkasbiBalOTCH B

cooTBeTCTBUM C Tapudamu "MpubbiTne Ha TeppuTopuio 3akasdymka U AOMOMHWUTENbHble paboThl”, yKazaHHbIMW B HAcTOsILLEM

[orosope.

38 MPABWUINA NPEAOCTABJIEHUA YCNYI BALT-IX
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38.1

baltjV'a

OMPEOENEHWME YCNYT CBA3U BALT-IX

BALT-IX - aT0o mMoLwHas nnatgopma obMeHa AaHHbIMKU, 06beAUHSAIOWANA LNMPOKUIA KPYr UHTepHeT-npoBanaepoB (ISP), BeayLwmnx canToB, KOHTEHT-

MeHepKepoB U noTpebuTeneil KoHTeHTa B BanTtuiickom pervoHe. OGecrneuynBaeTcsi BO3MOXHOCTb YNpaBrieHWst Maplipytamu v TpadukoMm, a

coeauHeHns NNaTtgopmbl C LIENeBbIMU CETAMU rapaHTUPYOT MUHMMaIbHY0 3a4epXKKy Aaxe Nnpu NMKOBbIX Harpyskax Ha ceTb.

38.2

38.3

38.4

38.5

OTBETCTBEHHOCTb 3AKA34YNKA

38.2.1

38.2.2

38.2.3

3akasuuk 0653yeTcs 06ecneunTb HanMune 1 Hanvuue B Nepuop okasaHusa Ycnyr Bcex HeobxoanMblx pas3peLLeHnii, KoTopble MoryT
notpe6oBaTbCs A5t OkasaHWs YCnyr B ykazaHHOM MecTe oka3aHusi Ycnyr, a Takke 06a3yeTcs 3a cBoi cyeT obecneymntb, YToOb! B
TeyeHue cpoka Aencteusi [oroBopa Baltnet He npensiTcTBOBanw (3anpelyanu) peanv3aunio TEXHUHECKUX BO3MOXHOCTEN AN
okasaHusi Ycnyr B BblbpaHHOM 3akasumkom MecTe okasaHusi Ycnyr. [laHHoe ycroBue CUMTaeTCsi CyLLEeCTBEHHbIM YCMOBUEM
npepocTaBneHuns Ycnyr 3akasuuky.

3aka3uvk He UMeeT npasa NPOU3BOSIbHO MEHSITb MECTO YCTaHOBKM Ycnym 1 06s3aH uHcpopmMupoBaTh Baltneta 3a 30 gHel o nobbix

N3MEHEHUSX.
3akasyuk HeceT MOMHYK OTBETCTBEHHOCTb MO NPETEH3NSM U UckaMm, NpeabsBreHHbIM TpeTbumy nuuamm Kk Baltneta B cBsian ¢
ncnonb3oBaHveM 3akasuukom Ycnyr Baltneta; ecnu Baltneta yctaHosut, 4to ncnonb3oBaHve 3akasdvkoM Ycnyr HapyLliaeT npasa

APYTUX NL, 3aKOHbI MU MexayHapoaHsle Jorosopel, Baltneta nmMeeT npaso HemMeaneHHO NpekpaTUTL NpeLocTaBneHre YCnyr.

OBbEM YCNYIU BALT-IX

38.3.1

38.3.2
38.3.3

38.3.4

Baltneta obecneunBaeT yctaHoBky Ycnyru MHTepHeTa unu nepefayv gaHHbIX , NpegocTaBneHne n obenyxusaHue Ycnyrv BnnoTb
[0 BBOAA, BKIOYAs KayeCTBEeHHylo paboTy BHyTpeHHero obopyaoBaHus Baltneta, T.e. Baltneta He HeceT oTBeTCTBEHHOCTU 3a
ntobble cbon B paboTe cepsuca, ecnm 3T c60U BbI3BaHbI KOMMBIOTEPHON CeTbIo 3akasunka Unm Ucrnonb3yemMelM 06opyaoBaHNeM.

Cb6ou B ceTu Baltneta, BosHukiMe He no BUHe 3aka3uyvka, ycTpaHsioTes 6ecnnaTHo.

B TeueHmne rapaHTUIIHOro Cpoka HENCNPABHOCTW KOHEYHOro 060pyA0BaHMS, BOSHUKLLME HE MO BUHe 3akasuunka Unun TpeTbux nuu,
ycTpaHsioTcst 6ecnnatHo. B cnyyae HEBO3MOXHOCTM 3aMeHbl HEMCNPAaBHOIO KOHEYHOro 060pyOBaHNS Ha 0bopyaoBaHMe Toro xe
npoussoauTtens u mogdenu, Baltneta nmeeT npaBo 3ameHWTb HencnpaBHOe o6opyAoOBaHVE Ha ApPYroe 9KBUBAlIeHTHOE KOHeYHoe
obopyaosaHve. Ha 3aMeHeHHoe KoHe4YHoe 060pyAoBaHNE HOBbIN CPOK rapaHTUIMHOTO 06CMyXXMBaHUSt He pacnpocTpaHaeTcs.

Mcnonbayemoe 3aka3umkoM 060pyaoBaHmne AOMKHO OblTb B UCMPABHOM COCTOSIHUM C YCTaHOBIIEHHLIM KOPPEKTHBIM NMPOrpaMMHbLIM
obecneyeHnem. B npoTvBHOM cnyyae Baltneta He HeceT OTBeTCTBEHHOCTM 3a nepebou, Bbl3BaHHbIE YCTAHOBKOW MPUMOXEHWN,

HeOGXO,EI,I/IMbIX AnNgA NOAKNKYeHUs.

OrPAHUYEHWA YCIIYTU

38.4.1

38.4.2

Ycnyra goctyna B VIHTEpHET M nepegayn gaHHbIX He BKMOYaeT Npoknaaky ceTeBblx kabenew, Ho 3Ty Ycnyrm MoryT ObiTb 3aka3aHbl

oTAenbHO No [1oroBopeHHOCTH.

ﬂpyrme paGOTbI, He BKJTIOYEHHbIE B 06beM YCnyr, TaKXKe CYMTaKTCA O0NONMHUTENbHbIMU

CTAHOAPTHBIE 3AMPOCHI HA OBCITYXMBAHUE (RFC STANDARD)

NPEANONArTAEMOE
CTAHOAPTHbLIE PABOTbI / 3BAMEHA BPEMA NMPUMEYAHUE
BbIMOJIHEHUA

PABOT

3ameHuTe punbTp AS-SET/AS 30 MuH.

M3meHeHne koHdurypauum nHtepdenca noaknioyeHust 30 MuH.

38.6

OPYTUE YCNOBUA

38.6.1

38.6.2

Baltneta He npoBepseT U He HeceT OTBETCTBEHHOCTW 3a NeranbHOCTb YCTaHOBIIEHHOro 3aka3yvkom nporpamMmmMHoro obecneyeHus,

ero COBMeCTUMOCTb C NapameTpamu Ycryr u Apyrim nporpaMmHbIM o6ecrneveHmem.

Ycnyra He cuutaeTcst He paboTatowmii no BuHe Baltneta, n goctynHocTb Ycnyru cHuxkaeTcs, ecnu:

I'Iep960|/| B pa60Te ycnyrm BbI3BaHbl AEVCTBMAMMN 3akasumka unm ero nporpaMmmMmHoro 06eCI'Ie‘-{eHI/Iﬂ, HEeCaHKLMOHNPOBaAHHbIM BXOAO0M B

cucTeMy Unu npegHamepeHHbIM B3nomom/aTakon (hacking);

nepe6ou B 06CNyXnBaHWK, Bbi3BaHbl MACCOBbLIMW pPacchlfikaMn peknambl Unu nHdopmMauuu (cnam);

NPOBOAMUTCA MNaHOBOE TEXHUYecKoe ob6CnyxwuBaHWe cucTembl, cbou Bbi3BaHbl dhakTopamu, He 3aBucawmmu oT Baltneta, dopc-

Ma>XOpHbIMU obcrosiTenscTBamMu.
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39 MPABWUIA NPEOOCTABJIEHUA YCNYT RPA‘AAS N OBCITYXUBAHUA RPA‘AAS

39.1  OMPEJENEHWE YCIYTUN RPA'AAS

RPA‘aaS — aTto ycnyra, npegHasHadeHHasi ansi pobotusaumm (aBTomaTm3aummn) BblIOpaHHbIX Gu3Hec-npoueccoB unu GuaHec-3agad, KoTopasi

OCYLLECTBMSETCA C MOMOLLBIO CheumanbHoro nporpaMMHoro obecnedeHnss nytem pas3paboTkv, BHEAPEHUS M TEeCTUPOBaHWUS pPeLleHus no

po6oTuzaumm.

39.2 OBBLEM YCNYI RPA'AAS

39.2.1

39.2.2

39.2.3

39.2.4

Ycnyra RPA‘aaS BknovaeT nepBuYHbLIN aHann3 BO3MOXHbIX MPoLeccoB poboTu3aumm, KOTOpbI MOXET ObITb BKIHOYEH B 06LLYO
LeHy peweHnst RPA'aaS nmbo oLeHeH 1 onmaveH oTAeNbHO.

Ycnyra RPA‘aaS BkntoyaeT nogroToBKy nnaHa paboT npoueccoB poboTusaumu, cosgaHve pelleHns npoueccos poboTusaumm,
MHCTannsLmio, TECTUpOBaHUe 1 0bydeHne KOHEYHbIX Nosb3oBaTenen.

Ycnyra RPA'aaS MoxeT BknovaTb npeaBapuTenbHbI noacyeT MHAHCOBOW OTAauu, npegnonaraeMoi nocrne MHCTannsauum
pewexuns RPA‘aaS. MpeasaputenbHbIi NoAcHeT (PUHAHCOBOW OTAAYM BbINOMHAETCS TOMNBKO No TpeboBaHmio 3akasuyuka.
Pewenne RPA'aaS moxeT ObITb MHCTanNnMpoBaHo B AaTa-LeHTpe Baltneta. Takke Baltneta MoxeT npegocTaBuTb NOCTOSIHHOE
TEeXHUYeckoe obcnyxuBaHWe WHAPaCTPYKTYpbl, NpeaHas3HadeHHou Ana pewenns RPA‘aaS (aTm ycnyrm 3akasbiBaioTcs U

onna4nBaloTcs OTAENbHO).

39.3 OrPAHUYEHWA YCNYTUN RPA'AAS

39.3.1

39.3.2

39.3.3

39.3.4

39.3.5

O6bem n ueHa ycnyrm RPA'aaS moryT ObiTb pasnuuHbiMM ONns Kaxgoro poboTusvpyemoro npouecca B 3aBUCMMOCTM OT

notpebHocTen 1 cneundrkm gesTensHoCT 3akasuuka.

B HacTosLLEeM foroBope onucbiBaeTCs TONbKO CTaHAapTHbIN (06wumin) o6bem yenyrn RPA‘aaS, Bce cneunduyeckue TpebosaHuns

Kk ycnyre RPA‘aaS, ncknioyeHns, UsMeHeHns1 U AONOMHUTESNbHbIE COrMnalleHns OnNucbIBaloTCS B AOKYMEHTE 3akasa ycnyriu.

[na peanusauuu ycnyrn RPA‘aaS o6si3atenbHO Hanuuve nuueHsum nporpammHoro obecnevenmnsi Uipath, nuueHsumio 3akasymk
MOXeT npuobpecTn y Baltneta unu y Tpetben ctopoHsbl. B cnyyae npnobpeteHus nporpammHoro obecneyeHusi UiPath y Baltneta,
Baltneta BbinonHAET TOMNbKO (yHKUMW Nepenpopaxu NporpamMMHOro obecneyeHns U He HeceT OTBETCTBEHHOCTW 3a paboTy
nporpammMHoro obecnedenuns UiPath, ero nameHeHusi, MHUMOEHTbI, CBSI3aHHblE C KMbBepHeTMYeckon Ge3onacHOCTbI0, a Takke
apyrve akTopbl, OTBETCTBEHHOCTb 3a KOTOpble HeceT npou3BoauTenb nporpammHoro obecneuvenns UiPath. Mo Bcem
aKTyarnbHbIM BONpPOCaM, CBSI3aHHbLIM C NporpaMMHbiM obecneveHrem UiPath, 3akasunk gomkeH obpaluatbecst K Mpou3BOAUTENO

nporpammHoro obecneyveHusi UiPath.

B Tom cnyyae, ecnu 3aka3 o6 apeHge nporpammHoro obecnedeHusi Uipath, pactopraetcs no nHuumatuee 3aka3uuka paHee
yka3aHHoro B 3akase cpoka, CTOpOHbI J0roBapmBaloTcs 0 ToM, YTo 3aka3ymk 0653aH He no3gHee Yem B TedeHue 30 kaneHgapHbIX
OHel co [Hs pacTopxeHust 3akasa BbinnaTuTb Baltneta BCo ocTaBLUytOCS HEOMNMAYEHHOW YacTb MECSAYHOTO NnaTexa U BEpHYTb
BCE NpefocTaBrieHHble 3aka3uumky ckuaku. Takke 3akasuuk o6sa3yeTcs onnatuTb BCe NnaTexu 3a NpefocTaBlieHHbIE

LAONOJTHUTENbHbIE YCIYyTU.

C uenbto peanusauum ycnyrn RPA‘aaS Baltneta paGoTtaer ¢ napTHepamu, KOTOpble OTBEYaloT 3@ CO3[aHWe TEXHWYECKOro

peweHnst RPA'aaS, BHeapeHue 1 TeCTpOBaHMe.

39.4  ONPEOENEHWE YCNYITY OBCNYXNBAHUA RPA'AAS

O6cnyxuBaHme RPA'aaS — npoakTMBHoe obcnyxuBaHve co3gaHHoro poboTnsmpoBaHHOro npowecca.

39.5 OBBbEM YCINYTN OBCINY>XUBAHUA RPA'AAS

39.5.1

39.5.2

Ycnyrm obenyxvBaHust RPA‘aaS BknovaloT ycTpaHeHWe NOBPEXAEHWA U OWWMBOK, a Takke TeCTUPOBaHUE, MHCTannsauuio
06HOBNEHMI, OBHOBNEHWE AOKYMEHTaLuW, NpeaoCTaBneHne OTHETOB (CBA3AHHbIX C OLIMBKaMM 1 UMEBLUMMU MECTO NOMEXaMM),
MOHUTOPUHI paboThl npouecca poboTusauum u yaobcTBa nonb3oBaHWs, KOHCYNbTauum no TenedoHy u an. noyte (c 8:00 go
17:00).

B nepvon npepocTtaBneHus ycnyr obcnyxuaHus RPA‘aaS 3akasuuky OyaeT npefgocTaBrieH KaHanm  KOMMYHUKaLuu,

npeaHasHaveHHbIN Ans pernctpaumm nHumaeHTos, RFC n RFI, cBazaHHbIx ¢ yenyron RPA'aasS.

39.6 OMPAHUYEHWA YCNYT OBCNY>XXMBAHUA RPA'AAS

39.6.1

39.6.2

39.6.3
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39.6.4

39.6.5

baltjV'a

NPOEKTbI 1 ONNaYMBaloTCA COrMacHO OTAENbHOW AOrOBOPEHHOCTY.

Ycnyra obenyxkuBaHus RPA'aaS mMoxeT onnaumBaTteCst AOMOMHUTENBHO COrNMacHO NpefyCMOTPEHHON HACTOALWMUM LOFOBOPOM
no4yacoBoOW onnarte B TOM Cly4ae, ecnu B Te4YeHNe OAHOro KaneHaapHoro mecsiua Ha obcnyxvBaHue RPA'aaS otsegeHo 6onee
8 paboumnx 4acoB 1 3aKa3oM yCryrm UHOe He NPeayCMOTPEHO.

C uenbto npegocTtaBneHust ycnyrn obcnyxveavus RPA‘aaS Baltneta npuBnekaeT napTHEPOB, KOTOpble OTBeYalT 3a

obcnyxuBaHune peanu3oBaHHoro peweHns RPA‘aaS.

40 NPABWUINA NPEOOCTABJIEHUA YCNYI CETU TPAHCIIALMU KOHTEHTA (CDN)

40.1  OMNUCAHME YCINYTU CETU TPAHCITALMN KOHTEHTA (CDN)

CDN - 370 cucTeMa J0CTaBKM U yNpaBrneHust KOHTEHTOM Ha 6a3e 06nayHbIX BblYMceHuin. CeTb cneumannsnupyeTcs Ha pelleHnsX Ans noToKoBON

nepegayn BUMOEOKOHTEHTa (streaming). lMpegocTtaBnseT OOCTYN K roTOBOW WMHApPacTpykType Ans ob6paboTkm oveHb Oonblumx BMOEOMNOTOKOB

KOMMaHWsiM, NpeaoCTaBnsAloWmMM YCnyrm unm nicpopmaumoHHoe HanomnHeHne (KOHTEHT) Yepes VIHTepHeT, ocyLlecTBnsowmMM Be6-TpaHCcnaumum unm

KpynHble npoekTbl, Tpebytowme becnepebonHon paboThbl MM BO3MOXHOCTY MOHETU3aLMN KOHTEHTA.

40.2  OTBETCTBEHHOCTb 3AKA3YMKA

40.2.1

40.2.2

40.2.3

3akasunk 06s13yeTcs obecneunTb HanMune n Hanuyve B Nepmog okasaHus YCnyr Bcex Heo6xoamMbIx paspeLLeHnii, KOTopblie MOryT
notpeboBaTbCs ANS Oka3aHWst YCnyr B ykasaHHOM MecTe okasaHus Ycnyr, a Takke 0bs3yeTcs 3a cBoi cyeT obecneumnTnb, YTobbl B
TeyeHue cpoka Aelicteusa [lorosopa Baltnet He mpensTcTBoBanW (3anpellanu) peanusaumio TEXHUHYECKUX BO3MOXKHOCTeW Ans
okasaHus Ycnyr B BblbpaHHOM 3akasuMkom MecTe okasaHus Ycnyr. [laHHOe YCrioBMe CHWTaeTCst CYLLECTBEHHbIM YCroBuEM
npepocTasneHuns Ycnyr 3akasuuky.

3akasuyvk He nMeeT NpaBa NPOM3BOSIbHO MEHSATH MECTO YCTaHOBKM YCnyru 1 06s3aH nHgopmmnposatb Baltneta 3a 30 gHel o nobbix
N3MEHEHUSX.

3aka3uvk HeceT MOMHy OTBETCTBEHHOCTb MO MPETEH3USIM U UCKaM, NpeabsBMEHHbIM TPeTbUMU Nuuamn k Baltneta B cBs3n ¢
ncnonb3oBaHveM 3akasuukom Ycnyr Baltneta; ecnu Baltneta yctaHosut, 4to ncnonb3oBaHve 3akasdvkoM Ycnyr HapyLliaeT npasa

APYTUX NL, 3aKOHbI MU MexayHapoaHsle Jorosopel, Baltneta nmMeeT npaso HemMeaneHHO NpekpaTUTL NpeLocTaBneHre YCnyr.

40.3 OBBbEMYCnyr

CepBucHble nnaHbl NMnatcdopmsl CDN Baltneta CDN
Cepsuc ,Live streaming* +
MakcumanbHasi nponyckHas cnocobHOCTb ANs IMTOBCKUX NpoBangepos out/c 180
MakcumanbHas nponyckHas cnocobHocTb 3a pybex [but/c 30
MoHUTOpPUHT cepBepoB 1 cryxo6 +
,Video on demand” 3a 10 I'b "cache" npocTpaHcTBa +
Cratuctuka +

40.4  YCNYTA BKIMIOYAET B CEBA

40.4.1

40.4.2

40.4.3

40.4.4
40.4.5

Ycnyra Baltneta CDN BknitoyaeT B cebs nepBoHavaribHy0 HAaCTPOVKY M akTUBaLMIO cepBuca Ha uHdpacTpykType Baltneta. Bece
OOMOMHUTENbHBIE PaBoThl OMNAaYMBaOTCs NO AECTBYIOLE Ha TOT MOMEHT MO4YacoBOW CTaBke 3a AOMNOSIHWUTENbHblE paboThl B
Baltneta.

Monb3oBaTenb Ycnyru uMeeT NpaBo NpeBbILLaTh NpMobpeTeHHyo Nonocy nponyckaHus He 6onee YeM Ha 2% BpeMeHM B TeKyLLeM
KaneHaapHom mecsue 6e3 4ONONHUTENbHOW onnaThbl; Ecnn nonb3oBatenb Ycnyr npesbilaeT npuobpeTeHHyo
MpPOMYCKHY0 CNocoBbHOCTL Gonee Yem Ha 2% BpPemMeHu B TeKylleM KaneHdapHOM Mecsue, NOoCcTaBlMK Ycriyr umeeT npaso
NpUMEHUTb AOMONMHWUTENbHYD nnaty. MecsauyHasa nnata onpefensieTcs nyTemM Aenedust Tpaduka, MCMOoNb30BaHHOMO 3a
KaneHaapHbIn Mecsl, Ha 5-MWHYTHble cpedHue 3HaYeHus, PacronoXeHHble B Mopsake Bo3pacTaHus, u oTbpacbiBaHus 2%
HambonbLUMX 3HAYEHWI, OCTaBLUMECS HaMbonblUne 3HaYeHUs TapudULMPYIOTCH NO LieHaM, 3apaHee ykas3aHHbIM B 3aKase.

Baltneta He HeceT oTBeTCTBEHHOCTM 3a NMtobble cbon B paboTe cepBuca, eCnm 3Tn cOom BbI3BaHbl KOMMbIOTEPHON CeTbio 3aka3unka

UNK Ucnosb3yeMbliM 06opyaoBaHueM.
Cb6ou B ceTu Baltneta, Bo3HukwMe He no BUHe 3aka3uyvka, ycTpaHsoTes 6ecnnaTHo.

Mcnonbsyemoe 3akasymkom O60pyﬂ,0BaHV|e [OIMKHO 6bITb B ncrnpaBHOM COCTOAHUN C YCTAHOBMEHHbIM KOPPEKTHbIM NPOrpamMmmMmHbIM
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obecneyeHnem. B npotmBHoM cnyyae Baltneta He HeceT oTBeTCTBEHHOCTM 3a nepebou, Bbi3BaHHbIE YCTaHOBKOW MPUIOXEHUIA,

HeobXoAMMbIX AN NOAKMHYEHMS.

40.5 CTAHOAPTHBIE 3ANPOCHLI HA OBCNYXXMBAHWE (RFC STANDARD)
NPEANONATAEMOE
CTAHOAPTHbIE PABOTbI / 3BAMEHA BPEMA NMPUMEYAHUE
BbIMNOJIHEHNA
PABOT
YpaneHue Bugeodarina m3 kawa 15 MUH.
HacTpotika gocTtyna K NpUoXeHuio NpAMoi TpaHcnsaumm 15 MuH.
40.6 OPYIME YCITOBUA
40.6.1 Baltneta He NpoBepsIET N HE HECET OTBETCTBEHHOCTM 3a JleranbHOCTb YCTaHOBNEHHOTO 3aka34yMKkoM NporpaMMHOro oGecneyeHms,
€ro COBMEeCTMMOCTb C NapameTpamu YCnyr u Apyrum nporpammHbiM obecneveHnem.
40.6.2 Ycnyra He cuuTaeTcsa He paboTatowmin no BuHe Baltneta, n goctynHocTe Ycnyru cHwkaeTcst, ecnu:
. nepebon B pabote Ycnyru Bbi3aBaHbl AENCTBUAMKU 3akasyvka wnum ero nporpaMmmHoro obecrneyeHusi, HecaHKLMOHUPOBaHHbLIM
BXOZOM B CUCTEMY Unu npegHamepeHHbIM Bariomom/aTtakon (hacking);
. nepe6ou B 06CNyxnBaHnK, Bbi3BaHbl MAacCOBbIMI pacchlfikaMu peknambl Unu nHdopmMauum (cnam);
. NPOBOAMUTCS NNaHOBOE TeXHWYecKoe obCnyxuBaHue cuctembl, cbou Bbi3BaHbl hakTopamu, He 3aBucswmmu ot Baltneta, dopc-
MaOPHbIMY OBCTOATENBCTBAMMU.
41  NPABUNA NPEOOCTABJIEHMA YCNYTU NOVATALKS

Novatalks — YHUKanbHasa nnachopma, KOTOpas No3BONAEeT HakannmBaTb U agMUHNCTPUPOBATb coobLeHmns, nony4yeHHble No KaHanam coumanbHbIX

ceTeit: B yatax WhatsApp, Facebook Messenger, Viber, Telegram, Instagram u Livechat. BoamoxHocTb ansi paboTHuka ob6cnyxunsatb coobLLeHUst

no MpWHUMMY OOHOro OkHa NGO aBTOMAaTUYECKM C MOMOLLbI YaT-60ToB. PelwweHne paboTaeT kak obnayHas ycnyra u He TpebyeT CnoXHbIX

WMHCTaNNAUMOHHbLIX NpoLeccoB.

41.1

41.3

OTBETCTBEHHOCTb 3AKA34YMKA

41.1.1 [oBepeHHblii npeacTaBuTenb 3akasyuka, noanucbiBas [OTOBOP, YTO B [eHb MOAHUCAHWS 3aka3a OH O3HaKOMWNCA C
obHapodoBaHHbIMKM Ha caviTe https:/novatalks.ai/en/ ycnoBusimm npepoctaBnenus ycnyrn Novatalks u cormaceH ¢ 3TvmMmn

YCROBUSIMU.

OBBLEM YCNyr

41.2.1 Baltneta nuueH3uun Novatalks, ykaszaHHble B 3aka3se, 3aka3blBaeT OT UMeHU 3akasuyvka, akTuBMpyeT OT MMeHUn 3akasyvka v nepefaet
MX [OBEPEHHOMY NpeacTaBuTento 3akasuuka.

41.2.2 TpounssoguTenb n gesenonep cuctembl Novatalks B pexxume cBo6ogHoro goctyna nybnukyeT Ha canTe NoCTOSIHHO OBHOBRsieMble

BO3MOXHOCTM Ycnyrn. C HOBEWLLMM CMMCKOM BO3MOXHOCTEN NULIEH3WI MOXHO MO3HAKOMUTLCA Ha caiTe https://novatalks.ai/en/

. MpopykT Novatalks npepgoctaBnsieT BO3MOXHOCTb 3aka3aTb M MONb30BATLCA CeAyoWUMA MULEH3NAMU 1 DYHKLMOHaNnamu:
Nuuensun ans npegnpusitusi: Online Chat — ynpaBneHve HenocpeacTBEHHbIMU YaTamu B uHTepHeTe; Viber Public Account/Viber
Bot, Telegram Bot, Facebook Messenger, WhatsApp, Instagram Direct, Apple Messenger for Businnes, WeChat Account, Line
Account — ynpasneHue nepenucKon Ha ykasaHHbIx kaHanax; WhatsApp by Phone — ynpasneHue nepenuckamu npocpunsa WhatsApp,

NPVBSI3@HHOTO K KOHKPETHOMY HOMEPY.

. JIMueH3un ans areHToB — 3a KaxabiM paboTHWMKOM 3akasuuka, nonbaytowmmes nnatdopmon Novatalks, 3akpennseTcs nuueHans
Agent.

41.2.3 TpowussoauTens n aesenonep cuctembl Novatalks 6yget npunarate Kommepyecks obyCnoBMNEHHbIE YCUNUs, HanpaBneHHble Ha
obecneyeHne gocTynHocTn Yenyrn Ha 98,5% B TeueHue kaxagoro kaneHgapHoro mecsua (aHrn. Target Availability). Ucknrouenus
npu pacyeTe HeQOCTYMHOCTY NO NPUYKMHE OBLLUMX CBA3AHHbLIX C MHTEPHETOM Npobnem, AencTBust 06CTOATENLCTB HENPEOoa0NMMON
cunbl MMBo MHbIX hakTopoB, KOTOpbIX HW Baltneta, HM npoussoauTens u Aesenonep cuctembl Novatalks o6ocHoBaHHO He
KOHTPONUPYIOT; MO NPUYMHE HEHaAIeXallLero NporpaMMHOro UKW annapaTHoro o6opyaoBaHus 3akasuumka; no NpUYMHE HTerpaumm
CUCTEM TPETLUX CTOPOH UMK 3anfiaHMPOBaAHHOIO TEXHUYECKOTro 06CnyXmMBaHUst NpoaykTa B oTHowweHun npoaykta Novatalks.

OrPAHUYEHWA YCIYTU

41.3.1 [ononHMTENbHO MOTYT NOAMNEXaTb onnaTe AONONHUTErbHble (PYHKLMOHAMbI U AONOMHUTENbHbIE UHTErpaLIM Nocrie CorflacoBaHus
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¢ 3akasyumkom.

OPYTUE YCNOBUA

41.4.1

41.4.2

K ycnyre apengbl nuueHsun Novatalks npumeHsieTcsa npegycmoTpeHHoe npoussBoauTenem SLA, Bpemsi pearmpoBaHus
paspeLueHns nHunaeHToB B paboyee Bpems ¢ 8:00 o 17:00.
PervcTpaumsi 3anpocoB ocyLLecTBRsSeTCs B BbliAeneHHOM Ansi 3aka3yuka kaHane nogaepxku Ha Viber nubo nytem peructpauyum no

ykasaHHOMy B 3akase agpecy a/1. NouThl NnpoussoauTens cuctemsl Novatalks.

NMPABWUITIA OKA3AHMA YCIYT APEHObI NT-OBOPYOOBAHUA

Ycnyra apengpl WT-obopygoBaHus — 97O npefocTaBneHne KrnveHTy BO3MOXHOCTM BPEMEHHOTO UCMOMb30BaHUSA yKa3aHHOro B 3akase

o6opynoBaHusi. KnneHT He npmobpeTaeT HUKaKkux npaB COOCTBEHHOCTU Ha 0OBEKT apeHab!.

OBbEM YCNYTY APEH[bLI OBOPYOOBAHWSA

42.1

42.2

42.3

42.4

42.1.1
42.1.2

42.1.3

Baltneta goctaenseT npegycMoTpeHHOe 3aka3oM 0GopyAoBaHye Mo agpecy W B CPOKM, ykadaHHble B 3akase.

Ecnun obopynoBaHue apenagyetca B O komnaHum Baltneta, Baltneta otBevaeT 3a ycrtaHoBKy AaHHoro obopynosaHusa B LIO[,
06opyaoBaHWe 3acTpaxoBaHO CTPAXOBOW KOMMaHWER OT BO3AENCTBUS OFHS U BOAbI, @ TaKKe OT (PU3NYECKMX MOBPEXAEHWIA.

B oTHoweHun cpaBaemoro B apeHy o6OpydoBaHUSI OEWCTBYIOT MNPUMEHsIEMble W3roTOBMTENEM npaBwuna rapaHTUAHOrO
obcnyxuBaHusa. B cnyyae Bbixoga obopynoBaHus us cTposi Baltneta BeicTynaet B ponu nocpegHuka mexay ABTOPU3OBaHHbIM
CEPBUCHbLIM LLEHTPOM U3roTOBMTENSI 060PYA0BaHNA U 3aKa34MKOM NPU BbINOMHEHWUN rapaHTUIAHOTO 06CnyXMBaHNa 06opyaoBaHUS.
Baltneta goctaBnsieTr obopynoBaHWe B CEPBMUCHLIM LIEHTP WU3rOTOBUTENS M Hasag 3akasdvky. B criyydae mnornomku 3anacHoe

obopyaoBaHve He NpefoCTaBNsSeTCsl, €CrM MHOE He NpedycMOTpeHo B 3akase.

OrPAHUYEHWA YCNYTU

42.2.1

42.2.2

B ycnyry He BKMOYeHbl KOHDUTypaLVWsi coaBaeMoro B apeHay o6opy[ioBaHUSt U yCTaHOBKa NMporpaMMHOro obecneyeHus. Ycnyrm
KOH(pUrypaLmm 1 yCTaHOBKM MOXHO 3akasaTb cornacHo PacleHkam Ha Bble3q B noMeLleHus KnveHTta v AononHuTenbHble paboThl,

yka3aHHbIM B HacTosiLem [Jorosope.

Baltneta He BbinonHsieT paboTbl N0 OGHOBMEHMIO MPOrPaMMHOTO OBecrneyeHrss cAaBaemMoro B apeHay o6opyLoBaHVs, ecrv He

3aKasaHbl COOTBETCTBYHOLMEe yCrnyrn no ero OGCJ'Iy)KVIBaHVIIO.

OTBETCTBEHHOCTb 3AKA3YNKA

42.3.1

42.3.2

42.3.3

42.3.4

42.35

3akasunk 06A3yeTCsi MCMonb3oBaTh apeHdyemoe oGopyaoBaHue Mo HasHayeHuio, cobniodaTb PekoMeHAauun U3rotoBuTenei
o6opynosaHus 1 Baltneta oTHocuTenbHO ero GesonacHom aKcrnyaTauum, XpaHuTb apeHgoBaHHoe 06opyAoBaHMe B TEXHUYECKN

ncnpaBHOM COCTOAHUU, HE COoBepLUaTb cbmsvmecwlx mnnu nporpaMmHbIX OEencTeun, CMOCOBHbIX HapywunTb paGOTy 060py,q03aH|/|ﬂ.

3aka3uuk He MMeeT npaBa nepefaeaTtb, cAaBaTb B cybapeHay wnu otaaBaTh ANS UCMONb30BaHUS B MHbIX Liensix obopyaoBaHue

TPEeTbUM CTOPOHaM.

3aka3uuk He umeeT npaBa ©e3 nucbMeHHoro cornacus Baltneta nepemewats apeHgoBaHHoe oGOpyAoOBaHWe C MeCTa,

pacnonoXeHHOro no ykasaHHoMy B 3akase agpecy.

3akasuvk He nmeet npaea MeHATb Kom;bmrypauwo apeHaoBaHHOro oGopyp,osava, T. €. ,ElOGaBJ'IﬂTb K HeMy [ONnOofHUTENbHbIe

KOMMJMEeKTyLwmne 4acTtu.

B cny4yae noJIoOMKU oGopy,qosaHMﬂ, B OTHOLLEHUU KOTOpOI‘/’I HEe NMPpUMEHAETCA rapaHTua U3rotoBuUTend, 3akasuuk 06ﬂ3yeTCﬂ
BO3MeCTUTb I'IpVNI/IHéHHbIVI yu.|ep6, onnaTtme ero cornacHo prHOHHOVI CTOMMOCTH O60py,E|OBaHVIﬂ. rapaHTI/Iﬂ He npumMeHaeTca npu
nopye 060py,ElOBaHMF| B pesynbTarte BHELLHero/MexaHM4eckoro Bo3gencTBus, HapylwleHua npasun 6e3onacHom aKkcnnyatauuu,

CaMOBOJIbHOIO BbINOMHEHUS MOAUMULMPYIOLLMX UM PEMOHTHbBIX PaboT 1 T. M.

OPYTUE YCNOBUA

42.4.1

42.4.2

Ecnn 3aka3 Ha apeHgy obopyaoBaHusi pacToOprHyT Mo uHUumMatuee KnuveHTa [0 WCTEYeHUsi npedyCMOTPEHHOro 3aka3om
MWUHMMaIIbHOTO CpokKa, 3akasyuk He nosaHee YeM B TedeHune 30 karneHaapHbIX AHEN C MOMEHTa OTMeHbI 3akasa 06s3aH BbINnaTuTb
Baltneta Bcto ocTaBLUyOCS YacTb apeHOHOM NnaTbl, PaCCYMTaHHYH NOCPEACTBOM YMHOXEHWS! MECAYHOMN apeHAHOM NnaTbl Ha YMCHo

MecALEeB, OCTaBLLUMXCA A0 UCTeYeHUa MUHUMarnbHOro nepuoaa nosfib3oBaHUA yCﬂyFOVI.

HeBO3MOXXHOCTb MCMONb30BaHMSA oGopy,qosava n3-3a HeUCnpaBHOCTU MNN MO UHbIM NpUYNUHaM, He3aBUCALLUM OT Baltneta, He

cyuTaeTca ﬂpI/IOCTaHOBKOIZ ycnyru v He ocao6o>|<,qaeT OT BHECEHMSA nnaTtexen no HacTodALleMy OOrosopy.
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